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OBbbABJIEHUE

06 opraHusauuu OTKpbITOro TeHgepa

Hacmosawuli mekcm obvAasneHus ymsepxoeH KoHKypcHol komuccueli LlenmpansHozo banka ApmeHuu.
lMpomokonom N2 52 om 18 dexabpa 2025..

LleHTpanbHbiil  6aHk  Pecnybnuku

ApmeHua obbABnAET OTKPbITbIA  TeHAep, YCNOBMA KOTOPOro

npefcTaBneHbl B npunaraemom lpurnawueHun.

Jarta ny6nukaumm:

09.01.2026r.

3aka3uuk:

LLenTpanbhbiii bank PA
BasreH CaprcaH yn., 6, Apmenua, 0010, EpeBaH

Kop, koHkypca:

CBA-2026-001

Llenb KoHKypca:

MPUOBPETEHUE CUCTEMbI ABTOMATU3ALLUN
NMPOUECCOB OUEHKU U MOHUTOPUHI'A PUCKOB
COOTBETCTBUA TPEBOBAHUAM NOL/PT U
CAHKUNOHHOIO KOMITIAEHCA, A TAKME YCIYI NO
TEXHWUYECKOI NOAAEPHKE U OBCNYMUBAHUIO
CUCTEMDI ANA HYM ], UFHTPAJIbHOIO BAHKA
PECNYBJ/INKN APMEHUA

MecTo ny6nukaumun:

https://www.cba.am/ru/sitepages/tenders.aspx

CPOK nogayu 3asBOK:

no 19 despana 2026 r., 16:00 (GMT+4)

Cnocob nogaumn 3asaBKu:

Mo anekTpoHHol noyte Ha CBA-2026-001@cba.am s5n. agpec

Cpok npefocTaBnieHusa pa3bsacHEeHMUi
no TEHAEPHOW JOKYMEHTaUUK:

no 13 despansa 2026 r., 16:00 (GMT+4)

JlaTta oTKpbITHA 3aABOK:

19 chespans 2026 r., 16:00 (GMT+4)

O6bsaBneHne o 3aKNOYeHUn
KOHTpakKTa:

5 mapta 2026 r., 16:00 (GMT+4)

OpraHusaTop KOHKypca:

LleHTpanbHbiii BaHk PA, Cnymba KoopamHaumm 3akynok

Cnoco6 kommyHuKauuu:

B nucbmeHHol hopme, TONbKO MO 3NEKTPOHHOW MOYTE.

OneKTpoHHasa noyTa:_procurement@cha.am

B pesynbtate paHHoli npouepypbl BblOpaHHOMY Yy4acTHUKY OyAeT MpeffoMeHo 3aKNouYnTb AOroBOP Ha
[loroBop Ha MocTaBKy M BHeJpeHMe CUCTeMbl aBTOMATU3aLLMK MPOLECCOB OLEHKU U MOHUTOPKHIa pPUCKOB
cooTBeTcTBUA TpeboaHuam MO J/PT 1 caHKLMiA, a Tak¥e Ha OKasaHue yCayr No TEXHUYECKOIN NoAaepHKe v

obcnymnBaHuio cuctembl ana Hymg LleHTpanbHoro 6aHka PA.
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NMPUIMMALLEHUE K YHYACTUIO B OTKPbITOM TEHAEPE

3anpoc npepnoMeHnii

HA 3AKYNKY CUCTEMbl ABTOMATU3ALUN NPOLUECCOB OLEHKU U
MOHUTOPUHIA PUCKOB COOTBETCTBUSA B CEPE MOM,/dT U CAHKLUA,
A TAKME HA OKA3AHME YCIIYT MO TEXHUWYECKOI NOAOEPMKE M
CONPOBOMOEHNKO CUCTEMDI
ANA Hy UEHTPA/IbHOIO bAHKA PECINYBJ/IMKN APMEHUA
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Unyu hpwybpp mpwdwnpynid | h [pnuda CBA-2026-001 éwélwgpny wuglywugynn Pug
dUpgnypeh (wyunthbn' twb pupwgwlwupg) hwjnwpwpnipjwu:

Unyu hpwybpp Yuqiyb] £ <K opLuunpnipjut, «Qunudubph dwupu» <K opbuph
(wyunthbwn® Opbup) b wy ppwdwywt wlynbph ywhwugubiphtt hwiwwywwnwufuwi:

Unyu pupwgwywngh o2powuwyubipnud hGinmwquw 5 wnwphubiph pupwgpnd hwdwywngh
wbuuhjuwlywu  uywuwpydwt b wowygnyEwl  dwnwynieniuubph  Jwwinignudp
Ywqdwybpwynud £ «SGunwdubph  dwuptu» <L optiuph 15-pn hnnwdh 6-pn dwuhp
wwhwuotbphtu hwdwwwwnwufuwu:

Muwjdwuwagpny twluwwnbuwd jntpupwugnip hwonpnnn Phtwtuwlw nmwpyw pupwgpntd
swnwjniejniuuph dwwngnudp b npwug  nhdwg  Jbwpnwiubph  hpwlwuwgnuip
wwjdwuwynpywsd £ hwdwwwunwufuwu htwtuwlwu dhongutiph hwwnlwgdwtu htwn:

Gpt hwldwwwwwujuwu Shuwluwywu Jdhongubiph  hwwnlwgnwp  hwunwnynd L,
wwpdwuwghpp 2wpniuwynd £ gnpdti|, huy Get sh hwuwmwwnynd, Muwwndhpwunnitu
wwpwwynpynid £ win dwupt twjuwwbu' ywydwuwgpny uwhdwudwd dwdybnnud, gpuynp
owungtii UwwnwYwpwphtu: Wn nbwpnd Uwwnwlwpwpp ywpunwynp sk dwnnigl
Swnwjnigyntuubp, huly Mwwndhpwwnnt' Jéwpb npwug nhdwg:

bhuwtuwlywu dhongutiph  shwunluwgdwt nbGwpnd MNwundhpwnntt hpwynitup  nwp
dhwynndwuh nwnwnpbgub] Mwjdwuwgph Ywwwpnwp:

Cwynbp Yuwpnn Gu ubpYuwywugub] pninp wudhp, wulwju upwug' owmwpbpypjw
$hqhjulwt wus, Juwqiwlbpwynipni, pwnwpwghnipejniu sniubignn wuad [hubpne
hwuqwdwuphg:

Mwwuyhpwwnniu hpwyniup niup wuwjdwuwghp Yupbihu hwayph swnub] wnwowpynid
uwé gwuluwgws wuwydwu (Ywd w) ndjw)nbntyunygnyeniu), npp nipnuyhnptu
twhiwwnbujwé sk unyu Lpwybpnud:

Unyu pupwgwlwupgh htn Yuwyyws hwpwpbpnipyniuutph tfuwundwdp Yhpwnynd k
Cwjwumnwuph Cwupwybwnnipjut optuunpnipyniup: Unyu pupugwywupgh htn uwyyws
ytabkpp putuynid b ndynd b Swywunmwuh Kwupwybunnipjut pwwnwpwutubpnud:
Upgnipwjpht  hwuduwdnnnyh pwpwuniquph  Ejwpnuwhu  thnunp  hwugbu |
«siran.yeganyan@cba.am»:
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Qudwu wnwplyw £ hwunhuwund << Yeunmpnuwwu pwuyh (wjunthbn® twbe Pwuy Yud
Mwuwyhpwnnt) Ywphpubipp hwdwp' PL/UD L wwwndwdhgngubiph
hwlwwwwwuluwunyejwu nhuytph  quwhwwdwt W Jdnuppnphugh hpwlwuwgdwu
gnpdpupwgutinh wywnndwwnwgdwu hwdwywpgh b hwdwlwnpgh nbuuhluwywiu wewygdwu
U uywuwpydwu dwnwjnyeniuubiph (wjunthbn' twl Uypwup) dGnppbpnudp:

Unyu wnwowpyubph ubpluwjwgdwt hwpgdwt opowtwynd  Pwuyp Uwwwwly niup
ubpgpwyb]  hnpéwnne b Yupnoniuwly  puybpngggniiubpt eL/UD W dhowqgquightu
wwwndwdhongubinh hwdwwwwwuluwuniejwu nhuybtph wpryniuwybinn unyuwlwuwgdwu,
quwhwwdwtu b Ywnwwpdwtu hwdwp twpuwnbujwd hwdwihp dpwgpwihtu  ndnwd
wnpwdwnpbiint bywwnwyny, utbpwnw| hwdwlwnpgh ubpnpnudp, gnpdwpynudp, nwinignwp,
huswtiu bwl Ubpnpnuihg hbinn 2wpnitwywlwu nbuuhyuwlywu wowlygdwu W uywuwplydwu
Swnw)niejntuttph dwwnnignidp:

Unyu pupwgwywngny qundu hpwywuwgynid  punhwunip 1 (d6Y) swihwpwduny:

Cwybywsé 1-nd ubipyuwywgwsd Sbluuhjuywtu wnwownpwupp hwunhuwund £ unyu
wnwownplubph ubpyuwjwgdwu hwpgdwu wupwdwubh dwup b uwhdwund £ nddwup
ubGpywjwgynn  ujwqwagnyt  wnbuuhyuwywu,  Pniuyghntw, ny  pnwghnuw; L
wuyunwugnipjutu  wwhwuoubtipp:  Skuuhywlywu  wnwownpwupny uwhdwuywd pnjnp
wwhwuoubipp wbtwp £ wdpnnonigjudp wpunwgnywd |hubtu dwutwygh wnwownpynid:
Lowd wwhwugubpp ubpwnynwd Gu wwjdwuwgpnd b Yuwpgwynpnd Gu wyywydwuwgph
Ywuinwpndp:

2. Juuuu4sh vuuuuusnhnia3uL hrudnhuLhr MucUuLRLENE, NPuYUYNruuL
UPULPTLENL

2.1.  Unyu pupwgwlwpght dwutiwygbint hpwyniup sniubu wudhup'

1) npnup hwjwnp ubipluwjwgubint opdw npniejwdp nunwlwu Yuwnpagny dwuwsyb) Gu
uliwuy,

2) npnup Ywd npnug gnpdwnhp dwpduh ubpujwgnighsp hwynp ubpywjwgutbine
opqwu uwfunpnnn hphug wwphubph pupwgpn nwunwwwpunywsd L bnb|
whwpblysnigjwu Phuwtuuwynpdwt, tpbjuwih swhwgnpddwu Ywd dwpnyuwihu
ppwdhphug ubipwnnn hwugwagnpdniejwu, hwugwynp hwdwagnpdwlgnientu
unbindtnt jwd npwtu dwutwygbnt, Juownp unwuwinty, Ywownp wnwint ud
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Ywownph  dhounpnnyjwu L opbupny  Uwjuwwnbujwd  nunbuwywu
gnhpénwutinuejwu nbd ninnywé hwugwagnpdnyenibutiph hwdwp, pwgwnniejwdp
wju nbiwpbph, Gpp nwundwoényenitup optupny uwhdwudwsd Ywpgny hwuywd
Ywd Jwpywé ,

3) npnug YGpwpbpjw] qunuubiph ninpund hwlwdpgwygwihu hwdwdwjunipjwl,
qlinhzfunn nhpph swpwpwhdwt Ywd  wupwpbiupng  dpgulgnipjwt hwdwn
wwwwufuwtuwwynipntt uwhdwunn Jupswlwu wlup hwjnp ubGplujwgybnt
opwu uwfunpnnn Gpbip nwpjw pupwgpnd nwpédb) b wupnnnpwnytih, huy
pnnnpwnpyywd |hubiint nbwpnw pnnuyb| E wuthnihntu,

4)  npnup hwjwnp ubipyuwywgubint opdw npnyEjwdp ubpwnjwsé Gu GYpwuhwywu
wmunmbuwywtu  Jdhnyyjwut wunwdwlgnn  Gpypubph  qunuubph Jdwupu
optuunpnigjwt hwdwdwju  hpwwwpwywsd qunwitph  gnpdpupwght
dwutiwygbint hpwyniup snibbgnn  dwutwyhgubiph  gnigwynud: Unyu  Ykiwnyg
lwluwwnbujwsd  wwjdwup  sh gnpdnud  dhowqgqwiht  wwjdwuwgpbpny
Uwluwwnbuwsd dhongubiph  hwoyhtu  Ywwwpyblhp qudwu gnpdpupwgubpp
uywundwdp,

5) npnup hwynp ubpywjwgubint opqw npnypjwdp  ubpwnwd Gu  qunwiubph
gnpdpupwghu dwutwygbnt hpwyntup sniubignn dwutwyhgutiph gniguyned:

Cun npnd, Gebt dJwutwlhgp unyu YGwnh 4-pn L S5-pn Gupwybunbpny
Uwluwwnbuwsd gnigwlubipnwd ubipwnyb) £ hwjunp ubpyujwgubint opjwuhg
htiunn, www Upw ndjw| hwjnp Gupwyw sk depddwu:

Uwuuwlhgu pungpyynid £ updusd gniguynid, beb’

- fuwpuwnnb] £ wwjdwuwagpny twjuwwnbujwsé Ywd qudwt gnpdpupwgh
opowuwynd  unwuduwd  wwpwwynpnyeiniup, npp  hwugbigpt] |
Mwuwyhpwwnnth Ynndhg wwjdwuwgpph dhwynndwup ndwup Jud
qudwu gnpdpupwght nyjw| dwutwygh hbnwqw dwutwygniejwu
nwnwnpbgdwup, UL dwutwyhgp hpwdbpnd L (Ywd) wwpdwuwgpny
uwhdwuywsé dwdytinmnd sh Jéwpb] hwjnp, wywpdwuwgph W (Yud)
npwlwynpdwu wwywhndwu gnudwnp,

- npwbtu punpywd Jwutwyhg hpwdwnytp Ywd gpyyt; £ wwydwuwghp
Yupkint hpwyntuphg:

2.2.  Uwutwygnypjuu hpwyniuph quwhwwndwt hwdwp dwutwyhgp hwjnnd wbwnp §
ubpywywguh hp Ynndhg hwunwndwd' unyu hpwybph 2-pn dwup 2.1 Yewnnd twjuwnbudws
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gpwynp hwjnmwpwpnginu:  Pwgh unyu  Ytwnn twjuwwnbujwsd  hwjmnmwpwnnieiniuhg
dwutwygnypjwu hpwyntuph quwhwwndwtu hwdwp dwutwlyghg, wn pynd punpywd
dwutwyghg wj| hwunwenpetn Ywd hhduwdnpnuwubp s6u Yuwpnn ywhwugybip: Uwutwygh
hwjunwpwpniejwu  huynyejniup  dpgnewiht hwuduwdnnnyp (wjunthbn' <wuduwdnnny)
quwhwuwnu £ unyt hpwybpny uwhdwuwd ywydwuubpny:

2.3.  Uwutwlygh' unyu hpwybph 2-pn dwup 2.1 Yewnp 5-pn Gupwybnng twuwnbujwsd
gnigwynd  Ubpwnybip, npwunw gwuybint dwdwiuwwhwwndwdnd, huptwpbpwpwp
hwugbtigunud £ dbipohupu hbun  hnjujuwwygwséd wudwug qunwiubph gnpdpupwghu
dwutwygnipjwu hpwynituph uwhdwuwthwydwu:

2.4.  Upgbynud £ unyt Ybunn uwhdwudwsd thnuyuwuwywygywsd wudwug U (Ywd) dhbunyu
wusdh (wudwug) Ynndhg hpduwnpws Ywd wybh pwu hpuntt ninynu dhbuunyu wuép
(wudwtg) wwwywunn pwdlubdwu (hwjwpwdht) nubignn  Yuqdwybpwnyenwuutph
dhwdwdwuwyjw dwutwygnyentup unyu pupwgwlwnpght, pugwnnyejuwdp yhkunniejwu Yuwd
hwdwjupubph  Ynndhg hhduwnpws Yuqdwybpwnienwuubph L (Ywd)  hwdwwnbn
gnponwbinyeywu (£9) Ywpgny (Ynuunpghnudny) qunidubiph gnpdpupwght dwutwygniejwu
ntwptiph:

2.5. Uwuuwyhgp punpwd dwutwlyhg bGwuwsybint nbwpnd  ubplujwgund  k
wwjdwuwagph wwwhnynwd' unyt hpwybpny uwhdwudwsd Yupgny b swihny:
Mwunyhpwnniu Ywpnn £ hpwdwnpydb) ywjdwuwagph Yuunwpdwt wwywhnydwt ywhwughg,
bt puwnpyws dwutwyhgp Ywd wdjw) pupwgwlwngh 2ngwtwlynd Ytipghuhu Ynndhg'
npwybu  wwonntwlwu ubGpYuyjwgnighs, dwwnwlwpwpynn  wwpwupubpt - wpunwnpnn
Ywqdwybipwnyeniup, hwjnbpp pwgbint opdw npniygjwdp nwp dhowqguihtu htnhuwywynp
Ywqdwybpwnyeynwuutiph  (Fitch, Moodys, Standard & Poor’s) Unndhg 2unphqwd
qupyniwwynigjwt  Jwpywuhy wnujuqu <wjwunwuh  Lwupwwbunnggjuup  2unphywd
unitiptu Juplwuhoh swihny:

2.6. Uwuuwyhgubpp Ywpnn bGU unyt pUpwgwlwpght  dwutwlygl] hwdwwnbin
gnpéniubiniypywu Ywpgny (Ynuunpghniinyg): Ldwu nbwpnut

1) hwjwnp ubipwnnud £ hwdwwnbin gnpdnwubinyejuu wwjdwuwaghp,

2)  hwdwwbin gnpénubinyejwu Jwutuwyhgubpp wbwp b upwuwybu hwgnpywsd
ubpywjwgnighs, ny dpgnyph pupwgpntd, huy hwdwwnbin gnpdntutiniyejuu Ynndhg
wwjdwuwghp Yupdbint nbwypnd’ twb wwyjdwuwgph Yuwnwpdwu pupwgpnid
wbwnp £ nubuw  pninp gnpdwppubipt nu gnpénnnueniuutipp  hwdwinbin
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ghpénwbinygjwu  pninp wunwdubph  wuniuhg W Upwug  hnjuwpbu
hpwlwuwgubint hpwywunypjniu,

hwjinp unnpwagnpynw £ hwdwwnbn gnpdniutinygjuu |hwgnpywd ubpywjwgnigsh
Unndhg' hwdwwbn gnpdniubnejwt wunuhg, W nubuw  hpwjwpwuwlwu
wwpunwnhp nid hwdwwnbn gnpdniubinggjwu pninp wunwdubph hwdwp, husp
hwuwnmwwnynd £ upwug hpwywunt ubpyuwywgnighsubph Ynndhg unnpugpywsd
Ihwgnpwigpny,

hwjinh quwhwwndwu dwdwuwy hwoyh tu wnuynwd hwdwwnbin gnpdniutiniejwu
wwydwuwgph pninp wunwdubph dhwutwlwu npwlwynpnudubpp.

dwutwyhgubipp Ypnw Gu hwdwwtbn b hwdwwwpun wWwunwufuwlwwnynieiniu:
Cun npnud, Yntunpghnwh wunwdh Ynuunpghnwdhg nnipu quint nbiwpnwd
Ynuunpghnwh hbinn Mwwundhpwwnnth Yupwsd wwjdwuwghpp dhwynndwuphnpbiu
(noynwd £ U Ynuunpghnwph  wunwdubph  tywwdwdp  Yppwnynd - Gu
wwjdwuwgpny bwjuwwnbujwsd ywinwufuwuwwnynigjuu dhongubinp.

hwdwuwnbin gnpdniutiniejwu wwjdwuwgph Ynndp (Ynndbpp) sh (s&U) Yupnn unyu
pupwgwywpght ubpywjwgub] wnwudhtu hwyn (hwjwnbp): Unyu wwppbpnigjwu
wwhwugh sywhwwudwu nbwpnud' hwjnbph pwgdwu thunnd depdynud G
huswbiu hwdwuwunbin gnpdnwbinyejwu Ywpgny, wjuwbu k| wnwudhtu ubipyuwjwugywd
hwjwnbpp:

2.7.  Uwuuwyhgp wbiwnp E niubtw wywjdwuwagpny twfuwwnbujwd ywpunwynpnyeniuubiph
Ywuwwpdwtu  hwdwp  pwyjwpwp  thnpdwnnieiniu,  wbluuthyuwlwtu  Yupnnnugyniuubp L

ntunipuubip: Uwutwygnigjwu b npuwlwynpdwtu  swihwuhoubpp uwhdwudwd Gu unyu
{pwybph <wybywd 1-nd  ubipyuwjwgwsd Stuuhjuwlwtu  wnwownpwupnid:  <bnwaqw
quwhwwndwt thnynwd Yubipwnybu dhwju wju wnweownpyubipp, npnup pwywpwpnud Gu unnpl

u2dwd ujwquagnyu npwywynpdwu ywhwugubippu.

2.7.1. «Uwutwghnwlwu thnpdwnnipyniuy» swihwuhop quwhwwnynid £ hbnlyw) Yepw.

e wnujwqu 3 (Gpbp) wwpdw hnpsd' PL/UD U wwwndwdhongubiph
hwlwwwwwuluwunyywu  nhultph  qUwhwwndwu  gnpdpupwgutiph
wynndwunwgdwu,  husybu  twb  wnwownbd  JGpwhuynnuywu
wnbfuuninghwubph  (SupTech) |nwnwiubph ubpnpdwu nppuind’ npwbu
gpwugywd puybipnyeniu/uqiwybpwnipniu: Liwuwwnhwy hwdwywnpgbph
hwonnywé  ubpnpdwtu  thnpd  wy  Ywpgwynpnn  dwpdhuubpnid’
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hwlwwwwwufuwubgywsd ywhwugynn swihwuhoubphu (ophuwly’ FATF 40
Recommendations):

2.7.2. «Uluwwnmwupwihtu nGuniputibp» swihwuhop quwhwwnynd § hbGnlyw Yepw.

e wnuwqu 5 (hpug) nwpjw hwdwwwwnwufuwt dwutwghnwywlu thnpd
niubgnn  twhiwqdwiht phdh  wnywinyenit, tdwuwwhw Uwfuwgdtiph
hwonn hpwlwuwgdwu dby dwutwlgnygjwdp, htuswbu twl PL/UD
hwlwwwwnwuluwuniejwu, Ywnpquwynpnn hwaybGwnynipeniuutinh,
Spwagpwipht wwwhndwtu  hunbigpdwt b YppbGpwudunwugniejwu
ninpunubipnud  thnpdwnnyejwdp,  husp wwwhndh Mwjdwuwagpny
uwhdwujwd  twywuwnwlubph  dwdwuwypht U pwpdp  npwyny
hpwlwuwgnwp:

3. <U3SC LENMYU3U3LELNN “YUNrSL

3.1. Unyu pupwgwywpght dwutwygbint hwdwp dwutwyhgp <Lwudbwdnnnyht
ubplyuwjwgunud £ hwywn: <wjuinp unyu hpwybiph hhdwtu ypw dwutiwygh Ynndhg ubipywjwgynn
wnwownplu E:

3.2.  Uwuuwyhgp sh Ywpnn tnyu pupwgulwpght ubplwjwgub; dtyhg wybih hwjw,
pwgwnnijwdp unyu hpwdbph 3.9 L 57 Ybwnbpnd twhwwnmbujwsd hwjnh thnthnfund
ubipywjwgubint nGwpbinh:

3.3. Cupwgwlwpgh hwjnbpu wuhpwdbown E ubipluwjwgul) <wuduwdnnnyht ny n, pwu
unyu pupwgwywpgh hwjnwpwpnieniuntd upwd hwjinbph punnudwt ytpouwdwdybunp:
3.4. Cupwgwlwngh hwjnp dwutwyhgp ubpyuwjwgund k EGYunpnuwihu bnwuwyny’ CBA-
2026-001@cba.am Ljtywnpnuwjht thnuinh hwugbiht ninuipytiint dhongny:

Uuhpwdbyn E Ygbp puopptwlyp thwunmwpnpebphg wpunwunyyjws (ujwuwynpjwsd)
wmwppbpwlubpp Yuwd EEYunpnuwht pwiht unnpugpnipjudp PDF mwppbpwlubpp:

3.5.  Unyu pupwgwywngh ntwpnid hwjnbpp ubpyuwjwgynwd Gu hwjbpbu Ywd wuqgtpbu:
3.6. EbtYywpnuwihu Gnwuwynd hwjin ubplujwgutihu ywpunwnhp wbinp £ ywhwwub
hGunlyw| Ywunuubpp.
- bwdwyp «dbpuwghp» /Subject line/ nwaownnwd whiwp t gk dhwju pupwgwlwngh
dwdlwaghpp «CBA-2026-001»,

3usuUsSULh IULrUNESNEHE3UL 5
ygLsSraLuYuL APULY

Ywqqgbtu Uwpgujwl thnn., 6, Iwjwuwnwl,
0010, Eplewu
3tn.' +374 10 592 592, www.cba.am




Cwjwumnmwuh Cwupwybwnnipjuu
YEunpnuwywu pwl
- hwywp Ugby PDF $npdwwn niwbgnn $wynd’ npwbu  JdbYy  wdpnnowlwu
thwunwpenine, wwhwwibindg unyt  hpwybpp 3.10 Ybwnd wwhwtoynn
thwuwwpenprtph htppwlwunyeinwup:
- Yhg dwyp swbwnp £ ninuplydh npwtiu hnnud /Google drive link, .rar W wyu/,

- Jnipwpwugnip ElGYunpnuwiht bwdwyh hwdwp wbwnp £ ywhwywub) 25 diqupw)e
(UR) dwywip: Uwuuwyhgp wwwwufuwtwwne £ tpdwd uvwhdwuwhwydwu
wwwhnydwt hwdwp:

- wju nbwpnud, Gpp dGY EEYunpnuwiht bwdwyp gbipwquugnd £ $wyh swihh ugdwd
uwhdwuwswihp, Uwutwyhgubipp huwpwynpniejnit niutu hptug hwjinp pwdwub
dh pwuh wnwudhu EGYunpnuwhtu vwdwyubiph: 3nipwpwusinp EjlGYunpnuwhu
twdwy wbwp £ wwpniwwyh hwynp pnjuunwyniygjwu dh dwup, b jnipupwtgnip
EiGYyunpnuwipht bwdwynwd wbwnp £ owpwnpdh hbnlw] hwonpnwlwu hnnwip
(ophuwly' «Uwu 1* 3-hg», «Uwu 2' 3-hg» b wyju):

- Ygynn dwtipp bwhunpnp wtwnp £ unnigbi hwywyhpnuwht hwdwywnpgny,
- bwdwyh «Pnjwunwyniyentu» /e-mail body/ nwaownnud wbwp L |huh dhwju ywpq
inbipun U swywpniuwyh nplk hnnd /link/,

Unyt Gutinttubph ns hwpdbp wwhwwbdwb nGupnid hwypp Yupnn £ ppniutibph uyppnigdwti
Spwqnh Ynndhg ptlywyty npubu dppniu b shwutlep Mwgpdhpunpnih §ilppntuyghts hwugbht,
nph hwdwp NMuwipdhpwipnit wwipwupuwbwgpynygynit sh Ypnid:

Unyt Yutinttiinh ns jhwndtip wwhwwtnidp upnn £ hwpiph dapddwt hhdp hwanhuwbiwg:
Unwownlynid £ hwyinti ninuiplty unyti hpwybpny uwhdwbdws hwyipbph bbpluywgdwt

Ybpotwdwdybippp jpwtiwng JG4-Gpynt dwd pnup, inbluthuwlwt fuinhpttinhg untuwithlnt
bwwippwlyny:

Npubu hwppp wpuwgdwtn hwjuwuphwgnid, dwubtiwlyghtt  wyipndunyp  Yniuplyyp
wuwqpwufuwi k. bwdwly:

3.7.  Mwwuydhpwwnt  wwunwufuwlwwnyniginiu  sh Ypnud  fGYunpnuwiht thnuinny
ninwpyywsd hwjntpp' yepguwdwdybinhg ny unwuwint hwdwp:

3.8. Unyu hpwybph 3-pn dwup wwhwuoubipht  shwdwwwuwnwufuwunn  hwjnbpp
Cwuduwdnnnyp hwjnbph pwgdwu thunnud depdnud :

3.9. Uwutwyhgubipp' dhusl hwynbpp  ubpluywgubine  Jepouwdwdybunp, Ywpnn b
thnthnfub] Ywd hn Yuusk) hwynbpp'
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- Lwynh thnihnfunyejwt nbiwpnid unp thnthnfujwd hwjnp wbwnp £ ninupyt; 3.5
Yewnnd upqwd k. hnunph hwugbhtu unyu Jwuny uwhdwudws Yupgny' twdwyh
«dbptuwghp» /Subject line/ nwaunnd wybjugubiny «hwyinh thnthnfunieinu» pwnp:

- Uwutwygniejniuhg hpwdwnpybnt nbiwpnud hwjinp senupytnt dwupu dwungnudp
wbinnp L ninuplyb| procurement@cba.am LjGywnpnuwjhtu hwugbihu:

3.10. Uwutwlhgp hwynny ubpYujwguncd £

1) php Ynndhg hwunwndws' nhdnw-hwynwpwpnignu pun unyu hpwybipht Yhg
Cwybwd 2-h, npp ubpwnnud £

w) hwlwuwnnd' unyu hpwytpny vwhdwujws Jwutuwlgnuyejwu hpwyniuph
wwhwugutpht  hp L ppGu  hnpujuuywygwsd wudwug nyjwiubiph
hwlwwwwwuluwuniejwu dwuhl.

p)  hwjwnwpwpnyenit’®  unyu  pupwgwlwpgh  2powtwynd  wupwpblupnbd
dpguilignipjwit,  gbiphgfunn nhpph swpwpwhdwu U hwlwdpgulygwh
hwdwdwjunypjwu pugwlwjniejwu dwuhl.

q)  hwjunwpwpnyenit' unyu pupwgwlwpgh  2powtwlynd  hpbu
thnfujuwwwygywsé wudwug U (Ywd) hp Ynndhg hhduwnpwd Ywd wybh pwu
hpuntt winynu  hpbt  wwwnwunn pwdubidwu  (hwjwpwdhu) nwubkignn
Ywqdwybpwniyeniuttph dhwdwdwuwjw dwutwygnigjwt pwugulwinyjuu
dwuhu.

n) hpwlwu swhwnnibph yepwpbnjw hwjwmwpwpwghp' pun unyu hpwydbphu
Yhg <wybywsd 2.1-h: <wjnwpwpwghp sh tbpyujwgynd, Geb dwutwyhgp
wuhwuw dGnuwpywunbip Ywd Shghwlwu wud k:

2) hwjnh wwwhnynwp hwjwuwnnn hwunwentnge,
3) quwjhu wnwowpy' hwdwdwu unyu <pwybph Kwybwé 3-h,

4) quwjhu wnwowpyh pwgywdp' unyu <pwybiph wybjws 3.1-h b 3.2-h, ubpwnyw
Jéwpdwl ywydwuubpu ni npnypubpp

5) wbhuupjwywt  wnwowpl, UGpwnw| wnwowpyynn |N©Gdwu  Jdwupwdwul
uywpwgpnipniup' hwdwdwju unyu <pwybph Kwybywé 4-h,

6) puybpnuyeywu wynpndbn' hwdwdwyu unyu <pwydtiph Kwybws 5-h,

7) Juqiwybpwwlwu Yunnigwdpp' hwdwdwju unyu <pwybiph Kwybjws 6-h,
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8) unyu <pwybpp Sthuuphjwlywu wnwownpwupny uwhdwuywd gwulwgwd wy|
odwunwl thwuwmwpnine b wnbnGlwwynieinitu, tGpwnw] wju thwunwpenetpp,
npnup hwunwwnnd Gu dwutwlgh Jupnnnyeinwittpp, thnpdwnnieniup Yud wy)
npwlwynpnidubipp, npnup hhduwynpnud GU upw wnwowpyp,

9) wwpdwuwgph uwfuwghd' ubpwnw; hpduwlwt  wwydwuubpp, npnypubpp,
wwwwufuwuwwynipnitubpp b wy hwdwwywunwufuwt npnypubp (wnfw)niejwu
nbwpnid):

4. <U3Sh GLU3PL Unuurye

41. Unwowpyynn ghup' Uwluwgdh wpdbphg pwgh, ubpwnnd L ginfuwnpdwt,
wwwhnjwagpdwt, wnippbiph, hwpytph, wy yéwpnwubph gény dwiuubpp L sh Ywpnn
wwlwu |hub| npwug hupuwndtiphg:

4.2.  Uwuuwyhgp quwjht wnwowpyp ubpywjwgunid § jnipwpwtgnip swihwpwduh hwdwp
wndtip (hupuwpdtiph W jwufuwwnbuynn 2whnyph hwupwgnwwpp) b wybjugyws wpdbph
hwply punhwupwywu pwnwnphsubphg pwnlyugwéd hwodwnyh duny: Gt dwutwyhgp nyjw
gnpdwpph goény <wjwuwnwuh Lwupwwbunnejuu wyhwnwlwu pnwt wtwp £ Jéwph
wyblwgwé wpdbph hwply, www ubpyuwjwgynn quwiht wnwowpynud wnwuduwgywd
wnnnny bwfuwwbuynid £ wyn hwplwwnbuwyh gény yéwnytithp gnwdwph swihp:

4.3. Uwuuwyhgp quwjht wnwowpyhu Yhg ubpywjwgund L wndjw) swihwpwdunid
ubipwnywéd jnipwpwsnp wwpwuph quh dJwupwdwul pwgywdpp:

4.4. Uwuuwyhgubph quwjhu  wnwowpyutph (Cwdbyywsés 3) quwhwwnwu  nL
hwdbdwwnuu  ppwlwuwgynd U wnwug unyu  gund  tpdwd hwpyh gnwwph
hwodwpldwu:

Uwutwygh quwjht wnwowpyh quwhwwndwu pupwgpntd hwoyh Gu wnuynd bwlwu b ng

Ewlywu otnnudubpp: Unwownyp sh dpdynwd ng bwywu obnnudubph wnlwjnyejwu nbwpnid:

Ny bwywu otinnuiubp tu hwdwpynwd, uwlwju s6U uwhdwuwthwyynud, hbnlyw) nbwpbnp.
w. quwjpht wnwownyh wpdtip b wybugywd wnpdbph hwpy unwwyubipp
pwgqwd Gu dhwyu pdbpnd, huy punhwunyp qup unwwyp' bW wwnbpnd L
pYtpny Ywd dhwju nwnbipny.
p. quwjhtu wnwowpyph wpdtp b wybjuwgywd wnpdtph hwply unwwlyubpnd
wmwnbpny  Ywd pdbtpnd  Updwés  gndwpubpph dhob wnlw |
wuhwdwwwwwufuwuniginu, uwlwjt  wwnbpny Ywd pYbpn  owsd
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ghwdwputiphg npuk dayh hwupwgnwwpp hwdwwywwmwufuwunid £ punhwunep
qup uniuwynw twntipny upwd gnidwphu.

g. quwihtu wnwowpynd swihwpwduh hwdwpp ufuw £ upqwd, uwywju gudwu
wnwpluwjh wujwundp 6hownn | [pugywsd.

n. quwjhtu wnwownyh wndtp, wybjwgywd wndtiph hwpy b punhwunip gnwwn
untbwyubpnud  wwnbpny  Ywd  pdbpnd  upwd  gnudwpubph  nwdwubpp
Yinpwgywsd Gu dhusl hhug nwuunpnuywup' nbwh ubppl wdpnne ehyp, huy
hhug tnwutnpnwywt b npwuhg wybiht’ nbwh Y&l wdpnng phyp.

G. quwjhu wnwowpyph wpdtip b wybjuwgywd wnpdtiph hwply unwwlyubpnud
gnwdwpubipp pwgywé Gu puswbu pytpny, wjuwbu | vwwnbpnd, b npwup
hwlwwwwwuluwunwd tu dhdjwug, huy punhwunip qup untiwynwd rwnbipny
Uoqwéd gndwpp dbe [pwgywéd tu wybinpn pwntip, nph wprynwupnd utnwigyntd
E gnynypyniu sniubignn Ywd ufuw) _hy: Uju nbwypnd guwhwuinnn wuduwdnnnyp
hwjinp quwhwwnbijhu hhdp L punniund wpdbp b wybjugywd wndtiph hwpy
untbwyubipnwd tnwntipny (pwgywsd gnudwpubtiph hwupwgnwwpp.

q. quwjht wnwowpyh uniuwyubpnud wnwnbipny pwgwsd gnwdwpubiph dby
(nidwubipp upqwé tu pYtipny:

4.5. Unwowpyp Gupwlw k dtpddwt, Gpb wju yupnbuwlnd | bwlwu tnnd, npp
wqnnud £ dwutwygh Ynnihg wnwowplyywé thwunmwgh qup ypw, b unbnénd L qup
dhwipwuwly npndwt  Gpyhdwuwnnyeyni, Ywd Ywpnn £ wqnbp wnwowplubph
Upgulgujht quwhwndwtu wpryniupubpp Ypw:

4.6. Cwybpywséd 3-hu hwiwwwunmwupuwu quwjht wnwowply thwunmweninep 2njdw
Gupwluw sk :

4.7.  Suwihu wnwownyp << ny nighntuwn dwutwlygh Ynndhg Ywnpnn t ubpyuwjwgyt UUL
nnwpn Ywd Gdpniny: Wu nbwpnd quwhwwndwu U hwdbdwnnyejutu  bwwunwyny
wpwnwnpdnypeny quwiht wnwownpyp thnfuwpyynd £ << npwdh’ << YEunmpnuwlwu pwyh
«www.cba.am» wwonnuwywu Yuypnd hwyinbiph pwgdwu opw npnigjudp hpwwwpwyywd
thnfuwpdtipny: Cun npnud, wwjdwuwghpp Yyupyp wnwowpynud ubpywjwgyws unyu
wndnypny:

4.8. <& ny nbghnbuwn dwutwygh hbin wwjdwuwaghp Yupbint nbwypnid wnwowund £
owhnipwhwpl, nph npnypwswihp Yugqdnd £ wwjdwuwagph quh puwu (20) wninynup W
Gupwlw £ Jéwpdwu Mwuwndhpwunth Ynndhg: Cwhnipwhwpyh npnypwswihp Yupnn k
thnthnfudb] Mwundhpwwnnth b Uwuuwlygh Gpypubph dhole Yphuwyh hwpynudp pwgwnbine
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hwdwwwuwnwujuwt hwdwdwjuwgph wnluwjniejwu nbwpnid, nph YGpwpbpw] punpgws
dwutwyhgp  wwydwuwgph uwmnpwgpdwu  opjwuhg wwut  (10) opdw pUupwgpntd
ubpywjwgund £ php Gpyph hwplywihu dwpdup Ynndhg tnpgwsd ntighnbunnyeywu yywjwywu:

49. Bpt wjw| dwunwlwpwph hwdwp wnwowund £ owhnipwhwpyh  Jéwpdwu
wwpunwynpnyeinit, wwyw quwiht wnwewnlubph hwdbdwwnnyeniuu hpwlwuwgynud £ wyn
hwpyp Ubpwnwd punhwunip wndtipny:

5. <PUudEMh MUuNrkUreULNRUL B4 <PUdENNhU PNPNuNhfa-3NhL YUSUNGLNR
Luree

5.1, Uwuuwyhgt ppwyniup nh ny n, pwt unyu <pwybpny uvwhdwuwd
wwpqupwudwu hwpgnwubph Gpouwdwdybinp <wuduwdnnngyhg gpwynp wywhwgbint

hpwdbph  wwpqwpwund®  hwpgnd  ninipybin  procurement@cba.am  kGYuwnpnuwjhu
hwugbhu:

5.2. Qwpgnup Ywwwpwd dwutwlyght wwpqupwundp wnpwdwnpdnd £ gpwynp’
hwpgnwit unwuwnt opdwt hweonpnnn 2 (GpYynt) w2uwnwupwihu opnjw pupwgpnid:

5.3. Lwpgiwlt U wwpqwpwunwubph pnjwunwynypjut  dwuht  hwjunwpwpnieiniup
wwpqupwunwip npwdwnpbint opp hpwwwpwyynd £ «www.cba.am» Yujph «Upgnypubin
pwdunud»' wnwug ubint hwpgnwp Yuwnwpwd dwuuwygh ndjwubpp:

5.4. Muwpqwpwund sh wpwdwnpdnd, Gebt hwpgndp Ywuwnpdt] £ ounyu dwuny
uwhdwuywé dwdybnp fuwfundwdp, htuswbu twl, Gt hwpgnwp nnipu £ hpwybpp
pnjwlnwlynypjuu 2powtwlyhg, Ywd hwpgdwtu wwpqwpwundp wbunwlwl qunuuhph
hpwwwpwydwu Juwug £ wywpnibwyned:

5.5, Muwpqwpwuntd sh npwdwnpynud, tipt hwpgnup Ybpwpbpnud £ dbpohtuhu Ynndhg
wnwowpyyblpp  wbfuuplwywu  punypwagpbph’  unyt  hpwydbpnd  Uwfuwnbudwd
nbifuuhywlwu punipwgptipht hwdwpdtipnipjwt hwdwwwunwuluwuntejwup:

5.6. <Lwjnbph  UGpYwjwgdwu  JGpouwdwdybinp  pwtwing  wnujwqu  hhug
w2fuwwnwupwiht op  wnwy hpwybpnud  Ywpnn  Gu  Yuwwpdb)  hnthnfunyeniuubn:
®nihnfunieinu Ywunwpbiint opjwu hwenpnnn Gptip wofuwwnwupwiht opdw pupwgpntd
thnthnfunyeyntu Yuwnwpbiine b npwup wnpwdwnpbnt wwjdwuubph dwuhtu hwjunwpwnpniegjntu
E hpwwwpwyynd «www.cba.am» Jujph «Unpgnypubip pwdunw»: Cun npnud, hpwybpnud
thnthnfunieyniuun . Yuwwwpybint nbwpnd  hwjnbpp - ubipyujwgubine  4tpguwdwdytnp
hwaoyynud £ win thnthnfunyeyniuutiph dwuht hwjnmwpwpniejwu hpwwywpwydwu opjwuhg:
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5.7.  Lpwybpnd thnthnfunipinitu Yuwnwnpbint nbwpnud  dwutwyhgubipt hpwynitup niubu
unyu  hpwybpny uvwhdwudwséd Ywpgnd hwynbpnd  Yuwnwnpb]  ginthnfunigyniuttp:
Muwuwyhpwunnws hpwybph wwydwuubph thnhnfunygywu nbiwypnid sh Ypnd dwutiwyhgubiph
Yynndhg Ypwsé Juwuubph nhuyp:

6. <U3SGMNh AUSNRUL, FLULCUSUNRUL BY UNMSBNLRLENh UUPNPNRUL

6.1.  <Lwjnbipph pwgdwu <wuduwdnnnyh uhuwnp hpwyhpynud £ <L YGunpnuwywu pwuynud!
p. bplwu, Ywqgbt Uwpgqujwu 6 hwugtiny, <wjnmwpwnniejniund uogwé hwyinbiph pugdwu
opp U dwdhu:

6.2. <wjnbph pwgdwu thunnu <wuduwdnnnyp quwhwwnnud £

- BlGywnpnuwhu Gnwuwlyny hwjwntp Ywqubint ] ubipywjwgubnt
hwlwwwwwuluwunteiniup unyu hpwybipny uwhdwujwd Ywnpghu,

- Jnipupwugnip hwjnnd - ywhwueynn  (bwuwwnbudwsd)  thwuwmwpenebph
wnywjngniup b npwug  Ywqddwt  hwdwwwnwufuwunyentup  hpwybpny
uwhdwuywsd Juybpwwwjdwuubppu.

6.3. <wuduwdnnnyh  pwpuninupp  hwjunwpwpnd E hwjnbp ubpluyugpwé
dwutwyhgubph quwjhu wnwowpyubpp' JdeYy pynd wpunwhwjndws, hhdp punniubing
wnwnbipny gpywdpn:

6.4. <Lwjnbph qUwhwwndwu wprynwptbph wdthnthdwtu thunp hpwdppynd £ <K
yEunpnuwywu pwuynd' p. Gplwu, dwggbt Uwpqujwu 6 hwugbing, <wjinwpwpniginiuntd
U2dwd hwjinbph wdthnthdwt opp U dwdhu:

6.5. <wuduwdnnnyp Ywpnn k thnihnfub hwyinbph wdthnthdwu thunp opp W dwidp' wyn
dwupt dwunwgbiiny Jwuuwyhgubiphu:

6.6. <wjnbipp quwhwwynuw tu unyu hpwybpny uwhdwudwd Yupgny:

6.7. Pwdwpwp btu qUwhwwnynd unyt hpwydbpnd twhwnmbujws  wwydwuubphu
hwdwwwwwufuwunn  hwjnbpp, hwlwnwy nbwpnd hwjwnbpp  quwhwwnynd LU
wupwywpwn b dGpdynwd Gu: Cun npnud, Kwuduwdnnnyp dbipdnid £ wju hwynbpp, npnugnid
pwgwlwjnd Gu quwjhu wnwowplubpp Ywd ubpyuwjwgywsd tu hpwybph wwhwugubphu
wuhwdwwwwnwuluwu:

6.8. <wjinbiph quwhwuwnndu hpwywuwgynud £ guwyhtu b ng quwght swhwuphubph hhdwu
ypw: Ny quwjhtu swihwuphoubph Y2phnp 70% E L ubpwnnd b dwutwygh npuuynpdwi
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swithwupubph hwdwwywunwuliwunyejwu b nmbjuuhluljwt wnwowpyh quwhwwnnidp:
Quwjhu wnwowpyh Yo2hnp Yugdnw £ 30%: Mwydwuwgph Yupdwu swihwupo £ ny quught b
quuwjhtu swhwuppubtiph Yohnubiph wdbbwpwnép hwdwygywsd dhwynpp:

6.9. Qwdbdwwnynid Gu pninp wjt Jwutwlhgubph quwjht wnwowplubpp, npnup
nbjuuthjuljwtu quuwhwwndwu wpyniupnud 100 shwynphg Yhwyjwpbu ujuqugnyup 70
dhwynp:

Unnplk  wnpnuwynd  ubpluwjwgws £ npjwd  wbluuhjulwu b npwlywynpdw
swithwuphoubph  pwplunuip: Suwhwwndwu  dwdwuwy jnipwpwugnp  hwynhu - wnpJwd
Cunhwunip  wbfuuhywywu Jdhwynpp npnodnd £ gnidwpbind W Yonbind  Unwownyh
wnbuuhjwywu  hwwnlwuphoubphu - wpdwd  Jhwynpubpp’ unnple  ubpyuyugywd
swthnpnohsubphtu hwdwwwwnwufuwu:

SEhuupyulwu wnwowpyh quuwhwwnnid 70

Snuyghntw b dEpnpupwtwyw 30
hwiwwywwnwufjuwunipynitu, Lnpwpwpnipjwu wunhwu

o Lwlwwwiwufuwunyentu inbluuhjwywu
wnwownpwuph depnnwpwunyjuup b dhowqqujhu 20
®L/UD (on.' FATF) opowwyubphu:

e  Oqgwuwgnpdnnh dheotiptiuh (UI/UX) dwuwnsbihnie)niu, hbown
twyhqughw U ywhwuwyubiph wpryntwybunnieiniu 5
(Cwjbiptu |Gqyny hwuwubhnyeynup L/wd WCAG 2.1-hu
hwdwwwwunwufuwuniyeyniup Ynhnygh wnwybiniejniu)

e bpwgnpddwt dwuwwwphwihtu pwpwnbg b dJwupwdwut 5
hpwagnpddwu dpwahp' hunwl dwdwuwlwgnygny:
Gupwywnnigwéputp U Spwqpwiht  wbkjuuninghwyw 20
wwwhnynid

o Lwdwlwpgh wuywmwugnipjwu
hwdwwwwwuluwunieginiu 1ISO 27001 wwhwugubiph
opswuwyht b wnbnp Yyepwlwugqudwt dGfuwuphgdutp, 10
pwnpép hwuwubihnieginiu (YpYuophtuwynud
yGpwywugunid)
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e  Gnpoénn Gupwlwnnigwdpubinh/tYnhwdwlwnpgbph htiwn 5
wnwybjwagnyu hwdwwnbinthniyeiniu
e Gpwotuhpwihtu U wmbfuuhlwlwu wowlygdwu ni 5
uywuwnpydwu wwjdwuubp
Uwwnwlwpwpph thnpéwnniejnin b wprynitwpbpnipju 20
Jupluuh;

e Unujwqu 3 vmwpyw thnpéd PL/UD htinn Yuwwd
yGpwhuynnuywu nbjuuninghwubpnu(SupTech) Yuwd
dhuwtuwlwu Yuwpgwynpdwtu SLS |nwdnwdubpnid,
PL/UD Ywpgwynpnn uwfuwgdtiph hwonn 16
hpwlwuwgnid nmwpptp hpwywuniejniuubiph
Ywpgwynpnn dwpdhuubpnid (Uwfupuwnnbih E cross-
border thnpdwnniejnil)

e Yuwnwhbih gnpdpuytipng hwywuwmwagptip / 4
tipwfuwynpwgntip
<hdtwywtu  wudtwwuqdh  hnpéwnngenit b pnddw 10
ubpnpdwt phdh hdwnnyeyniuubp
o UuduwYywqgdh hwdwwwunwufuwunijwl/npuljwynpdw 10
hwwpwwt qguwhwnwywu
Nwnignud b nunufuwlwt uynipbp 10
e (wnigdwt dninbignudp W niunwdtwlwu ujniebip 10
Cwdwlwpgh yptqbunwghw 10
o Lwdwlwpgh niuyghnuwinyejuu hwdwwwnhwy W 10
dwupwdwul yptqtunmwghw/ubplyuwjwgnud
SEjuupjulwu Jwuny punhwunip Shwynpubp 100

6.10. Unyu dbpnnupwuniyegjut hwdwdwju' $huwtuwlwt swhwupoh Yohnp Yuqgdnd k
30%: Suwphu  wnwowpypu  hwwnuwgwsd wnwybjugnyu  dhwynpubpp  wpynd G
wdblwgwdn quwihtu wnwownpyphtu: Pninp djnw quwiht wnwowpyubipp dhwynpubp Gu
uinwunw hwlwnwpé hwdwdwuunyejwdp: Pwuwdlup ubpyuwyjwgywsd £ unnpl

P=1y (p/2),

npunbin’
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p = quwhwunynn quwjhu wnwownpyh dhwynp,

y = quwjhu wnwowpyh hwdwp dhwynpubiph wnwybjuagnyu Yohn,

p = ubipyuwjwgywd wnweowplutiphg wdtiutwgwdp (NPV) gqnun ubpyw wndtipp,
z = quwhwwnynn wnwowpyh (NPV) gqnun ubpyw wndtipp:

Quwjht wnwowplutph  hwdbtdwwnigjwtu  pupwgpnd  quwhwwynd £ ny  dhwju
wnwownyywd ghup, wy] twlb jnipwpwuginip wnwownyh gnun ubpyw wpdtipp (Net Present
Value, NPV)' hwygh wnubind wwjdwuwgph pupwgpnud bupwnpynn pninp Jéwpubpp:
Lbpywjwgywé wpdtipp hwodqwupyynd £ wwuindphpwnnth Ynndhg uwhdwuygwsd qbinsdwu
gnpdwlygny:
Cun npnud, <wuduwdnnnyh Ynndhg punpjwsd b wynuhuptu séwtwsgwé dwuuwlhgubphu
npn2tithu quwjhtu wnwowplubph quwhwwnwp b hwdGdwwnnwt hpwlwuwgynd £ wnwug
unyt hpwybiph 4.2-pn Yhinnd upwsd hwpyh gniwwph hwodwpydw:
6.11. <wuduwdnnnyp hpwybph wwhwugubph ujwwndwdp pwlwpwp qlUwhwinydwsd
hwjwinbp ubipyuwjwgpwd dwutwyhgutiphg npnanw b hwyunwpwnpnud £ punpwé bW wyinwhupt
sdwuwsywéd dwuuwyhgubiphu: <wdwlygwsd punhwunip dhwynpubph hwyjwuwp  |hubint
nbwpnid’
w. hwdwwwwwufjuwtu dwutuwyhgubph htGun ppwlwuwgynd Gu dhwdwdwuwyjw
pwuwygnipyniuubp' qup tjwgbgdwu b puunpdwsd dwutwlgh npnadwt twwwnwyny,

p. Cwuduwdnnnyh pwpuniwpp hwdwwwunwufuwt dwutwyhgubphu EGYunpnuwihu
Gnwuwyny Jhwdwdwuwly dwunwgnid  pwuwygnyeiniuutiph Jwpdwu wwydwuubph,
nlinnniejwl, opdw, dwdh b uwyph dwuhu,

g. pwuwygnyeniuubph wpryntupnd  puwn dwutwyhgubph  ubipyuwjwgpwé qubpp,
npnaynd U hwynwpwnynd Gu punpdwé b winwhuhtu séwuwswd dwutwyhgubipp:
Grbt pwuwygnieniuubph wpryniupnwd dwutwyhgubph hwdwygwd dhwynpubpp
ownniuwynw Gu duw| hwjwuwp, bwiuwwwwnyniejntup npynud £ wybih gwoép qhu
wnwownplwé dwutwlygh wnwowpyhu:

6.12. et hpwdbph wwhwuoutiph  ujwwndwdp pwjwpwp qlUwhwindwd hwnbp
ubpyuwjwgpwd dwuuwyhgubph qubtipp qbpwquugnd Gu bwjuwhwywihtu wpdbpp, www
Lwuduwdnnnyp Ywpnn £ qudwt pupwgwlwnpgp hwjunwpwpt) sujwgwsd, Yud gudp
quujht wnwownly ubpyuywgpwd  Jdwutwlght  hwypnwpwpl; punpwd  dwutwyhg'
wwjdwuny, np ybpohuhu hbwn  Yupynn wwjdwuwgpny twfuwwnbujwd  Ynndbph
hpwyntupubip nL ywpunwlwunieniuubipt nidh dbg tu dnund qudwu ghup gbipwquugnn
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swithny [pwgnighs huwtuwlwu dhongubip bwfuwwnbuybint W npw hhdwt ypw Ynndbiph dhole
hwdwdwjuwaghp Yupbnt nbwpnid:

6.13. Gprbt hwjmbph quwhwwndwu wpryniupnd dwutwygh hwyinnd wpdwtwgpynd G
wuhwlwwywwnwufuwunyeniuubp' hpwytipp wwhwugubiph Uywundwdp, wuwjw
Cwuduwdnnnyph pwpunininupp wyn dwupht  EGYunpnuwht Gnwuwyn nbnblwgund k
dwutwlyght' wnwownybny ounyti; wuhwdwwwwnwufuwuniyeniup:

6.14. Gpbt uwhdwuywsd dwdybunnd dwuuwyhgp 2nynwd £ wuhwdwwwwnwufuwunieiniup,
wwuw ybpohuhu hwjinp qguwhwwnygnud £ pwwpwp: <wlywnwy nbwpnd ndjw] dwutwygh
hwjunp quwhwwnynd £ wupwywpwp b depdynid E:

6.15. <wuduwdnnnyh wunwdp Ywd pwpunninupp sh Jupnn dwutwlygl] <wuduwdnnnyh
w2fuwwnwuputipptu, Get <wuduwdnnnyh gnpéniubinyejwu pupwgpnd wwpgynud £, np
ytpohuubphu  Ynndhg hpduwnpwé Ywd  pwdlbdwu  (hwjwpwdhu)  nwubgnn
Ywqdwybpwnieyniup, Ywd hptiug depdwynp wggquygniejudp Ywd futwdhnyejwdp Yuwywd
wudp (6unn, wdnwhu, Gpbluw, tinpwp, pnyn, tww, www, pnn, huswbu twl wdnwuunt dunn,
GpGluw, Gnpwjp, pnyp, wwwn, yww, enn) Ywd wn wudh Ynndhg hpduwnpywsd Yuwd
pwdubtdwu  (thwjwpwdht) nwbignn  Ywqdwybpwnyeniup  unyu  pupwgwlwpght
dwutwygbiint hwdwp ubipyuwywgnpt) £ hwwn: Gt wnyw Lt unyu Yhwnnd twpuwnbuwd
wwpdwup, www unyu pupwgwlwpgh wnusnjwdp  2whbph  pwjunw  nwibignn
Cwuduwdnnnyh wunwdp Ywd pwpuninupp wuhwwwn hupuwpwgwpy £ hwjnunwd unyu
pupwgwlwnghg:

6.16. <wjnbpp pwgybing b wdthnthybinig htinn Yuqdynid £ wpdwuwgpnieniu’ Opkupny
uwhdwuyws Ywpgny: Updwlwgpnipntu unnpugpnid Gu <wuduwdnnnyh Uhunhtu ubpyw
wunwdubpp:

6.17. Uwutwyhgp W/Ywd upw vbpyujwgnighsp Ywpnn £ ubpyw ginuybip hwyjinbph puwgdwu
L wdhnthdwu <wuduwdnnndp  Uphunbpht' twhiwwybu  wnujuqu  JdkY op Jnun
wbnbtywgubiny  Sunwdubph  hwdwlywpgdwt  dwnwjniyejwup  procurement@cba.am
ELhwugbng' Ugbind wundu, wgqwuniu, Yugdwybpwniypjwt wujwunwd: Uwutwlhgu hp hbwn
wbwp £ nubuw wudp hwunwwnnn pwunwpenine, huy tpw ubplujwugnighsp' twl
lhwgnpwghp:  Uwutwyhgubpp  Ywpnn  Gu wwhwtgl <Lwuduwdnnnyh  Uhuwnbpp
wpdwuwagnniejntuutiph ywwébkuubpp, npnup wnpwdwnpynud Gu 1 (4GY) opwgnigwihu opgw
pupwgpntu:

6.18. <wjinbph quwhwwnwp W punpdwsé dwutwlygh npnonwdt ppwwuwgynd £ puwn
wnwudhu swihwpwdhuubiph:
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6.19. Cunpwd Jwutwlygh Ynndhg wwjdwuwghpp syupbint (hpwdwpybny) Ywd

wwjdwuwaghp Yupbnt hpwyniuphg qnyytiint nbiwypnd <wuduwdnnnyh npnadwdp punpgwsd
dwutwyhg £ dwuwsynd hwonpnnn inbin qpwntgpwé dwutwyhgp:

6.20. Uwutwyhgu pptu  ubpyujugwsd  wwhwugubph  hwdwwywwnwufuwunigjuu
hpduwynpdwtu  twwuwwyny Ywpnn £ ubpluwywgub] |pwgnighs  wy  hwunwenpetn,
wbnbYnyeniuubp L ujnyebin: <wuduwdnnnyp Ywpnn £ unnigl] dwutwygh ubpyuyugpwsé
nyuiubiph huynieyntup’ ogunwagnnpdtiiny wwownnuwlwu wnpnipubphg unwgywsd nyjwiubnp
Ywd npw dwuht unwtwiny hpwywunt dwpdhuubph gpwynp Ggpwlwgnieiniup: Ldwl
hwpgnd  ninwpydbine nbwypnd  hwdwwwwnwufjuwu  wernwlhwu b nbnuywu
huptwwnwywpdwu  dwpdhuubpp  hwpgndu  unwuwine opdwu  hweonpnnn  Lpynt
w2fuwwnwupwiht opjw pupwgpnwd wpwdwnpnd Gu gpwynp Ggpwlwgnyenu: Gprb
dwutwlygh ubpyuwjwgpwd wndjwijubph  huynpjwt  unnigdwu  wpryntupnd - indjwiubipp
npwlynwd Gu ppwlwunyejuup shwdwwwwnwufuwunn, www wnyjw] dwulwlgh hwjnp
dbpdynud k:

6.21. Uhush wwjdwuwghp Yupbp MNMwundhpwunnit nbnGlwgpnd  hpwwwpwynd |
hwjwnwpwpnientt wwjdwuwaghp Yupbint npnadwt dwuht ng nw, pwu punpjwd dwutiwygh
dwuhU npn2dwt punnudwup hwonpnnn wnwoht  woluwwmwupwihu opp: Mwjdwuwghp
Yupbint dwuht npnonudp wwpnuwynd £ wdihng inbnGluwwnydnieynit hwjinbph quwhwundw
L punpywd Jdwutwlgh punpngeniup hhduwynpnn  wwwbwnubph  dwuht nt
hwjinwpwpnie)niu wugnpdniejwu dwdytnh Yyepwpbpw:

7. <U3Sh unu<nynhue

7.1.  Uwuuwyhgp hwjnny' hpwybipnd twjuwunbujws nbwpnud ubipyuwjwgund £ hwjnp
wwwhnynw, nph swihp hwjwuwp £ hwjnnd vwfuwgsh ppwlwtuwgdwt (Ubpnpdwl)
wnwownplynn quh 2 (ipynt) tninynupt:

7.2.  hwynh wwwhnynwp ubpluyjwgynd £

- Yuwutuhy thnnp, ud

- pwuluwyhu Gpwgtuhph dund, npp wbwnp £ dwdtip |hup hwpnbtiph ubiplwjwgdw
ytpouwdwdytinh opjwuhg hwoywsd wnujwqu 90 wofuwwnwupwihu op,

YwutuhYy thnnph duny ubpyujwgywsd hwyjinh wwwhnynwp wbiwp L thnfuwugyh
Muwwnyhpwinnih wuwdp pwgdwsd N 103001702119 hwodhu (Lwwwnwyp uobiny'
Cwjinh wywhnynid - «pupugwupgh dwéughp»):
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UUL nnwiph nbwpnu - Ubthwlwuwwnhpng Pwuyp' JPMorgan Chase Bank, NY
SWIFT Ynn: CHASUS33

Ubthwwuwwnbp' wjwunwuh <wupwwbnngeuu Ysunpnuwywu Pwuy

Lwipybhwdwp' No:001-1-010782
SWIFT (BIC) Ynn: CBRAAM22

Bdpnjh nbwpnwd - Ubthwlwuwwnhpng Pwuyp’ Commerzbank, Frankfurt, Germany
SWIFT Unn: COBADEFF
Ubthwywuwwnbp' <uywunwuh <wupwwbnngeuu Ysunpnuwlwu Pwuy

Cuwipybhwiwn' Acc. No: 400886424101
SWIFT (BIC) 4nn: CBRAAM22

7.3. Pwulwhu Gpwotupph &uny hwjunh  wwwhnynwp wbwp £ wpwdwnpygh
funphpnuinulwt - (Advising)  pwulptt - eanwpynn pwubh  Ynndhg  Judbpugywsd
(authenticated) SWIFT hwnnpnuwgpnuygjwdp, ' hwdwdwjubigwsd Jbpouwdwdybnhg ns nwy:
Epwtuhpp wwhwugh nbwpnud ubipluywgynd £ uwl pnpwiht nwpptpwyny: Fugh wn,
Ywpnn t ubpyuwywgyt uwl puoppuwy Gpwsatuhph uywuwynpywd ywwnbkup:

7.4.  <wjwnh wwwhnynp yGpwnwnpdynud £ wwydwuwaghpp Yupybint opdwt hweonpnnn 5
(hpug)  woluwwmwupwiht  opqw  pupwgpnu:  SGUdwl  plpwgwlwpgp  sYwjwgwd
hwjwnwpwnpybnt nbwpnw hwjnh wwywhnynwp ybpwnwpddnid £ wugnpdnigjwt dwdybinu
wywpuybintu hweonpnnn 5 (hhug) woluwwnmwupwihu opjw pupwgpntd:

Fwulywihu  Gpwotupph nbwpnd MNwudhpwwnu unyu YGwnnd hwynh - wwwhnydwu
tpwnwnéh hwdwp uwhdwudwsd dwdybinubpnud Juybpwgywd SWIFT hwnnpnwgpnigjwdp
wquwnud £ Gpwgtuhpp:

7.5.  Uwuuwyhgp yéwpnid £ hwyinh wwwhndnuwp, Geb uw!'

1) hwjwnwpwnyb) £ puinpjwd dJwuuwyhg, vwlwiu hpwdwpynd Yud qpyynid k
wwydwuwghp Yupbint hpwyniuphg.

2) fuwluwnt) £ qudwu gnpdpupwgh 2powtwynid unwuduwd wwpunwynpniejniup,
npp hwuqbignt] £ gnpéplupwght wyjw| Jwutwlygh hGunwqw Jdwutwlygniejuu
nwnwnpbgdwup:

Pwuluwjht  Gpwtuphph nGwpnd  Mwwudppwnnnit Gpwpfupph  Jéwpdwt  wywhwugp
ubpyujwgunid £ pnnupynn  pwulypu  Juybpwgws SWIFT  hwnnprugpnipjudp’
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Gpwotupph Jéwpdwu hhdp wnwowuwint opjwuhg htwinn 5 (hpuq) woluwwnmwupwihts opyw
pupwgpntd, uwlwju ns n, pwu Gpwofuhph gnpdnnniejwu dwdlbinh wywpup:

7.6.  Uju nbiwpnud, tpp pwulybipp sniubu dhdjuwug htitn RMA Exchange, Juytipwgywé SWIFT
hwnnpnuagpnyejwu ninupydwu hwdwp ogunwgnpdynd tu Gppnpn pwuly (correspondent

bank): Gpwgtupph pEnNnupydwy, hnjuwugdwtu U hwunmwndwu hGn Juwywd pninp
Sdwfuubipp, ubipwnyw| dhounpn pwuybiph dwnwjnieniututph yéwpubpp, Ypnud £ dwutwyhgp:

8. Mu3uuLUsr 64 “uLbhuudaurh unu<ndnnue

8.1  Muwjdwuwgph wwwhnynwp ubpyuwywgubint wwhwugh hhdwt Ypw, punpwd
dwutwyhgp ywpuwynp £ ubpyuwjwgut ywjdwuwgph wwywhnygnid, pwulwihtu Gpwofuhph
auny’ dwungnuiu unwuwnt opndwuhg 20 (puwt) woluwwmwupwiht opyw pupwgpnd, hul
wufupYy thnnh duny’ dwunignit unwuwint opdwuhg 5 (hhug) woluwwmwupwihu opdw
pupwgpnLl:

8.2 Muwjdwuwgpph wwwhnydwtu swihp Yugdnd £ hwdwwpgh hpwlwuwgdwu
(Ubpnpdwt) dwdwuwlywhwundwsdh hwdwp twjuwnbujwsd hwdwlwnpgh hpwlwtuwgdwu
dwfuubiph 10 (wwup) wnnynup: Uwywhndwt ybpouwywu wwjdwuubipp puuwpyynd L
hwdwadwjutigynwd Gu puinpywé dwutiwygh htn: Mwjdwuwgph wwywhnynwp ubpluwjwgynd
E Ywtuhl thnnp Yud pwtywiht Gpugfuhph duny: Pwtlwht Gpwgtuppp wiinp £ ywytip huh
wnujwqu dhusk hwdwywngh ytpguwlwu hwududwu-punniudwt wynmh opdwuhg hbwnn 90-
NN wfuwinwupwihts opp:

- Pwulwihu Gpwpfuhph wbupny wwjpdwlwgph wwwhnydwt ubpywjwgdwu
nbGwpn, wiu wbwp £ hwdwdwjubgu Mwuwdhpwwnnth  hbin  bwiupwu
wwpdwuwgph unnpugpnp:  Pwubwiht  Gpwyfuphph  dund  wwjdwuwagph
wwwhnynwip wbwnp £ vnpwdwnpyh Mwwndhpwinntht pnnuipynn pwuyh Ynndhg
quwybpwgywd (authenticated) SWIFT hwnnpnwgpnipjudp’  hwdwdwjubgywsd
ytpouwdwdybiinhg ns nwy: Gpwotuppp ywhwuoh nbwpnud ubiplwjwgynw £ twl
pnRwihu  wwpptipwynyg: Pwgh wyn, Yupnn £ ubiphujwgyti bwl pophtwly
Gpwotuhph uywuwynpywd ywwnbtiup: Wu nbwpnid, tpp pwuybpp sniubu dhdjwg
htiitn RMA Exchange, Jwytipwgywé SWIFT hwnnpnwagpnyegjuu ninwpydwu hwdwp
ogunwagnpdynd GU ippnpn pwuy (correspondent bank): Gpwaofuhph ennuplydwu,
thnfuwugdwu b hwunwwndwu htn juwywsd pninp dwiuubpp, ubpwnyw) dhounpn
pwulybph dwnwynieniuutiph yéwnubipp, Ypnw £ dwutiwyhgp:
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- Ywujuhy thnnp &und ubpyujwgywd wwjdwlwgph wwwhnyndp wbiwp §
thnfuwugyh MNMuwwudhpwinnth wujwdp  pwgywd N 103001702119  hwyyhu
(Lywwnwy nwwnnd Whwp k vk dpgnypeh dwélwughpp):

UUL nnwiph nbwpnu - Ubthwlwuwwnhpng Pwuyp' JPMorgan Chase Bank, NY
SWIFT ynn: CHASUS33
Ubthwlwuwwnbp' Cwjwunwuh <wupwwbnnypjwt Ysunpnuwywu Pwuy
Cwipybhwdwp' No: 001-1-010782
SWIFT (BIC) Ynn: CBRAAM22
Gypnih nbwpnwd - Usthwlywuwwnmhpng Pwulyp' Commerzbank, Frankfurt, Germany
SWIFT ynrn: COBADEFF
Ubthwlwuwwbp' Cwjwunwuh <wupwwbnnyejuu Yeunpnuwywt  Pwuy
Cwpythwdwp' Acc. No: 400886424101
SWIFT (BIC) Ynn: CBRAAM22

8.3 Cuwnpywd dwutwygh htivn wwjdwuwghp Yupyn t, Gpt ybpohtuu ubipluwjwgund k
wwjdwlwgph wwwhnyndp:

8.4 bLpt swhwpwdhuubpny Ywqiwybpyywsd qudwl pupwgwywpgh 2powtwynid
Yupywsd wwjdwuwghpp sywwwpbine juwd ny wywwpwd Yuwwwpbiine hGunbwupny npuk
swihwpwduh dwuny (nwynud £, www npwlwynpdwu b/Ywd ywjdwuwagph wwwhnynwdubpp
Jbwnynw Gu dhwju wyn swhwpwdup uyuwwndwdp hwouplywd gnidwph swhny:

8.5 Pwulwihu Gpwoupph nbwpnd, MNwudhpwwnt  ywjdwuwagph  wwwhndwu
Jéwpdwu wwhwuop pwuyhu  ubpywjwgund Lt ennupynn  pwuyphu  Jwybpwgywd
(authenticated) SWIFT hwnnpnwgpnuyejwdp’ wwywhndwu Jéwpdwt hhdpp wnwowuwint
opJwu hwonpnnn 5 (hpuq) wojuwwnwupwiht opjw pupwgpnud, uwlwju ns n, pwu
Gpwaofuhph gnpdnnnipjwt dwdybnh wydwpup: Geb wwwhnydwt Yéwpdwu wwhwuop
pwulh Ynndhg dbpdynw £ wywhwuop Ywd npwu Yhg thwuwmwpenpebpp ny wdpnnowywu
ubpywjwgywsd |hubnt hpdpny, www unp wwhwuop Mwwnghpwwnniu gpuynp ubpyujwguntd
£ dGpdnudp unwuwiniu hweonpnnn 2 (Epynt) woluwnwupwihu opjw pupwgpntd:

8.6  Muwuyhpwunnu wwydwuwgph wwywhnynuwp ybpwnwpdunid | hnlyw| Yupgnd.
- pwulwjhu Gpwatupph dund ubpyuwjwgywd wwywhnddwu nbwpnd' Gpwsfuhpp
pnnwplws pwuypht’ wwwhnydwu Ybpwnwpddwu hhdpp wnwowuwnt opywu
hwonpnnn 5 (hhug) woluwwnwupwihtu opjw pupwgpntd,
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- Ywufuhy thnnh dund wywjdwuwgph wwwhnynwdp ybipwnwnpaynid k£ ybpouwlwu
punniudwu-hwududwtu  wlwnp  hwuwnwwmbint  opdwu  hwonpnnn 5  (hhug)
w2fuwwnwupwjht opjw pupwgpnLy:

8.7  Muwjdwuwgpny MNuwudphpwwnnth Ynndhg Ywufuwdybwp hwnugybine  wwjdwu
Uwhuwwnbuybnt nbwypnwd punpdwsd Jwutwyhgp Mwundhpwinnihu £ ubiplujwgund twb
Ywufuwdbwph wywhnynu' Ywufuwdbwph swihny, pwulwihtu Gpwatuhph dunyd, npp wbiwnp
E Jwdbp [hup wnuwqu dhusk hwdwwnpgh yGpouwlwt hwududwu-punniudwu wlyinph
opjwuhg htitnin 90-pn wfuwwnwupwiht opp:

8.8 Muwuwuydphpwwinit  Ywuppwdbwph wwywhndwt JGpwnwpddwt dwuhtu  qgpwynp
wnbnbywgund £ Bpwfuppp pnupywd pwuypt' wwywhndwu Jbpwnwpddwu  hhdpp
wnwowuwnt opdwt hwonpnnn 5 (hhug) woluwwnwupwihu opw pupwgpnid:

8.9 Y“wupuwybwph dwpdwu Ywpgp uwhdwuynid £ wywjdwuwagnpny:

8.10 Pninp pwuywjphu Gpwofuhpubpp wtiwp k (hutt wuybpwwwhnptu npwdwnpgwsé b
wuhbwnywuskh, b pnnupywsd |hubu Mwwnyhpwwnnth htin hwdwédwjutigwd pwuyh Ynndhg:

9. MU3UULUSY"h YLLNrUL

9.1.  Muwjdwuwghp Yupynd £ <wuduwdnnndh npnpdwu hhdwu Jpw’ Mwwndhpwwnnth
Ynndhg:

9.2.  Uugnpdnipjwu dwdybtitnp unyu pupwgwywpgh nbwpnud 10 (tnwup) opwgnigwhu op
E: UWugnpdnygjwu dwdybuinp Yhpwnbih sk, Geb dhwju dGYy dwutwyhg b hwjn ubpyujwgnb,
nph htwn Yupynid £ wwydwuwghp:

9.3. Unyu hpwydtph 92 Ytwnd uvwhdwuwd wugnpdnypjutu dwdybnp  [pwlwntu
hwonpnnn snppnpn - woluwwmwupwiht opp - Mwwdhpwwnnu dwungnd £ punpdwd
dwutwyght' EilGyunpnuwhu bnwuwyny ubpyuywgubing wwjdwuwghp Yupbnt wnwownyp L
wwjdwuwgph uwfuwaghdép, npnd UGpwnynwd £ punpqwd dwutwygh Ynndhg hwjnny
ubpyuwjwgywd wwpwuph wdpnnowywu ujwpwahpp: Cun npnud, wwjdwuwaghpp Ywpnn k
Yupyb| ny onun, pwu unyu hpwybph 9.2 Ywnn vwhdwujwd wugnpdniypjwu dwdybunp
[nwlwnt opnjwu hwonpnnn snppnpn. wi2fuwiinwupwihu onpp:

9.4. Bpbt punpwd dwutwyhgp wwjdwuwghp Yupbnt dwupt dwunignidp b ywjdwuwanp
uwfuwghdp unwuwinig htwn' unyu hpwybiph 8.1 U 8.3 Ybwnny twjuwwmbujwd dwdybinnwd
sh hwunmwwnnd ywypdwuwghpp b Mwundhpwnnitht: ubpywjwgund ywjdwuwgph W/Hwd
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npwywynpdwt  wwwhnynudubpp, www tw qpyynud £ wywydwuwghpp  unnpwgpbipnt
hpwyniuphg:
Cun npnud punpjwd  Jwutwlygh Ynndhg hwunwnywd wwjdwuwgph  Uwfuwghdp
Mwunydhpwwnnthu  tGpyuwjwgynd £ gpwynp:  Mwuwndhpwunnth Ynndhg  wwyjdwuwgph
Uwhuwghép hwuwmwunynd £ win hpwdwunygjuwt wnwowgdwup hweonpnnn 2 (Gpynt)
w2fuwwnwupwiht opdw pupwgpnd b hwonpnnn wofuwwmwupwiht opp wpwdwnpynud k
punpjwsd  dwutwyght unnpwgpdwu:  Cuwnpgwéd  dwutwlhgp hwonpnnn 1 (dby)
w2fuwwmwupwiphtu opjw pupwgpnid hp Ynndhg unnpugpywd wwydwuwghpp tnpuwdwnpnd
E Mwwudhpwwntht: Mwwndhpwnnitt npwt hwonpnnn 2 (Gpyny) wofuwwnwupwiht opyw
pupwgpnud unnpwanpnud £ wwyjdwuwghpp bW dwutwyght tnpuwdwnpnid hp ophuwyp:
9.5. Upusk unyu hpwybph 9.4 Ytwny twjuwunbuwsd dwdytinph wywpunp, Ynndbiph
hwdwdwjunyejwdp, Ywpnn Gu wwjdwuwgph twhuwgdnd Yuwwpyb) thnthnfuniyegyniutbn,
uwhwju npwup s&U Jwpnn hwugbgul] qudwu  wnwplwh punyewgpbph  Fwyw
thnthnfudwup, Ywupuwddwpp  swihp Ywd punpjwd  dwutwlygh  wnwownplywd qup
wybjugdwup:
9.6. Muwwudhpwwn  wwjdwuwghpp Yupnd L, Get unyu Ytwnd vwfuwunbuwsd
wugnpontejwu dwdybnnud npuk dwutuwyhg sh pnnnpwpynd ywjdwuwaghp Yupbnt dwupt
npnanwip: Uhusl wugnpdnigjwt dwdybunp jpwuwip Yuwd wnwug wwydwuwghp Yupbnte Yud
quiwu  pupwgwlwngp  syuwjwgwd  hwjunwpwpbine dwupht hwywnwpwpniejwu
hpwwwpwydwu Yupywd wwjdwuwghpt wn nghus t:

10. CLIFUSUY“UNMAL 24U3U3UD <U3surursLe

10.1.  <wuduwdnnnyp unyu pupwgwywpgp sywjugwsd £ hwjnwpwpnud, bpb'
= ngdph hwjwn sh ubiplwjwgyty,
- hwjwinbphg ny dtyp sh hwdwwwwnwufuwunw hpwybph ywjdwuubphu,
- nwnwnpnu £ gnjnigyniu niubuw) qudwu wwhwgn,
- Wwydwuwghp sh fupynui:
10.2. Gudwu pupwgwwpgp sywjugwsd hwjinwpwpybintu hwonpnnn  woluwwnwupwh

opw pupwgpntd, Mwunyhpwwnniu intintwagpnd hpwwywpwynd £ hwjunwpwpnye)nit, npnwd
ugynud | qudwt pupwgwlwpgp sfuwjwgwd hwjinwpwpybint hhduwynpnidp:
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11. UuuLusush fNNLRUNYsLAN bPUYNRULLRE

11.1. Snippwpwugnip 2whwgpghn wud hpwyntup niuh pnnnpwpybiint Mwwnyghpwwnnth,
Lwuduwdnnnyh gnpdnnnipjniuutipp  (wugnpdnyeyniup) W npnonudubipp <wjwuwnwup
Cwupwwbwnipjut  pwnwpwghwlwu  nuwwdwpniejwu  opblugppny  (wjunthbn'
Opbtuughpp) uwhdwuywd Ywnpgny:

11.2. Snipwpwugnip np hpwyniup nuh Optiuugppny uwhdwuywd Yunpgny dhusl hwjnbph
ubpyuwjwgdwt  Ybpguwdwdlbivnp pnnnpwpybint qudwtu  wnwplywih punipwagpbpp Yuwd
hpwybph ywhwugubipp:

11.3. Unyu pupwgwywpgh hbn  Juwwywd  hwpwpbpnygniuubpp Jwpswlwu
hwpwpbipnieniuubp s6u, b npwup Ywpgwygnpynud Gu <wjwunwuh <wupwwbitnnyuu
pwnwpwghwhpwywlwu hwpwpbpnyeniuttpp Ywpqwynpnn opGuunpniejwdp:
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Cwybiywé 1

CBA-2026-0016wdywagpny
pwg dpgnyph hpwybph

SEhLhuUuUuL UNURAUHULL

PL/UD b ywudwidhgngubiph
hwiwywwwufuwunipjwu nhulybph
quwhwwndwu b dnuhpnphugh

hpwyuwtwgdwt gnpdpupwgubtph 249,304,935

g Lbinywjwgyws £ Lhg
wyunniwwnwgiwt hwdwlywpgh b (Catulyunah pruwlubugdul
hwiwlwpgh wnbuuhfulwy b wowlgdwl nan nn g
L uywuwpydwy Swnwnypyniuukph dwiwuwlywhwuinywdh hwdwn)
atinpptipnud
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1. LMPUONRG@3NhL

Cwjwunwup <wupwwbwnipyuu Yeunpnuwlwu pwulyp (wjunthbn' twb Pwuly Yud << YR) whunwlwu gnpdwnnypubpny
lhwgnpjwd hpwjwpwuwywu wud k: Pwuyp wnwetuwihtu twywwnwlubpu BU° wwywhnyb) qubph Yuynwnyeyniup b $huwtuwywu
Yuynwuneyniup' hwdwdwju <wywunmwup Lwupwwbnngejutu Uwhdwuwnpnigjuu b «<< Yeunpnuwlwu pwulyh Jwuhu» <<
optiuph: << YP-U hwuwnwuwnud U ppwlwuwgund £ npuwdwjwpluwiht pwnwpwywunypjwt dpwaghpp, Ywpqwynpnw L
JGpwhuynw £ $putwtvwywu hwdwywnpgp, Jbpwhuynnniginiu £ ppwlwuwgund  Jéwpwjhu  hwdwlwpgh uluwundwdp,
wwwhnynw £ wqqwiht wpdnyph pnnupynudp bW npw opowuwnnieiniup, wwjpwpnu thnntph Jugdwu W whwpblsniegjwu
dhuwuuvwynpdwu nbd, yunwywpnud £ Cwjwunwuh <wupwwbtinnyejuu dhowqquiht wwhnwnubipp b wyju:

Wu Uwjuwghdp uwywwwly nwh qquihnpbu pwpdpwgub Pwuyh Yupnnnieniuubpp thnntipp [Jugdwtu b whwpblsniyejwu
$huwtuwynpdwt nbd wwypwpnw U Jhowgquihu wwwndwdhongubiph hwdwwywwnwuluwunyejwtu wwwhnddwu hwpgbipnd’
Yhpwnbiny ypwhuynnulwu nbuuninghwubp (SupTech):

2. LusuyL

Unyu hpwybiph tywwwlyu £ gunub] dwnwlwpwp, npp Yywpnnwuw dwnwlwpwptp bW ubpnub] hwdwihp dpwagpwjpht nénid
(wjunthbin' «Cwdwlwpg»), ubpwnyw npw wbnulwnwp, Yupgwpbpndp, nwngndp b ubpnpnudhg hbunn swpniuwwlwu
nintlygnwdu nu imbfuuhyulwu uywuwpynwp:
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Lwdwlwpgp wbinp £ hutwpwynpnieiniu pudbinh wpnyniuwybnnpbiu hwjunuwpbipt), guwhwunt) b junwywpb| thnntph (ywgdwu
L whwpblsngjwt Spuwtvwydnpdwu (PL/UD), huswybu twl' dhowqguiht wwwndwdhgngubiph  hwdwwywnmwufuwunipjwu
nhulybpp' Yppwnbin wnwownbd nbfuuninghwywu gnpdhpubn:

Cwdwlwpgh ubipnpdwt wpryniupnid twfuwnbuynid £ pwdwpwpb; PL/UD L ywndwdhongubph hwdwwwwnwufuwunyejwu
nhuybph quwhwwndwu b dnuppnphugh hpwlwuwgdwu gnpdpupwgutinnid htnlyw| wwhwugubpp.

Uuhpwdbon  nduiubph (wn pYnwd® hwpgnuubph  dhongny) unwgdwt, wpunwhwudwu W npwyh  unnigdwu
wywnndwinwgntd,

W hwdwlwpgbppu b ndjuijubiph pwquubpht huinbgpdwu huwpwynpnienil,

SYjwubph hpdwtu Jpw, pun dptwtuwlwu Yuqdwybpwynigniuubph (wjunthtn' HY), pun nnpunubph LW pun $pu.
hwdwlywpgh PL/UD U wywuindwdhongubiph hwdwwwwnwufuwunyejwu utiphwwnniy b duwgnpnwihu nhuytph guwhwwndwu
wyunndwinwgntd,

dwn whwquugdwtu Ywd Yupdhp npnawyutiph defluwuhgqdutph Yphpwndwt wnndwnwgned,

dY-ubiph b nwpptip Spuwtvwlwu ninpunubiph dhnnwduph nhuwdhy dnuppnpphugh hpwlwuwgdwu htwpwynpniejwu
ubpnpnw (qwulwih £ twl, 34, ptwtuwywt nnpnp L/Ywd hwdwlwpgh wundw| Gpunyputiph pwgwhwjndwu L
wwwqwjphu dhinwd nhultiph uwutuwwnbudwu huwpwynpnye)niu),

Cwdbdwunwlwu Jepindnigjwt ppwwuwgdwu huwpwynpnyeinuu, huswybu' HY-h, wjuwbu k' mwppbp ninpunubph dhold,
Ugqwjhtu dwlwpnuwynd PL/UD b wywuindwdhongubtiph hwdwwwwunmwufuwuniejwt nhulytiph guwhwwndwt odwunwynid,
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e Jbpwhuynnulwu funpwpwihwugnyejuu tpwuwlwh pwpdpwgdwu hwdwp wuhpwdbon nwpptip hwoybunyniyeintinh,
nhuwdhy whwuwyubiph W UI/UX hwpdwpwybn hwppwyh ubpnpnid:

3. hruyuLUSUUL Yu3re

Cwdwlwpgh Jwunwlwpwpdwu b ubpnpdwt Juypp <wjwunwup Lwupwwbnngejut Yeunpnuwlwu pwulyu £ dwqgbu
Uwpqujwu th. 6, Gpuwu, 0010 Cwjwunnwuh <wupwwbwnnie)niu:

4. bPULULUSU UL SUruoLe
Lwdwluwpgp wtpp E bbpnpdp Yetipppnbwywt pwalyp tppht Ghpwlwnnigdudptbnnid (wdwuyhtr inténidubnt ptinnwabih sGa):
5. UChuUSULLLEMh/MULULRLE D TrRULULL

Wu pwdunud ubpyuwjwgywsd tu <wdwlwpgh tjunmdwdp ujwqugnyu wwhwugubpp: Ugfuwwnwupubph opowtwyp Yuwpbih L
pwdwub) hGunlw| pwdhuubph.

5.1. Cunhwunip ywhwugubp

Cwdwlwpgp wbwp b jhup twhiwwbu dowydws (unwunwpnwgdwd) ndnd’ hwuwubh ondyuynd wnw dpwgpwhu
wpwwnpwuph duwswihny (off-the-shelf)’ wnwug bwywu hwpdwpbgdwu wuhpwdbynnyejuwu: <wdwlywnpgp twuwgddwd whbnp
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£ |hup wpwg nbnwlyuwjdwu hwdwp, ywpniwwyh pninp wuhpwdbonm Swytpp W hpwhwuqubpp' uywunwywihu dJhowywjpnid
nbinwnpdwu hwdwp, W |hup Yuwpgqupbipbh (customizable):

5.2. Syjwjubiph Yuwnwywpnid
SYyjwputph dnuppuwgpnid

Cwdwlwpgp wbwnp £ wwywhndh hwdwwwphwy ndjuiubph hwwpwgpnd b punbgpnud® L/UD b ywndwdhgngubph
hwdwwwunwufuwuniejwtu nhulbph quwhwwnndu ppwlwuwgubint hwdwp, dwutwynpuwbu’

o Qwpgdwt Mnpunw| (hduwlw Unpjnip): <wdwlwngp wbwp £ wwywhngyh wyinndwnwgyws b wudunwug hwpgdwu
wnpuwl npwbu wdjwiubph hwjwpwgpdwu hhduwlwu dhong, ubpwnyw; ubpnpwd ndjwiubph unnigdwu gnpdwnnyputip’
ufuwiutiph hutwpwynpniejniup bjwqgbgubint hwdwp: Mnpuwp wbwp £ eny| tnw putwtivwlw hwunwnnyeinwutpphu Ygb| bwl
hpbug hwpgdwtu  wwwnwufuwuubpht  wuhpwdbon  hwunwpenebp (ophtwly PL/UD pwnwpwlwuniginiuubp, funphpnh
hwunhwdwu wpdwuwagpnieiniuutin), npwbugh Gpw2fuwynpywsd huh hwpgdwu wwwnwufuwuubph wdpnnowlwunyeniup:

o Unwtunwpunwgywd dSwytiph LEpdndnd: Cwpgdwu indjwjubiphg quin, hwdwywnpgp wbwnp £ wowlygh MS Excel Yuwd JSON
uinwunwpun duwswihtpnyg $wytpp ubpdnwddwup
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o APl btuwmbgpmd: <wdwlwpgp wbwnp [ wwwhnyh wuywmwug API-ubph dhongny huwnbgpnid wpwwphtu ndjwiubipp
pwquwubph U hwdwlwpgbph htwn' yepwhuynnuwu ndjwijubpph ninnuiyh ubpdniddwu hwdwp:

o ETL (Lbtpptinunwd, ®Pnfjuwlbipynid, Ybppbnunud): <wdwlwpgp wbwp £ wowlgh ETL gnpdpupwgubpht’ wdjwiubph
pwpunbquagpdwt, YGpwihnfudwu U unpdwjwgdwu hwdwp APl-ubiphg, $wjtphg U pnywwpbih nduwiubph pwquubphg,
ubpwnw|' wwuwynpnwd, unnignud b ufuwjubph dwupt hwoybngnyejniu: LEpdnGywd ndjuubpp wbwp  ywhwywudbu W
wudhowwbtiu Yuwwlwsd |hubu nhuytph quwhwwndwu dnnbjubph hGn' quuwhwwndubpp wdunndwn  pwpdwgubint hwdwp:
Uwuwnwwpwpp wtwp £ hunwy ugh, e ETL-h np $niuyghwubpu bu npwdwnpynud npwtiu COTS Ynubhgnipwghw, b npnup’
npwbu ypndbuhntw] dwnwjnieinutbn:

Lwngnwdtiiph Yunwywpnid: <wdwwpgp wbnp £ niwubuw wwywhny b oguwagnpdnnutiph hwdwp hwpdwp hwpgwpebpehyutph
ogunwagnpddwt hwpprwl, npp twjuwwmbujwsd k hwogbinnt HY-hg nbnblwwnynygjwt unwgdwu hwdwp: dY-p, unwtwny
hpwybph hnnud, Yupnn Gu dnunp gnpdb| hwppwl' dnunpwgnpbint wuhpwdton nbntywnynieginiup, wwhwwubing W niquipyting
hpbug wwwwufuwutbpp: <wppwyp wbwp L wnwowpyh pwqdwitignt wowlygnieini, hpwlwu dwdwlwynd wnyjwutph
Juybpwgnud b wunndwunwgyws k. twdwlubp, ubpwnw|' hpwdbpubp, yepguwdwdybinp pupdwgnuiubp bW hwuwnwnndutp'
hwpgwptpphyutiph hwonn wyjwpwh dwupt: Pwgh wjn, wu wbunp t wwywhndh wdbuopjw Yhbwhwgpwywu nydjwiubn
hwpgupebtpehlyutph wlynhynejwu Jepwpbpw: Wu upnn £ Yunwdwpby dh pwuh Jtpwhuldnn ninponutp b puqdwghy
hwpgwptpphyutip wwpptp hwgbnnt dY-hg: Utdunwugnyejuu uwywwnwlubphg Gubind dpwgpwihtu  (nwnwip wbwp k
wnbnwywwsd [hup oguwgnpdnnh hwdwwwuwwuluwt Gupwlywnnigwdpubpnd  wewlygbind  Gpythny  unyuwlwuwgdwup’
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wnwlg wdwwjhu Swnwjnyejniuutiph  ogwwgnpddwu: Wu ubpwnnd £ dnunpbiph  dnuhpnphug, UYnnwdwu (lock out)
huyntd(control), huswbtiu bwl dwunignudubip dY-h b YyGpwhuynnubph hwdwp Ynnwdwu nbiwptbpnwd, bW Yupnn £ qununuwagnb)
qquynwu indjuiubipp: Pwgh wjn, wbwp £ Gupwpywsd huph wudwmwugnigjuu piunwynpdwt Gppnpn Ynndh wuywnmwugniejw
dwutwgbwnubiph Ynndhg:

Cwppwyp wbwnp tjugbgup hwoybnne $Y-h pbinp' Excel-hg quugqwdwihu ywwnbbudwu b ywjdwuwywu hwpgbph dhongny,
npnup gnigunpnd U Jdhwju wuhpwdbipn hwpgbipp, husp ujwqgbigund £ hwpgbph punhwunyp pwuwlyp, npnug wbivp L
wwwnwufuwuh HY-p: SYjwiubpp whwnp £ Jwybpwgdbu ppuljwi dwdwuwynud’ uwfuwaggnwgnidubpp ugbing hwpgwebpehynid:
Sywiubph  Jwybpwgdwu W &up  wdpnnowlwuniejwtu  wwhwugubpp wbwnp £ Wjwqugnyup  hwugubu  PL/UD
hwaoybwnynipyniuubph htn Yuwdwd hhduwlwu fuunhpubphg deyp' wdjwiutph npwyp: Uu wbwp £ udugbigup Yud unyuhuy
ybpwguh npwyh futinhputinp, huswhuhp BU' wuwywpn hwzdbngniegniutubpp, ufuwl ndjwitpp, dwpnywht ufuwiutpp,
pwgwyw wnyjwubph Jwybpwgnuubpp, ndwiubph ogwwgnpdtih duwthnfudwu fuunhputipp b wn Wwwnbwnny dwfuujwsd
w2fuwwnwupp, npnup hwunhuwunw Gu nhuytiph guwhwwdwu gnpdpupwgnd wdkuwdbd nGunypuwihu Ynpnwuwnubphg deyp:

Cwppwyp wbtwp £ hbtpunwguh hwpgnuubph hwjwpdwu gnpdpupwgn: <wpgdwt wpryntupnd unwgywd wwunwuluwuubph
ubpdniwdnwip nhuyph dnnbjubp ngwiubph pwgnighs dwuhwnywghw, wgpbqughw Ywd hnjuwybpwynd sh wywhwugnid
(epwhuynnh Ynndhg d&binpnY Jdhowdwnyejwu duny): Ujuhupt' hwpgdwu wndjwiubpp nipnuiypnpbu wbnp £ wdnndwun
ubpdnidybu nhuyp dnnbih dbg U nhulwihtu dhwynpubpp hwodwpydybu Jujpywuubph pupwgpnud’ punwdbup Jdey Yndwyh
utindnuwiny, husp Yutwjh qquih dwdwuwy W nGuntpuubip:
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MS Excel b wyj uppwbnwpypuwgyws puyinh wowlgnieynit: Lwdwlwpgp whwnp £ punniuh MS Excel ud JSON unwunwpunwgywd
dwjlip PL/UD nhuybph b npwug Ywnwdwpdwu npuwyh wdpnnowlwu quwhwunmdwtu hwdwp: Wu $wybpp wybnp £ niubuwu
twhiwwbu uwhdwudwsd duwudny' pninp ubipyuwywgnwiubph unwunwpunwgnuWu wwwhnybine hwdwp: <wdwlwpgp wbwp k
wowlgh Excel-h, wjn pynid’ wj| unwunwpunwgyws dwytiphg nyjwiutph wywnndwun ubpdndnudp, husp ypwgunuw/ ujwgbgunid
E indywiubph dnunpwgpdwt wuhpwdbownnyeinup dtnpny: dwh ypptinunhg hbnn hwdwlwpgp wbwp £ wdwnndwwn Yepwyny
pwpwbqugph b Jwybpwguh wndjwiubpp’ pun twuwwbu uwhdwudwsd Yuunuubph, huswbu twb wbnp £ wowlgh wndjwiubpp
Jbpndwlwu gnpdhpubph hunbgpdwup' epwhuynnptu pnyp vwwiny Yepindt| ubpyujwgyws indjuiutpp nhulbph quwhwwndwu
U hwdwwwunwufuwunyejwu hwdwn:

Swppbin (pugiph pwquittpht U hwdwlwnpgbpht htipptgnnid/hwdwlygnid: Kwdwwpgp wbnp £ wowlygh API-h dhongny Yuiw
hwuwnwunb] wpunwpht hwdwlwpgbph htin bW hpwwuwguh wuynwug Jwybpwgdwu daluwuhqdutp APl juwbp hwuwnwwnbint
hwdwp: <wdwlwpgp twb wbwnp £ Ywpnnwuw wyunndwnn Yhpwny hwpgndubip hpwywuwgub] wwppbp  wndjwutph
pwquwubphg' ubppbnub|, ghinfuwybpwt b pinub] tndjwjubpp (ETL), husp Jbpwgunad £ dbnpny indjuubph dnunpwgpdwt Yud
thnfuwytipwdwu wuhpwdbtounnieiniup, ujwqgbigunud | ufuwutph hwwuwywunyeniup W pwpdpwgunwd £ wpryniuwybunnieyniup:
Lwipgnwiubph wpryniupubpp wudhowwbiu whwp £ Yuwybu nhuluwihtu dnnbjubpht’ pny) wwing nhuwiht guwhwwnwlwuutph
wpwg pwnpdwgnid:

5.3.%tptip U hpwywunieniitp
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Cwdwlwpgp Yhpwnnd £ pwqdwgnpdnuwihtu Juybpwgnd (MFA)' wwhwugbing dnunph hwdwp wnnpwdwnpby Gpynt Yud wybih
dhongubip (opphuwl' qunuiuwpwn + djwugqwdjw Ynn SMS-ny Ywd k| thnuwnny): Pninp qquynit indyuubpp Ynnwynpywsd Gu
nidtin (strong) wignphpdubpny’ hnfuwugdwu b wwhwywudwu dwdwuwly, Ywufubing swpunnudwd hwuwubhniygyniup unyuhuy
wnyjwiubph npudwt nbwpnu: Yhpwnynw E npwhphduwynpwd dnunph Yunwywpnud, npwtiugh ogunynnubipn niubuwu dhwju
hpbtug nbpphtu hwdwwwuwnwufuwu ndjuiubph b $nuyghwubph dnunp' Ujwgbgubing  swpwowhdwu nhulp: Pwgh win,
hpwywuwgynud £ ognynnubph gnpdnnnipyniutbiph inquigpnud W dnupwninphug’ hbnbbing dnunpwgpdwt thnpdbphu, wdjwiubph
thnthnfunipyniuubphtu W wyp Yupunp gnpdnnnigyniuubpht’ uwulwsdth Juppwgdtip hwjnuwpbpbine hwdwp:

5.4.Nthuytph dnnGjwynpnid b ybipniénipini

Lwdwlwpgnw ogunwwntpp Ywpnn £ uinbindti| hwwnniy dnnbjutp ubphwunny nhuyp W unwydwpdwu npwyh/huynnnipiniutiiph
hwdwp' hwdwdwju ninpuiwhu PL/USD nhulyh gnpdnuubph, huswbu twl Ywpnn b Yunwdwpb] hwpgwebpebpp bW wijwiutph
ubpdnidnudp njwijubph Yunwdwpdwu $niuyghnuwnipyudp: Lndnwip wbwp £ wwywhndh jupgwpbpnd' ubphwnndy nhuyp L
Ywnwywpdwu npwyp/huynnnigyniuutiph dnnbijutiph hwdwp, npnup huwpwynpnieinitt Gu wwhu fudpwgptp dnnbijutpp L
nbintywgunid tu hwodwplubiph pupwghy Ywpgqwyhtwyh dwuptu: wdwwpgnd YyGpwhuynnp Yupnn £ hwodwnyt ubphwunnwy
npulp, Yuwnwdwpdwu npwyp/huynnnieyniuubpp W Juwgnpnwhu nhuyp'® $4-h b nppunp dwwpnwyubpnd: dbpouwlwu
wpryniupp  duwgnpnwihu  nhuyph  obpdwuwmhbwuwihu  pwpwbtiqu £ (heatmap), npp YbGpwhulynnubipht  wpwdwnpnud L
hwdbdwwnwlwu  ninpuwht wbuwywt'  huwpwynpnyginiu wwind  nhuljwhbt - wnwyuwhbippnyenuubph  uwhdwudwup
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bpwhuynnwlwu gnpdnnnigyniuubpnd’ pwpép nhuluwiht $4-h b pupép nhuwihu ninpunutipp/gnpénuubiph hpwuwynpdwup:
Jdbpwhuynnubpp wbwp £ huwpwynpnygniu niubtwt twlb npulwywu quwhwwnnwubp hpwywuwgub), Jwutwynpuwbu’
Ywpnnwuwt dnunpwgptip hinwyw/nbntpnw yGpwhuynnniejwu dwdwuwy h hwjin GYwd unp nbnGlywwynieyniup, npp Ywpnn
E yGpwpbipt) puswtiuv hwdwlywpgh Ynndhg wywnndwin qguwhwnywd ubphwwnniy nhuyh dogpndwun (inherent risk adjustment),
wjuwbu £ huynnnipyniuubpht/unwdwpdwu npwyhtu (controls): <wdwlwpgp wbwp £ wowygh dwdwuwyh pupwgpnid dnnbih
thnthnfujwd wnmwppbpwyubiph ywhwwudwu htwpwynpnieiniup, wjuhtuptu wbwunp £ wwhwwudtu dnnbiih hpu vmwppbpwyutpp
npwbiugh YyGpwhuynnubpp Yuwpnnwuwt gwulwgwd dwdwuwly hwdtdwwnbu unp dnnbjubph quwhwwnwywuubiph htwn:

Cwpgwpbtpebphg  unwgywd  wyjwiubph  wdpnnonieiniup  Yoquh  YGpwhuynnnigjwu  gnpdnnnipyniutbphu unyupuly
hwoybndwlywu ghyp wdwpwnhg hbunn' npwdwnpbind wwppbp dJwwpnwyubpnd Jbpindnyeniiubp ppuwuwgubine b
Jpdwlwgpwlwu  wndjuiubp  unwuwne  huwpwynpnygyniu,  Ubpwnyw]  nhulyh  gnpdnuubpph  dwywpnwyubpnud,  dHY-h
dwywpnwynu (UWwtwunphw swihh $4-h Ywd wdpnng ninpunp $Y4-h hwdbdwwnwlwu Ybpndnieinit), wnwudhtu hpwywunipjwl
dwywpnwynu, Gpypp fudph dwlwpnwynd (ophuwly' FATF-h gnigwlubp), Ywd ninpuwiht dwwpnwyubpnud: <wdwlwpgp
huwpwynpnigintt £ wpwdwnpnud twb 96dh puwnpngjuu odwunwynyeyniu, npp hwunhuwund £ nhuyph quwhwwndwu
gnpéwnnyenud wdtuwlwplunp nbpbphg dbyp: Gpp hwdwwpgnwd hwuwubih Gu dh pwup hwodbnjwywu ghytp, wju
wnpwdwnpnud £ dhinnwdubph gbipindniegyniu wnwudphtu $Y-h b Shuwtvwlywu hwdwlwpgh/ninpunp hwdwp: <wdwywngp Ywpnn
E punbgpt] Jdepbuwjwlwu nwnignd b wphbunwlwu hunbaln (UP)' hupunipnyu undnpbine wiugyuih wdjwiubphg b
pwpbuwydbint  nhuybph  Ywuluwwbudwu  dogpuingeiniup: Upryniupnd® hwdwlwpgp Ywpnn £ ubpwnb]  Yuufuwwnbunn
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Jbpndnipyniu’ ng Jhwju ubpywyhu nhulbpp hwuywuwne wylb wywgqw nhuytpp Ywufuwnbubine hwdwp' hhdudwé wugjwih
wnyjwiubiph b dhinwiuph ypwi:

Cwdwlwpgp Yhpwnnd £ twlb nhuwdhy yuwhwuwlubp, npnup wwywhnynwd Gu indju ninpuinp punhwunip nhuybph gnpénuubipp
U dhuinnwiutiph hwdwwwpthwy nhunnudp: Udthnth Jwhwuwlubpp pny| G wwwihu ogingnnubipht hwdtdwwunb| nhuybpp tnwppbin
bdY-ubph Ywd nnpunubiph dhol, pwgwhwjnbing ophuwswihnyyniutp Ywd gtinnudutip: Oguynnubtipp hwéwfu Ywpnn Gu
hwpdwpbgut]  Jwhwuwlubpp'  Yeuwmpnuwuwint  hwdwp  hwwnnyy  swhwuhpubph,  dwdwuwlwhwndwsdubph  Yud
hGuwppppniejwu ninpunutiph Yypw:

5.5.wyLwnynipniuutiph unbtnénid

Lwdwlwpgp wbwnp £ wowygh hwpdwpligywd hwoybingnipniuubph unbnddwup, huwpwynpnieinit tnwiny ytipwhuynnubphu
Ywqub] hwogbunynigyniuubp Jbpindngywu b junwdwpdwu hwdwp' viwppbp nhuyph gnpdnuubph, hwunmwwnnygyniuubph b
ninpinubiph hwdwp, huswbu twl wwppbp hwéwhuwwunyejwdp (opphuwly opwyw, wduwlwl, Gnwdujwlwihu): Ogunynnubpp
wbwp £ Yupnnuuwt punpb] wwpwdbnpbp W Yhpwnbp $hpnpbp (opptwy’ dwdwuwywhwndwsdh, ninpunp Yud hpwywunigjwu
hpdwu Jpw)' hwogbunyniyeiniuubpp hwpdwpbgubint hwdwp: <wdwlwpgp wbwnp £ gbubpwgup W dhgniw) hwaybngnigyniuttip
(ophuwy' gpwdhyubp), U wrynuwlwihu hwoybnynyeyniuubp, npnup gnigunpnud Bu wdjwjubph wpdbpubpp dwdwuwyh
pupwgpnu: Cwdwwpgp whwnp £ wowlygh huswbu wjwuwynpdwsd, wjuwbu k| wudhowwtiu untindynn hwoybtinynieginiuubphu L
wwwhnyp twhiwwbu ywwpwundwsd  duwudnpubp’  huwpwynpnyeiniu viwind  unbindt] U wwhwywub] wuhwwnwlwu
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GUuwudniubip ywpptipwywu ogunwagnpddwt hwdwp: <woybtinynipyniutbpp wkwnp £ huwpwynp |huh wpunwhwub) oqunwgnpdnnp
hwdwp uwfupunpbh duwswihbpny (ophuwy' MS Excel, PDF): <wdwlwpgp wbwp £ Juwybpwguh wndjuiubpp, wwywhndbing
wnyjwiubiph  hGwnunnwywunieyntt (consistency) b pwpdwgth  hwoytnynieyniuubpp unp  ndjwiubph  ubipdnddwt  hbwn:
Ypwhhduwynpwd dnunph tipwhuynnniginiup wbwunp £ uwhdwuwdwyh, pb nd Yupnn £ unbindt, fudpwagptip Ywd nhwnt)
hwoybwngnigyniutbpp’  wwhwwubind  wuduwugnyeniup b hwdwwywwwuluwunggniup: Uu - wdbup  Yupwdwnph
JGpwhuynnubphu gnpdhpubip’ wpryniwwybunnpbt Yuqdbine 6ogppn b bywunwuwihu - hwodbndngeyniuubp’ - ndjwjwhbu
npnanwdup Yuywgubne hwdwip:

5.6. Wluwwnwupwjhtu EYpw

Lwdwlwpgp wbiwp £ niubuw ogunwgnpdnnuytunpnu nhquiju, npp Yuwwwhngh hunnthnpy b wufuwthwt hnpdwnnipntu
w2fuwwnwyhgubph hwdwp: Uhgtiptiup wbwp £ |hup wbunnuywunptu wywpg, hbon uwdwpybih b Yuwpguynpbih, pny; vnwing
ognynnubippht hwpdwpbgut] Jwhwuwlubpp, whwqwugbpu nu hwodbindnipyniuubpp'  ppbug  uwluwuppnigniuubpphu
hwlwwwuwwuluwu: Tthquyup wbwp £ wwwhnyh, np pninp hpduwywtu $niuyghwutipp hwuwibh hubu unyt ywwnnthwuntd,
ujwgbigutiiny fuwthwunwdubipp W dinwynp pbinp: UprynwwwybGunnieniup wnwybjugnyup hwugubiine hwdwp hwdwlwpgp wbnp £
wwwhnyh hwpp huwntigpnid wpunwpht yjwndnpdubph b tndjujubiph pwquubipph hbwn:

Cwdwlwpgp ubpwnnu £ ybpwhuynnubph Ynndhg thnihnfunigyniuutph junwywpdwtu hnwwih gnpdpupwg, npp Yuwwwhnyh
hwunwwndwu woluwnwupwihtu hnuptip guwuwgwd thnthnfuniejuu hwdwp: Wu ywhwuop Gpwotuwynpnud £, np pninp Juplnp
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thnthnfunieyniuubpp’ (hup nw nhuyp otdbph, whwquugbiph, hwoybnyniggniuubph Ywd oguynnubiph nbptph thinthnfunyeniu,
ytpwhulybu, hwunwwnybu b gpwugytiu:

6. DNrLUSPNLUL MULULRLE P LUUrUSPP

Mwhwugubiph | Ppwlwtwgdiwu

N Mwhwuyg ID Ljwpwgpnipyniu nbuwl Unwnbtignud

Ophtuwly

Lwdwlwpgp eny| § vwihu
ogwnynnubipht unbindt] PL/UD L

wwwndwdhgongubiph
hwdwwwwunwufuwunipjwu
Ywpnn § hGounnigjwdp nhuytiph guwhwwdwu hwdwn
1.1 | untindt U hwpdwnpbguby | R-01 | unp hwngnuwubp’ miﬁﬂj“”h“
hwuwnwy hwpgnwiubp hwpdwptigutiin hwpgtipp, U4 2

wwwwufuwuh duwswihtpp W
Yunnigwdpp' hhdudwd hwwnny
Uwywwnwyubiph Ywd nygjwiutiph
Ywphpubinh ypw:
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R-02

Lwdwlwpgp npwdwnpnud £
hwulwuwih b wwnq hunbipdtju,
npp Rny[ E tnwhu bwl ng
nbfuuhywlwu ogqunynnutiphu
Uwluwagdt), hwpdwpbgub W
Yhpwnt| hwpgnwiubpp' wnwug

utd nbhluuhjwywu ghwnbihpubiph:

Mwnwnwnhnp
wwhwuy

R-03

Lwngnuwiubpnud huwpwynp
ubipwnb] Wwjdwuwywu
unpwdwpwunyentl, puwnpnijwl
§ninuiynpnud b pwqdwitignt
wowlgnie)ntu, husp nwpdunwd k
npwup GYntu tnwppbip
hpwyhtwlyubiph hwdwp:

Muwpwnwnhp
wwhwu9

R-04

Uybjwgub|, judpwagnb) Yud
htinwgubi| hwpgbip: Oqunynnutipp
Ywpnn GU wpwgnpbu wybjugub
unp hwngtip, hnthnfubip wpnbu
wnyw hwpgbipp Ywd htnwgub)
npwup, Gebt npwup wjjlu sGu
hwdwwwwnwuluwuntd

Mwpwwnhn
wwhwug
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wwhwugubtippu: Uw pny| £
wnwihu nhuwdhy pwpdwgub|
hwpgnwiubpp' wnwug gpnjhg
ulubnt wuhpwdtionnipjw:

R-05

Uhwgub| Yuwd wugwwnb|
hwngtipp: Ogunynnubipp Yuipnn
Gu Jhwgub| Yuwd wugwwnb
wnwudhu hwpgbipp' wnwug
npwup htinwgubint: Uw
huwpwynpniejntu £ wtnwhu
hwpdwpbgub| hwpgnuubpp’
wnwppbp ugbuwpubph hwdwp:
Oppuwy, npn2 hwpgtip Ywpnn Gu
wuownybip npnawyh dY-h
hwdwp' wdjwubiph
hwjwpwagpdwu GYyntunyeiniup
wwhuwwubnt hwdwp:

Mwpuwnhn
wwhwu9
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Pnfubi| hwnpgtiph Ywngh
hpGpwplupwu: <wdwlwpgp pny|
E inwihu thnthnfutlip hwngbiph
hhtipwpfuhwh Ywngp, husp
huwpwynpnipiniu £ wnwihu wykih
R-06 | |wy Ywqdwlybpwb) hwpgnwiubpp:
Ophtwy, htwpwynp £ hwpgtipp
fudpwynpbi| pun pdwjh Yud
pwpnnipjwt’ wwwhnybing
unpwdwpwuwlwu
hwonpnwlwunipniu:

®nithnfulip hwpgbiph
hGppwywuntejnwup:
Ogwnynnubipp Ywpnn Gu
thnihnfubi hwipgtiph

R-07 | htppwlwunieiniup hwpgdwu
ubipunud, husp hbpunwgunud |
hwpgnidutiph hnuph
hwpdwpbignudp' hhdudwéd
htunwnwpd Yuwh Yud

Muwnpwwnhp
wwhwug

Mwpunwnhn
wwhwuy
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wnw9ouwhbpenyeiniuutph
thnthnfunyjwu Ypw:

1.2

Ywpnn § htounnigjwdp
mnwpwdb| b hwjwpb
hwpgnudutip, b
wywnndwwn Ybpwny
hwdwfudpb|
wpryntupubipp

R-08

Lwpgnudubipp whwp £
unpwdwnpybu b hwjwpwagnpytu
ybip wnpwnwih dhongny’ npwbiu
hpduwlwu hwnnpnwlygniejwu
ninh: Shuwluwywu
hwuwnwuwnnienututipp
hwpgwpbtpehlubpp pwugubing b
uGpyuwywgubnt
huwpwynpnientu YntubGuwu
wuywnwlug wngwug
dhgwdwypnud, huly hpwybtipubipp
U hhoignwdubpp Yninwpyytu
dhwju k. thnuinh dwunwgnidubiph
dhongny:

Muwpwnwnhp
wwhwu9
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R-09

Lwngnuiubiph twpwénidhg
htiinn, hwdwlwpgp wynndwin
ytpwny hwywpnid £
wwwwufuwuubipp, wnwug
wwhwugbint dGnpny
gnpoénnnieiniu: Wu Ywpnn
htunlb|, pt ndpbp Gu wpntu
[nwgntip hwpgnuwip b hhotigniwdubip
ninwpYyb| upwug, nypbip sku
[nwgnty:

Mwnwnwnhnp
wwhwuy

R-10

Lwdwlwpgp wynndwin Ykpwny
hwdwfudpnud £ wprynwipubpp
hpwywu dwdwuwyntd, pny|
wnwny ogwinynnubipht nhwnb
ytip|ndtip indywijutipp, htug np
wwwnwufuwutbpp unwgybu: Uw
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nbwh wyu dup Ywd hwdwlwpgp,

Mwpunwnhn
wwhwuy
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npp Upwup wbwp k dninp
gnnébtiu:

R-62

Lhotignwdubip: Ujuinndwn
hhotignudubip Gu ninwpyynwd, Geb
oguynnp sh wywpunkiy
wwhwugynn gnpdnnnipejniup,
opphuwy' hwpgdwu |pwgnuip:
Cwdwlwngp Yupnn £ ninuiplb
dh pwuh hhotignudutip npnawyh
dwdwuwlwhwundwdnid'
gnhpénnnieintu Yuwnwnpbint
hwdwp:

Mwpunwnhn
wwhwuy

R-63

dwdlytinnp Gplywpwagnudubp:
Owunignudubip, npnup
wnbinklwgunid Gu
dwutwyhgubtipphu dwdybtinnp
Gpywpwdqdwu dwupt, bpb
[pwgubiint Yud dup hwudubint

Mwpunwnhn
wwhwuy
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hwdwp [pwgnighs dwdwuwy &
unpwdwnpyned:

R-64

Qwnuuwpwnh thnthnfunyeniu:
Udwnndwunwgywd twdwlyubp
ninwpyynid Gu, Gpp ogunynnp
fuunpnud £ thnfub| qununuwpwnp:
Wju bwdwlyubpu pungpynid Gu
hpwhwugutip W hnnut!
gununuwpwnp wuynwug
ybpwlwuqubiint hwdwp:

Mwpwwnhp
wwhwuy

R-65

Cwudugwéd: Oguinynnubipp
unwunw U hwuwnwwndwu
swunwgnwiubip, Gpp
wnwownnwupn, hwpgndp Yud
aup hwonnnupjwdp hwuduynwd
(submit):

Muwpwwnhp
wwhwuy
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R-66

Upgbjwhwywsd: Swunwgndubip
GU ninwpyynud, tpp oguinynnp
wnqgbwthwyynud £
hwdwlwnghg' pwqdwlh ufuw)
dnwinpwgpnwdubiph Yud
wuywwugnijw
wwuwnbwnubipny: Lwdwlu
wnwownpynd b hpwhwugqubp'
huswbu YtGpwlwuqub) dnunpp:

Mwnwnwnhnp
wwhwug

1.13

El. bwdwyubpp L
hwpgnudubiph wpwnwpht
inbiuph duwynpnid:

R-67

Lngnutip L gnyubp: <uwpwynp |
wuhwwwlwuwgub k).
uwdwlyubpp Yugiwybpwniyejwu
(ngnyny, gnyutipny W yhgniwy
hupunipjwdp: Uw
hwnnpnwygniejniup nwnpaduntd £
wudhowwbu dwuwskh W
wdpwuwunnu £ YEUnpnuwywu
pwuyh pptiunh ubiplwjnyeniup:

Mwpwwnhp
wwhwuy
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R-68

£l bwdwyh
glfuwdwu/nunuwdwu: <uwpwynp
£ ubipwnb| qluwdwu b ninuwdwu
jnipuipwitgnn uwdwlyh by’
YGUnpNUWlwU pwuyh wunwuny,
Ynuwnwlunwiht inyjwiutipny
Yuyph (wyn pynud®
gwnwuhnyjwu
pwnwpwlwuntjwu)
hnnuubipny:

Mwnwnwnhnp
wwhwuy

R-69

Swnwuwunbuwyubip L nébip:
Luwpwynp k oginwgnndb
hwdwwwwnwufuwu
mwnwwnbuwlutip W wnbpuwnp
n6bip' wwwhnybinyg pninp
hwnnpnwygntejniutbph
hwdwhntusnipniup
YGUwnpnuwlwu pwuyh

hupunipjwup:

Muwpwwnhp
wwhwuy
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Cwjwunmwuh Cwupwybwnnipjuu
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El. bwdwyh dhongny
hwpgnidutiph

yhbuwlwannipjw
unpwdwnpnud:

R-70

Uugnpdniuwly dY-ubip: g
uwdwynw upynid Gu wyu Y-
ubipp, npnup nbin s6u uyub
hwpgnudp wd wugnnpdniu Gu
duwgti| hpwybp unwuwinig
htiwnn:

Muwnpwwnhp
wwhwug

R-71

Uywhy dY-ubip: Cwdwlwnpgp
wnwuduwgunu £ uwb wju Y-
ubipp, npnup ubipywnwu
wyunhynpbu woluwwnnud Gu
hwpgdwt ypw, pwig nkin sku
utipyuwjwgnti| hptiug
wwwwufuwuubpn:

Muwpwnwnhp
wwhwu9

R-72

Cwuduwd dY-ubp: £ bwdwyp
ubpwnnud £ wju dY-ubph gwuyp,
npnup hwonnnijwdp |pugpb| W
utipyuwywgnty tu hpbug
hwpgnwiubipp:

Mwpunwnhn
wwhwug

1.15

Ybpwhulynnh dnunph
hwuwubhniejniu

R-73

(D) Unuhwnphugh
hpwlwuwgnw: Ybpwhuynnubipp
Ywpnn GU nhuinb] dwutwyh

Swulwih
wwhwuy
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pupwgph dbig guuynn
hwpgwpbpphyubnphu

Inwgywd hwipgwietipehyubinh
pupwgpp, wnkuub), L Np
pwdhuubipu Gu wpnbu pwgyws,
U npnup U nbin jpugywéo:

R-74

Ainnpnnw wwwhnyb:
JdbGpwhuynnutipp Ywnpnn Gu
nhuwnlb dhtg wydd
(pupwgpnid gunuynn)
dnwnpuwgpywé ywwnwuluwuubipp
U rnpwdwnpb] hGnwnwpéd Yuw
Ywd ninnnpnnud:

Mwpwwnhp
wwhwu9

R-75

dwdlytiwnubiph htiinlnwd:
Ybpwhuynnubipp Ywnpnn tu
htiwnlub| dwdytwnubpphu L
pupwgph Ywwnwnpbnipjwup’
hhotigutiiny inyjwubipp
dnwnpwagpnnubiphu, tipb
hwpguetpehlyh wywpunh
ytpouwdwdybinp dnintunud L,
huy wju ntin sh wyjwpunyby:

Mwpunwnhn
wwhwug
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PL/UD hwpgnuiubiph

hwdwp MS Excel-h fud
w)| unwunwnunwgywsd
$wypp oginwgnpdnd

R-76

dwipp punniunwd: Pwgh Yytp
wnpwnwihg' npwbiu wdjwiutinh
hwywpwgpdwu hhduwywu
wnpjnin, hwdwlwpgp wbwnp £
Ywpnnwuw punnwutp MS Excel
duwtp Ywd JSON
unwunwpunwgywsd duwybp’
thnntiph |Jwgdwt U
whwpbysniejwu
dhuwuuwynpdwt (PL/UD)
nhuytpu nL npwug
Ywnwywpdwu npwyp
quwhwuwntijnt bwywwnwyny: Lwu
pninp puwylpp whinp £
hwdwwwwwujuwubu bwjuwwbu
uwhdwuywsd duwudnpubipht'
ubpywjwgywd nyjwiubph
hwdwhntugniyp)niup,
dogpunnieiniup W
hwdwnpbhnieginiup wwwhnybnt
hwdwp:

Muwpwnwnhp
wwhwu9

Jduwudniyp wbwnp £
ubpwnh wwhwuoynn
nwaowkin, ophuwy
hugwhuhp &U" Yuwufuhl
gnpdwppubiph dwyuwy,
Ywulwsdtih
gnpdwnpubiph pwwl,
ny nGghnbuwn L
ntighntuwn
hwéwfunpnubiph pwuwy
U wy
hwdwwwwunwuluwu
wnyjwiubin:
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R-77

SYjwjutiph ywybpwgnud:
dbipptinunidhg htinn
hwdwlwnpgp wbwp £
hpw{wuwguh inyjwiutinh
Juybpwgnud® unnigbing, np
pnINp wwpuwnhp nugnbipp
[pwgywsé Gu b ,np nyjwubpp
hwdwwwwnwufuwuntd Gu
wwhwueynn Yunnigywdpht
(ophuwy’” wpdnyRubinh
wndtpubpp 6hoin dLwswihny Gu,
wduwpybtpp
hwdwwwwnwuluwuntd Gu
wwhwuoynn GLwswihhu):

Mwnwnwnhnp
wwhwu9

R-78

Jwybpwgdwt Ywunuubpp
Ywpnn Gu UGpwnb| pwgwlwinn

wnyjwubphlwd ufuwy
Guwswihbph unnignid:

Muwpwwnhp
wwhwu9
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R-79

Uowynw b pwpwnbtiquagnpnid:
Jwybpwgnwihg htinnn
jnipuipwitgnin wyjwy (ophtuwy’
gnwdwpubip, wunwubp, nhuljwjhu
dwlwnpnwyubip) whwnp £ 6hown
pwnuntiqugnyh hwdwlwngh
utinpht nwawntipht’
wwhwwudwu U ybpndnypjwu
hwdwp:

Mwnwnwnhnp
wwhwug

R-80

Uwunndwwunwgnud b huinbgpned:
Cwdwlwngp whiwnp £ wowlygh
Excel-h W wj| unmwunwpunwgywd
dwiphg nyjwutiph wwnndwn
ubpdnidnudp, husp yGpwgund |
wnyjwubph dniinpwagpdwt
wuhpwdtiannieiniup &dtinpny:
dwyh ybpptinunwihg htinn
hwdwlwngp wbwp £ wynndwwmn
Ytpwny pwpnbqugph U
Juybpwguh wndjwjubpp’ pun

Mwpunwnhn
wwhwuy
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twhiwwbu uwhdwudwsd
wunuubiph:

R-81

Mbwnp £ wowlgh wndjwiutiph
ytipindbwywu gnpdhpubinh
huwnbgpdwup' Yytipwhuynnhu
peny| twiny ybpnwdt
ubpywjwgywd nyjwiubpp
nhuytiph guwhwwndwu b
hwdwwwwnwuluwuntejwu
hwdwp:

Mwpuwnhn
wwhwu9

R-82

Upuwjubiph dwynid: Geb
ubpyuwjwgywd Excel Yud JSON
unwunwpunwgywd dwjnwd
ufuwyubp Gu (oppuwy’
pwgwywjnn nyjwiubip, ufuw|
Guwswithbp), hwdwlwpgp wbinp
£ ogunynnht inbinjuly wwhh

Muwpwwnhp
wwhwuy
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ufuwubipph
hwnnpnwagpnyentuutinny,
ugtiiny’ htug witiinp £ ninnty:

R-83

Mbwnp E (huh Ybpwbiwdwt

qnpdpupwg, npp peny| Yuw
ogunynnubphu yGppbnub

ninnywd dwy bipp:

Mwnwnwnhnp
wwhwuy

R-84

SYjwjubiph pwpdwgnuiubp L
Juplywdubiph ytpwhuynud:
Cwdwlwpgp wybwnp £ wwwhnyp
qwpywdubiph huyntd, pny|
wnwny pwndwgub) Excel ud
JSON unwunwnpuwgywsd
dwipp duwudnipubipp, Gpp

Ywpgwynpnwiubpp thnfuynud tiu:

Muwpwnwnhp
wwhwu9

1.17

API-h dhgngny wy
hwdwlwnpgbph htiwn
Ywuw hwunwwnby

R-85

Cwdwlwngp whwnp £ wowlygh
API-h dhongny Ywuw hwuwnwnb
wj| hwdwlwpgbiph htwn
(ngjuiubip unwuwnt b nnwnt
huwpwynpnipntu):

Mwpwwnhn
wwhwuy
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R-86

Lwdwlwpgp wybkwnp k
hpwlwuwguh wuynwug
Jwybpwgdwt dbfuwuphgdutip API
Ywwbip hwuwnwunbnt hwdwp:
Cwdwywngp wbwnp E niubuw
huwpwynpnipiniu wuywnwug
duwywyht indyujubiph
thnfuwugdwu (Secure File
Transfer), Jwutwynpwwbu' SFTP
(Secure File Transfer Protocol)
ogunwagnpddwup:

Muwnpwwnhp
wwhwug

R-87

Lwdwlwpgp whinp E niubuw
ufuwutiph dwydwu
huwpwynpnipynu b Ypluniejwu
dbfuwuhquubp APl hwpgnwdubph
hwdwp:

Mwpwwnhp
wwhwuy

R-88

Cwdwlwpgp wybwnp £ ngjujubpp
API dhgngny utnwtiwinig htiwnn
pwnwntiquigph hp utippht
wnyjwiubph Yunnigjwdphu:

Mwpunwnhn
wwhwuy
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R-89

Cwdwlwngp whunp £ weowlygh
wywnndwinwgyws, API

hwpgnuwiubiph uwwnwpdwup'
wwwhnybny ndyuiutph
owbtpwwnhy b wpnyntbwytiwn
thnfuwuwynwd

Muwnpwwnhp
wwhwug

R-90

Cwdwlwngp wbwp £ ywhwwuh
APl hwpgnuiubph wdpnnowlywu
gpwugnud, npp Yubipwnhp
hwpgnwiutph dwupwdwuubipp,
wwwnwufuwuubiph

Ywpguyhtwyp b utuwiubpp

Mwpwwnhp
wwhwuy

1.18

Uywnndwuwn Ybpwny
Ywuwnwpnud | ETL
wnwpptip ndjwiutiph
pwquubiphg b
utipdnénd hwpgnwdubiph
wpryniupubipp nhuljwjhu
dnnbijutip

R-91

Lbpptnunw (Extract)
Cwdwlwpgp wbnp £ wynndwin
Yenpwnd nnipu pliph hwwpduwsd
hwpgdwu nyjwiutipp bwiuwwbiu
uwhdwuywsd Ywunuubiph W
GLuwswihtph hwdwawyu,
wwwhnybiny ndjwiutph
hwdwwwpthwynie)niup,
dogpuninipejniup b

Mwpwwnhn
wwhwug
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wwunpwuwnnyejniup hGunwagw
dowydwu b yGpndnipjw
hwdwp: Pnjuwybipwynd
(Transform): SYjwutiph
ubippbinunudihg htivn
hwdwywpgp thnfuwybipwynid
wjwiubipp’ nwpadubiny npwup
hwpdwp ybpndnigjuu L
nhuljwjhu dnnbjutph htwn
huunbtigpdwu hwdwp: Uw Yupnn
L ubpwnbi| wndjwubph dwppnud,
unpdwwgnud b Yunnignd,
npwbugh wwwhnyyh npuiug
hwdwhntusnieiniup

dogpunieinilp:

R-92

Ptinunw (Load): Pnfuwybpwyywd
wnyjwubpp pbnuynw Gu
nhulwjhu dnnbjutiph dbg, npuntin
npwup ogunwgnpdynid Gu
nhujwjhtu quwhwwnwywuubiph,

Mwpunwnhn
wwhwug
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Cwjwunmwuh Cwupwybwnnipjuu

YEuwmpnuwlwu pwy

(thulbphh guwhwuinnwd
(Uaphwuwnwy nhuy,
huynnnipjniutiin L
duwgnpnwjhts nhuly)

R-93

wpndhiutinh ud swithwuhaubiph
pwndwgdwu hwdwn:

Lbiphwwnwy nhuyh wndjwjutipp
hwwpwgpnu U quwhwwnnid:
Lwdwlwpgp wybkwnp k
unpwdwnph uiphwwnwy nhuyh
qUwhwuwnud, ogunwgnpdtiiny
twhiwwbu uwhdwuywsd
swihwuhgutin (hwowfunpnh
nhulp, wafuwphwgpwlwu nhuyp
U wwpwuph/dwnw)nyejwu nhuyp
U wj| bwluwudwd gnigwuhoubin)
Ywd Ywpgwynpbih (customizable)
dnnbjubp' wyunndwun nhulyuwjhu
quwhwwndwt hwdwp:
Ywqdwybpwniejwu punhwunip
utiphwuwnniy nhuyh
quwhwwnwlwup Yugdjws

Muwpwnwnhp
wwhwu9

Ophuwy' eL/UD
hwdwuwnbipunnid,
utiphwuwnnty nhuyh
wnyjwiutipp Ywpnn Gu
ubpwnb) hwéwhunpnh
hpwywunyeniup,
gnpdwpputiph
wnbiuwyp U Swywp:
Lwdwlwnpgp
quwhwuwnnud L
ubiphwwnty nhuyp'
hhauytiny wyn,
gniguupgubiph Jpw:
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Yuqlwybpwnyejwu ubphwunntly
nhuyh W ninpuinwjhtu uGphwwnnty
nhuljp dwlwipnuwyh

quwhwuwnwlwuutpp
hwdwlygnip)ntuhg:
Ywnwywpdwu Oppuwy' Gk
npwyh/<uynnnipjniuutiph b dhuwtuwywu
nhuyh ujwqbgdwu hwuwnwuwnniejniup
dhongwnnidutiph wnyjwiubph ntuh wpryntbwybin
hwjwpwagpnud b guwhwwnnid: gnpdwppubiph

R94 | Ywnwywpdwl npwlh/Lkippht Ei{:ﬂg‘h“ dnuhwinphugh
huynnniejwt nyjwubpp hwdwlwng U nidtin
(ophuwy' ubippht wninhw, KYC gnpdpupwgubn,

qnpdwnpubiph dnuhwnnphugh
hwdwywnpgbp Yud
hwéwlunpnutiph wwwnpwéniejwu

hwdwlwpgp wbwp £
wnpwdwnph pwndn
Ywnwywnpdwu
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unnigqdwu gnpdpupwgutip (KYC))
wbiwp £ quwhwuinybu, L
hwdwlwnpgp wbwp £ npwdwnpp
Ywnwywpdwu
npwyh/huynnnipjwu
quwhwwnud, npp gnyg Yuw, pb
nppwuny £ wyn huynnniejniup
wpnynibwybivn uGphwuinniy nhuyp
ujwqbigubiint hwdwnp:

npwyh/huynnnieniut
Gph quwhwuwnntd, husp
Ygnigwnph, np
nhuytipp jwy tu
yGpwhuyyned:

Utwgnpnwjhtu nhuyh hwadwpy:
Lwdwlwpgp wyhtwp k
Ywpnnwuw hwadwplybg
duwgnpnwjhu nhuy’ ytipgutiny

Opphuwy' beb pwpan
ubiphwwny nhuy Yw'
hhdujwsd pwpap
dwywih gnpdwnpubinh

R.O5 utphwuwnniy nhuyh quwhwwnwp | Mwpunwnhp ypw pwpdp nhulwihu
W hwoyh wnubiny Yuwnwyjwpdwt | wwhwuy hpwywunypjniuntd,
npwyh/huynnnipniutiph L uwlwyu
nhuyh ujwqbigdwu Ywnwywnpdwu
dhongwnnidubiph npwy/wpryniuwybitn
wpryntbwybwnnyeniun: huynnnipniuubp Gu
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R-96

Lwdwdwju YP dhpnnwpwuntypjwt’
duwgnpnwhu nhuyp duwynpynid &
puwdhu nhuyph dJwywpnuyubph W
pwhulydwu/unwywpdwu npwyh
guwhwwnwlwuubph
hwdwnpnipjwdp' «heatmap»
(obpdwihu pwpuntiq) dLwswihny:
Lhnbwpwp, hwdwlwpgp wbwnp £
wowlgh Yupgwynptith gpduwyhu
pwpwbiqutiph dnnbjutiphu, npnup
wpwnwgn|nd Gu dGpwhuynnuywu
dbpnnwpwunyesniup’ yepwhulynn
dwpdhuubiphu huwpwynpnie)niu
tnwny yhgniw| duny wnbiuubint, pb
huswbiu GU puwdhu nhuyh twpptp
dwlwpnwlyubpu nt
yGpwhuynnniejw
wpryniuwybnneiniup thnfuwgnnud'
dLuwynnpbny duwgnpnwjhtu nhuyh
ybipouwywu wpryntupp:

Mwpwwnhp
wwhwuy

Yppwnyws,
duwgnprwihts nhulp
Yuwpnn £ qquihnpbit
Ypbwunyti:

2.2

Mthuyh qguwhwwndwu
dnnb Yondwd
dhohutbiph hhdwu ypw

R-97

Swpptip nhulwjhu gnpdnuubph,
huswhuhp Gu hwowfunpnh
wnGuwyp, hpwywyw nwsawnp,

Mwpunwnhn
wwhwuy

Ophuwy' 50% Yohn

wnw| hpwywywu

nwaowh nhuyhu, 30%'
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gnpownpubiph punypep,
wwpwuph/Swnwjniejwl

nhultipp, whwnp £ npybu
wmwppbip Yohnubip:

Y2nywsd dhohuubinp wbwnp |

gnpdwpputiph
Swlwipu, U 20%'
hwéwfunpnh nbuwyh
nhulyht' quwhwwnbnt
hwdwp PL/UD nhuyp:

R.98 oqubup hwsyyb| punhwuntp Mwpuwnhp
nhuyp' hhduytiny eL/UD wwhwug
nhultiph gnigwupgubiph Ypw:
Lwwnny hhGpwpjuhwubiph Ophuwy’
uwhdwunw: <wdwywngp whiwnp Ogwwgnnpdnnubpp
£ eny| nmw ogunwignpdnnubphu Ywpnn Gu uwhdwub|
uintindt| hwwnniy Muwpuwnhp pwpap nhuljwhu
hhpwpfuhwubp® hhdudwd wwhwuyg hwéwlunpnubp'
Cwwnny (custom) hw6wlunprubinh Ywu hhuuytiny pwpén
23 | homuniuputin & R-99 | Swnwjnipjntulitinh nhulh nhuluhli hpwwluwl
fu pqu‘[rjmht:jbnw dwlwpnwyh Ypw: nwawnnd gunuynn
nhulleh [etuw nn"l. ququnénﬂﬁbnn U.{thQ hwﬁwrljrr.l]prl_hhnh Llwd
E upnnwuwu nwuwlwpgb) npnzw
5 U Mwpuwnhn nuwnbuntpjwl
pwnan nhuljwjh hul ‘
ity 6)nintiph (ophuwly

hwéwlunpnubphu (opptuwy’
pwnwpwywu wgnbigniejniu
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niutignn wué (PEP),
hwéwfunpnutip pwpép nhulwjhu

hpwywlwu nwpwnhg) Yuwd pwpdn

nhuluht
dwnuwinieintutip/gnpdwppubip
(ophtwy’ Yphwnnwipdnypeh
gnpdwnputip):

fuwnwjhts phqutiu)
ypw:

Wju nwuwywngnuubpp
wbwnp b (hubu Ywpgwynpbih’
yGpwhuynnubiphu
huwpwynpnieintt tnwny
hwpdwpbgub| hhbpwpfuhwubpp'
hhduybind unp uwwnuwhpubiph
Ywd Ywpgwynpnudubiph
thnthnjunye)nibubiph Yypw:

Mwpwwnhp
wwhwuy

R-100

Utiqutuwnwgywd nhulyh
quwhwwnnwiubp: <wdwlwpgp
wbwnp £ wwywhnyh
ubigdbunwgywd nhuyh
quwhwuwnuiubp’® jnypwpwgnip
fudph hwdwn' hhdudbing

Mwpunwnhn
wwhwuy

Ophuwy' <wdwlwpgp
fudpwynpnud |
gnpdwppubinp
hwéwfunpnh nbuwyh
U hpwywuntejwu
hpdwu Jpw' pny|
mwny
ubiqutiunwgywd
nhulh
quwhwuwnuwiubp'
pwnap nhuluwht
hwéwfunpnubiph
hwdwp, npnup
utipwnywé Gu
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Yupgwynptihnhulwiht
Ywunbignphwubiph ypw:

wunpuwhdwuwhu
ghpdwnpubipnid:

3nipwpwtgnip ubigudtiun
(onhuwy’ pwpdp nhulwjht
hwéwfunpnutip, pwpép nhuljwjhu
swnuwjnijntuutip/wwpwupubin)
whinp £ wnwuduwgywd
quwhwuwnyh, U nhuyh
quwhwwnnuubpp wbwp £
Ywpquiynpytu® hhduyting
jntpwpwusinip nhuljwihu
qnpdnup Yonh Ypw:

Mwpwwnhp
wwhwu9

Lwdwlwpgp wybwp k
wowlgh GYyntu
quwhwwnnwiubphu, pny| Lwny
ytpwhuynnubphu hwpdwpbgub
nhuluyht Yohnubipp unp

Mwpwwnhn
wwhwug

Ophuwy' <wdwlwpgp
quwhwuwnud £ pwnén
nhuwjhu
hwéwflunpnubph
nhulyp’ huigyh
wnubny
gnpdwpputinh
hwéwfuwlwunyeinup
U dwywiubipp L
unpwdwnpnw k
nhulwjhu Jhwynpubp'
hhdujwé wjn
swithwuhubiph Ypw:
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uwwnuwilhpubiph Ywd
Ywpgwynpnwiubph
thnthnfunieyniubph nbiwpnd:

2.4

Lbiphwunnwy nhuyh b
Ywnwywnpdwu
npwyh/huynnnnniejwu
quwhwwnlwuubph
wnuwhwuntd

Lwdwlwpgp wbwnp k pny| wnw
ogwynnubphu wpwnwhwub|
utiphwuwniy nhuyph L

R0 Ywnwywpdwu Mwpwwnhp
npwyh/huynnnieiniuph wwhwuy
quwhwwwyuubpp uwhdwudwd
Guwswihbipny (Ophuwly' Excel,

PDF):
Upunwhwuywd dwtipp wbiwp &
ubipwnbu dwupwdwut

R-102 ulwpwgpnipniuubin, Muwpwwnhp
hwowpyubip b pninp wwhwuy
hwdwwwuwnwuluwu dnnbjwihu
wwpwdbiinpbpp:

R103 Upwnwhwuywé dwytpp whwp £ | Mwpuwnhp
hutu hunwy Yunnigywd b hbown | ywhwuy

Ophuwl' wpnwhwuby
hwpgdwu
wpryniupubipp,
nhuwjhu
quwhwuwnwlwuubpp W
nwuwlwpgnwdubtipp
jntpwpwugnip dY-h
hwdwnp
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thwuwnwpenprwynpdwu W
Ybpwuwjdwu hwdwp:

Upwwhwunwiubiph gnpdpupwgn

R-104 | wtwnp £ ;nquynpdh U hwuwtbih r”;‘mt‘j‘“h”

thup wndhUuhunpwwnnphu U 2

Unwudhu hpwywunypjniuubipp Ophuwy, pwpap

nhulytip: Snipwpwugnip Gpyhp Muwpnwnhp nhuljwjhu
Swpwdwonowuwihu Ywd hpwydwunipiniu wuwhuwig hnwl{wurup]m‘ubbnn
nhuljh dnnbiubp quwhwinynud £ wntyuqu (opptwy” Gpynutin,
hhuuJws wnwudht htwnljw| gnpdnuutipny npnup hwjwnuh Gu
hpwywunipjniuubph Lbwpgquynpnn b Muwpuwnhp $huwtuwywu
nhuybph Ywd hpwywywu opowuwyubip: wwhwty qunuuhnyejwu U pny|

2.5 | ppwydwunyeniuubiph R-105 dL/UD nbd wwypwphu R PL/UD

gniguiljutiph Ynw, npuntin dhingwsd huljnnniejwt wEwn Hn Ywnnigwluwngbipny)
hpwywunieyniuubipp wpnynituwybnnyeniu: u ¢ Yunnn GU wybih ‘
Ywd gnigwlutipp Ywpnn Uhowqgwjhu pwnan Yhn niibiwg
GU niubuw| nmwppbip wwindwihongbiph m dadwgubiny wyn
liohnubip: gniguiljubpnud ubpwnyws (hutp ;‘L‘ﬂ:‘”h” hnwywunijniuutinh

(ophtiwly’ FATF-h puwnan e Z:réilﬁsui?ﬁ

nhuluyht Bpynlibip):
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Lwnwpwlwu
Ywynwunye)ntl, Ynnniwyghwyh
dwlywpnwy, b tnunbuwlwu

pwthwughynipiniu:

Muwnpwwnhp
wwhwug

R-106

hpwywunieyniuubiph gnigwlyutp:

hpwywunieyniuutipp Yupnn Gu
fudpwynnyti nhuluwyht
Ywunbgnphwubpny (opptwy’
pwnan nhuljwht, dhoht
nhulujht, gwdp nhufuyht)
hwuwnny swhwuhoubph hhdwt
Ypw:

Mwpwwnhp
wwhwuy

Ywpunpnipjwu
dwlwpnwyp PL/UD
inbiuwulyntuhg:

R-107

Wu gnigwlutipp Ywpnn Gu
thnthnfuyb| dwdwuwyh
pupwgpnu’ hwoyh wnubiny
Gplnh Ywpqwynpnn dhowduynh
thnthnfunyeyniutipp Yuwd
dhgwaquwihts Yupquighuwyh
yGpwuwynwiubpp:

Mwpunwnhn
wwhwug

Uytith gwan nhuljuwyht
hpwywuniejniuubipp
Ywpnn Gu niublw

wybith gwdnp Yahn:
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Swpptip Yznny
hpwywunipejniutbip:

R108 3nipwpwtgnip hpwywunieiniu Muwnpwwnhp

Ywd gnigwy Ywpnn E mwppbp wwhwug

Y2hnubp niubuw]' hhdudwsd upw

npuwjht wpndhip Ypw:

3nipwpwtgnip hwnnty

nwpwdwonpowuhu Ywpnn £
Lwwnniy wpyb| hwwnnily nhuluht Yhn, Ophuwy' Uhwgjuy
wnwipwdwpgwubin hugp Upwwynud £, np npng Lwhwuqubpnu
(ophtwly’ Uwhwugqubp tmwpwdwonpowuubp Ywpnn Gu Llwnw (hp Ihl;hl““l
Ywd Jwpqbip nhuwplyyt wytijh nhuyuwh, phqubiu opbuptbiph

26 hpwywunypjwu R-109 pwt djnwubipp: Uw Yuplnp £ Muwpwwnhp 5
. wwwndwnny) Yupnn &

ubpunw), npunbin nhuyh ypw hhdugwd wwhuig niublwl wybih pwpdp
mwnpwdwopowuubph quwhwwnuwubph hwdwp, Gpp nhulwyht 4ohn'
wnwppbipwyubipht Ywpnn unyu Bpyph twpptip hwdbdwnwsd wy)

Gu nnpyb| tnwppbin
Y2hnutip

uwhwuqubip Ywd dwpgbp Yupnn
GU nluGUw| nwppbp nhulwhu
dwlwpnwyubp' Gubing
inbinwlwu optiupubiphg,

uwhwuqubph htw:
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Yungwynpnn dhowywynhg Yud
inunbuwywt Ywniunie)nihg:

2.7

Lwwnty gniguyubip
(onhtwl’ wpdnypubn),
npwnbin gnigwyh
wmwppbpwyubphu Ywpnn
Gu nnpyb| tnwppbin
Y2hnubip

R-110

Ogunynnubpp Ywpnn Gu unbindt
U uwhdwub| gnigwlubp’
hhduybind Ywqdwybpwnipjwu
Ywphpubiph Unw (ophtiwy’
wndnypRubp, wywmhyubip,
gnpdwppubiph wnbuwyubn):

Muwpwwnhp
wwhwu9

Oppuwy' ytpwhuynnp
Yuwpnn £ pwpdn
nhufujht Y2hn nwy
Unhwwnnwpdnyputinh
U (ophuwy' Bitcoin)'
hwibtdwunwé
wywunwlywu
wndnypRubiph
(ophuwy' USD Ywd
EUR) htw' hwoyh
wnubiny npwug
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wlwunwunijwu
dwlwpnwyp:

Wu gnigwlutpp Ywpnn Gu
ubipwnb| pwpdp nhuywjhu

R-111 | wpdnypubin, qqw)nLu Tuwipunwinn
wipuiipbn Yud fungbih uhilbe
hwéwfunpnubiph fudpbin:
3nipwpwugnip gnigwlyh wmwpn
(onhtwl’ wpdnypubin, huswhuhp

RA1D Gu USD, EUR Ywd Bitcoin) Ywpnn | Mwpwwnhp
E niubbw hwuinniy nhulwjht wwhwuy

Yohn, npp uwhdwuynud £ Glubing
upw nhuluiht Swlwpnwhg:
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Lwdwlwpgp whiwnp k pny| tnw
oguynnubiphtu pwdwub|
gnpdwpputiph Yupwpbipjwy

R-113 | mJywiubipp puwn Gpypp' Eiﬁﬁjg}hn
wpryntuputipp gnigunntiiny
Syjwiubph Ybwnbph punpjwd hpwywuniejwu hhdwu
)8 pwdwuntd puwn tGpyph, Ypwi:
) mwpwdwopowuh Yud Cwdwlwpgp whwp £ wowlygh
hwuwnwy gnigwyubiph mnwpwdwopowlwihu
Phiinpughwiht b
R-114 | dbpndniejwup’ wwwhnybing mwﬁmﬁmhn
hwunnty woluwphwgpwywu Wtz
wnwnpwdpubinh wnyjwutiph
Jbtip|ndnipniu:
Cwdwlwpgp wbinp E bwfu
Ywwwpnd £ npJwd untindh nhuywjhu ypndhubp’
ninpwnubiph hwoyh wnubiny PL/UD
2.9 | hwuwnwwnnipniuubph R-115 | fungb|pniejniuubpp, opptwly’ aiﬁﬁﬁg}hn

nhulyh quwhwwnnwiubp
(hwpwpbpwlwu nhuy)

pwulwhu, wywhnjwgpwywu
ninpunutipnid: Uu wypndpjubpp
Ywplunp Gu, npwbugh
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hwuljwuwup, pt huswbu Gu
wnwppbp hwunmwwnnyenitbpp
Gupwpyynwd thnnbiph [ywgdwu
Ywd whwpbysniejwu
dhuwtuwynpdwu nhuybphu:

R-116

Cwdwywnpgp wbwnp |
nwuwlywngh
hwuwnwwnniiniuubipp puwn
upwug nhulujht dwlwprwyh’
hwdtdwwunbiny hpwp htiw:
Fwpdp nhulwhu
quwhwwwlwuubp (ophuwy’
hwayh wnubny hGwnlw
gnpdnuubipp' KYC,
wunpuwhdwuwjht gnpdwnpputbp
W wyu) niubgnn
hwuwnwwnniejniuubipp Yuoybu
Ywpdhp npnawyny’ hnwgquw
wnwyb| Jwupwdwuu
dnuhwunnphug U ypwhulynnuywu

Muwpwwnhp
wwhwu9

92




Cwjwunmwuh Cwupwybwnnipjuu

YEuwmpnuwlwu pwy

dhongwnnwdubip hpwlwuwgubint
hwdwp:

R-117

Cwdwlwpgp hwdbdwwnnipjwu
dhgngny whinp £ puugwhuwjinh
wnipwjtpubpp hphdujwd
$PL/UD nhuywjhu gnpdnuubiph
Jpw' pwgwhwjnbiny
hwibdwunwywlu wnwyb| pwpép
L gwdp nhuywihu
hwuwnwwnnie)nibubipp:

Muwpwwnhp
wwhwu9
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dY dwywpnwyny
nhulnh
quwhwuwnuwiubphg'
ublunpw bW wggwhu
nhuljtiph
quwhwwnwiubph
wugdwu
huwpwynpniejntu
(Pwgwndwy nhuly)

R-118

Cwdwlwpgp quwhwunnd
pwgwpdwly PL/UD nhuyp,
nwnwibwuhpbiiny wju
fungbijhnieyntuutinp, npnup
utiphwuwnnty Gu npnpunpt,
huswhuhp Gu' wunpuwhdwuwihu
gnpdwnpubipp, pwpdp nhuljuyht
ninpunubiph Yud
hpwywunyeniuutinh htwn
Ywwywoniejniup, Ywd pupn
ubthwlwuntejwu
Ywnnigwdpubipp: Wu hwayh k
wnuntd bwl Yupguwynpnudubiph
pwgrennnuiubipp, huswhuhp GU
KYC (Awuwshp hwéwfunpnhn)
pupwgwlywngbinh wupwdwpwn
Yhpwnnudp: Mthuyh
quwhwwnuubpp hhduynud Gu
PL/UD hwunnty gnigwuhoubinh
Ypw, ophtwy pwndn nhuljwjht
hwéwfunpnubtiph Ywd

Muwpwnwnhp
wwhwu9
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phqubtiuutiph winynup nyjwy
ninpunud,wtuunynp Ywd dbd
gnpdwppubiph dwywp, npnup
Ywpnn Gu hnb| thnntipp
wguw nhulh
dwuhU,jwulwédth gnpdwppubph
dwuhu shwjnwpwpbp Yud
hwaytwnynipniuubiph
wmwppbpnyeynuttpp:

R-119

Cwdwlwpgp wbwnp £ wynndwin
btipwny Ybpwdwlh d4
nhulph quwhwwnndutiphg
unwgywd nyjwiubipp’ npwbu
hhduwywu dnunpwjhtu wnydjwiutip
ninpuwghu b wqquiht nhultiph
quwhwwnnwiubph hwdwn:

Mwpuwnhn
wwhwu9
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Jdbpwdowyndp wbwnp £
wwwhnyh, np $Y-h
duwlwpnwynu hwjinuwpbpdwsd

R-120 | ninpnwhtu dhunnwitutipp L fﬂwrr:mtljmhn
nhuybpp ninnwyhnptiu HINLHY
thnfuwtigytt wybih pwpdnp
dwywpnwyh quwhwwnnwubiphu:

Wju qguwhwuwnnwiubpp
unpwdwnpnw GU inyjwiubip,

R-121 | npnup Ywpnn Gu dnunpwjhu mwﬁmﬁmhn
nyjwiubp hwunhuwtuw] wqgwjhu Wtz
nhulyh quwhwwndwup (NRA):

Wu quwhwwnnwiubpp oqunwd Gu

duwynpbi| pwnwpwywu

npnanwdubip, nGuniputtiph Muwpnwnhn
R-122 | pwyfunw b Ywpqwynpnn wwhuwlg

nwqdwywnnipjniutbin, npnup
ninnywd Gu hwyinuwpbpdwsd
nhultiph ujwqgbtigdwup:
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Syjwutinh Ytwntiph
dhwgdwl/wugwindw
huwpwynpnipjntu
utphwuwnnty nhuyh W
ubipphu huynnnipjwu
quwhwwndwu hwdwp

R-123

Ogwnynnubpp wbiwp k
huwpwynpnipynu niubuwu
dhwgub| Yuwd wugwwnb| npnawyh
wnyjwiutiph Ybwnbpp ubphwwnny
nhuyph L yuwnwydwnpdwu
npwyh/huynnnyeiniuutipp
quwhwuwundwu dnnbjubpnd:
Lwdwlwpgp wbwnp k pny| wnw
ogwynnubiphu bk, L np
undjwiutiph Ytwnbpp whnp £
ubipwnybu ubiphwwnnty nhuyh
quwhwwndwu (ophtwy’
gnpdwnpubinh dwduwiy,
hpwywuniyejwu nhuy) dbg L
npnup' ns: Linyup Yphpwnbih §
Ywnwywpdwu
npwyh/huynnniejniutiph
qUuwhwwndwu hwdwp, npnbin
dhwju wywnhy huynnnipjwt
swihwuhgubipp wownp £ wqnbu
ybpouwywu quwhwundwu Yypw:

Muwpwnwnhp
wwhwu9

Ophuwly
JdGpwhuynnp
quwhwuwnnud |
hwéwhunpnh
utiphwuwnnty nhuyp L
npnanud £, np
gnpdwppubinh dwywip
wyuu Yuplnp ¢k
quwhwwdwu hwdwp'
hwdwdwju unp
Ywuntwlwpgbiph L
wuowwnnud £ win
wnyjwiubipph Ybwnp:
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R-124

Uuowuindwd indjuiutipnh Yhwnbipp
s&U Uwywuwinh punhwunip nhuyp
Ywd huynnniejw
quwhwwndwup, uwlwju wtiwp L
duwtu hwuwtbih wwwgw)nid
huwpwynp wynmhjwugdwu
hwdwn:

Mwnwnwnhnp
wwhwuy

R-125

Uhwyt |hwgnpywd ogunynnubipp
(ophuwl” npnawljh
yGpwhuynnutipp Yud
wnudhuphunpwwnnputin) wtwup k
niubuwu wju wnyjwubiph YGuinkph
dhwgdwl/wugwndw
hwuwubhnyeniup:

Muwpwnwnhp
wwhwu9

R-126

Cwdwlwpgnw wbwp &
hpwlwuwgdh nbipny
wwjdwuwynpywsd dnunph
yGpwhuynnniejniu, npwbugh
dhwju npnawyh ogunynnubin
Jwpnnwuwt thnthnfub

Mwpunwnhn
wwhwuy
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wnyjwiubiph YGwnbph
Yupguyhtwyp:

Syjwutiph Ytwnbph
dhwgdwl/wugwindw

R-127 | jwpgqwyhtwyh pninp fﬂimﬁur}hn
dnipnfunippniivng whinp t | U2
gpwugybu hwdwywpgnud:

Spwugnudp whiwnp £ ubpwnh, pb
Muwnwwnhp
R128 | nd £ Gunwnbi dnnfunipniip b |

Gpp:
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R-129

SYjw| Ytinph wynphjwgdwt Yuwd
wwwwyunhjwgdwu nbwpnid
hwdwlwpgp wbwp £ upnnwuw
yGpwhwodwnyb ubiphwwnny
nhuyp W
yGpwhuydwt/Yunwdwnpdwu
npwlh quwhwwwlwuubpp'
wwwhnytiny, np pwpdwgywd
Ywpguwynpnuwiubipp wpunwgnytu
wpnyntupubipnud, Gpp
oguwanpénnp hpwhwugh
hpwlwuwgub) tpwhwadwnlp:
Pwgh wjn, hwdwluwpgp wtwnp |
wwwhnyh gnpdwnnye, npp Y|
Yunw ogunwntiptipht Yuunwnb
dh pwuh Ywpgqwpbpdwu
thnthnfunye)niuubip dby
wofuwwnwlpwiht gnpdpupwgh
pnupwgpntd U hGnwgw)nid puwn
wwhwuoh bwhuwadbinub|
hwdwlygywsd hwoywpl, npwbiugh

Muwpwnwnhp
wwhwu9
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ytpwhuynn dwpdhuubpp
Ywpnnwuwtu quwhwwnb| pninn
thnthnfunieyniuutiph Ynunwwhu
wqnbgnieginiup’ dbYy wwunybpnud,
ogwnwgnpdnnh hpwhwughg
htiwnn:

R-130

Cwdwlwpgp wybwnp £ wwwhnyp
Ywpqwpbpynn dwunignwdubph
uinwgntdp, Ubpwnyw) dwjpwhtin
(outlier) wpdtiputiph
hwjinuwpbpdwu U ghy] wn ghy;
unnynuwjht thnthnfunyeiniup
uwhdwuywd gtdhg
gbipwquwugtint ypwpbipju
whwquugbipp:

Muwpwwnhp
wwhwu9
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R-131

(D) Cwdwlwpgp wbinp £
wwwhnyh wgnwupwuubp Ywd
hwunwwndwu
hwnnpnwagpnyentuubin wju
Ywplnp thnihnfunyeynwuutipp
hwdwn, npnup Upwuwlwih
wgnkbignieiniu Gu niubunwd nhuyh
Ywd Ybpwhuydwu quwhwndwu
wpryniupubiph Ynw:
Ugnwupwuubin wbwp £
wlywnhdwgytu hGunlyw
gnpdnnnipniuttiph dwdwuwy'
hwpgdwu ntdhdh wugwwnnudp,
Yuqdwybipwnyejwu hwpgdwu
dtpdnwdp Ywd Gpypph/ppwywunt
wwnwdph guulytiph
pwnpdwgnwip: Ywpgwpbpdwu
thnihnfunipyniuubph (ophtuwly’
nyyw Ytinkiph
wywnhyjwgdwt/wwwwyunhywgd
wl, otidbph hwpdwpbgdwu Ywd

Swulwih
wwhwu9
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Y2hnutiph thnthnfunigjwi)
nbwpnud hwdwywnpgp
twhuuwlywu Ywpgwynpdwdp
wtinp £ sinpudwnph
wgnwuowuubn, uwYwju wyn
thnthnfunieynutipp wtiwnp |
gpwugytt wninhnh dwunjwunwd
W wpunwgnytu
Yapwhwzgunlywsd
wpnyniupubipnid: Geb udwu
thnthnfunyeynutiGpp |ntpg
wgnbignieiniu Gu nwubunwd
duwgnpnwjhts nhuljh
wpryniupubinh Ypw,
ytpwhuynnubpp wtwp k
niuGUwu huwpwynpnyeiniu
Ywpgwynpbint hwdwlwpgp'
wqnwuowuubph Yud
qqnawgndubph unbinddwu
hwdwp:
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Mthuyh dnnbtjutiph
thnthnfunypyniulphu
wyunndwwn Yhpwny
hwpdwpynn
quwhwwndwu wignphpd

R-132

Guwhwwundwtu wignphedp whwnp
E wwndwuwn Yhpwny
tipwgtuwynph nhuyh
quwhwuwnwlwuutpp
hGunwhwjwgnieinu
Ywyniunieynit® pnpnp
thnthnfunyeynutiph nbiwypnud,
npnup Ywwwnynw Gu
thnithnfjuwlwuttipnud,
hhGpwpfupwywu
Ywnnigwdpubpnud,
Ywpgqwynpnwiubpned,
Yohnubipnuwd, 2Gdwjhu
wndbpubpnw Yud
wwwnwufuwuubiph
qUuwhwwnwywuubpnud:Mthuyh
dnnth thnthnfunieyniuubipp
wbiwp £ wpunwgnybu hpwlwu
dwdwuwynu' wnwug dbnpny
yGpwhwoqwpydwu
wuhpwdbonnipjwu:

Muwpwwnhp
wwhwu9
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Cwdwlwpgp wybwp £ ywhwwuh

dogpunnieiniup W Muwnpwwnhp
R-133

wnpnyntbwybwnnyeniup pninp wwhwuy

ytpwhwodwnplubipnwd:

Cwdwlwnpgp wuhpwdtiown k Ophuwy' <wdwlwpgp

ubipwnh hunbgpywd wnpdwuwgnpnud k

dbpbuwjwlwu nwnigdwu (ML) L dhwnnud, Gpp

wphGunwlwu hunbGyunh (Al) wnlwnpwjhtu pwulyp

huwpwynpniejntutiip, npnup qgwihnnptu

hpduytiin ywwndwywu wybjugunud L hp

nyjwubpp ypw' donwwtu utipgpwyywonieiniup

Enhancing ML/FT Risk pwnpbjwytu nhulytiph Switiljwih pwpdap nhul niubkignn
2.13 | Detection through R-134 | wuluwwbudwt dogpuinnieiniup: huwl ninpunubpnud (ophtuwly’
Machine Learning. Wu wuhpwdtiown £ impwdwnph e wlownd gnyp,

Ywufuwwunbunnuywu fuwnuwuwnubn,

Jbpnwnipniuubp' quwhwunbint UYphwunnwpdnypubinh

purwghly nhultipp L thnfuwtwynu)

Jwljuwwnbubint wywaqu wnwug

nhulybpp' hhdugbind wugjuyih hwiwwwwnwuluwubg

wnyjwiutiph b wnbuwubih Jwd

dhuinnwdubiph Yypw: hwpdwpynnujwunie)
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R-135

Cwdwlwpgp wuhpwdbow |
wwwhnyh unnigwdpwjhu,
hwpgnwiutph hwdwp dwwnstih
njuiubph pwquw b pwg APl-ubp’
wwwhnybiint hwdwnp wpunwpht
Al/ML gnpdhpubiph (ophuwy’
inbnwywu GPT dnnbjutph) htun
wuywmwug b wprynibwybin
hwdwuwnbinthnyeinwu, npnup
Ywpnn Gu dbnp ptipyt| wnwudhu
yGpwhuynnuywu dwpdup
Ynndhg:

Swulwih
wwhwu9
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Ywnwywnpdwu
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wnyjwiubipp
Udwlwuwnhw pwulybipp
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quwhwuwnuwiubph Yypw'
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uwfuwqgnugnid'
wnwowplybiny pwulyp
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Ophuwly' dnnbjubp
pwulbiph, Juplujhu

R.136 | PwWulwihu ninpunp, Junluyhtp, | Nwpiwnpp . wuywhnyugpuljw
Swuywgwé pwuwyny wwwhnjwagpnieiniup W wwhwuy atpnipntbtnh
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Ywqiwybpwb| gwulwgwsd
R-137 | pwlwlh Shtwtuww rn“‘{]‘“”t‘j‘“h”
hwuwnwuwnnientutiip HILHY
Jnipwipwitginip ninpunh ubipunid:
Lwdwlwpgp pny| § vwihu
Lnp nhuyh dnnbjubin ogwnynnubphu duwynpb) unp
Ywnnignid Ywd nhulwjhu dnnbjubp' hpdujwd
2.15 | gnjnieyniu ntubignn R-138 | hwuwnniy wwpwdbwnpbiph Yypw, mw{:mﬁmhn
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uwhuwwtu Jpwyywsd
2ngwitwlubipp Ywd
dbpnnwpwunienibubpp:

Mwnwnwnhnp
wwhwuy
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Ogwnynnubipp Ywpnn Gu
hwpdwpbgub| dnnbjubpp’
hpduytiind unp inyjwjutiph ypw
Ywd thnthntuynn nhuytinh
quwhwwndwu Ywphpubiph Yypw,
wwwhnybny, np nhuybph
Ywnwywnpdwu gnpdpupwgubpp
hubiu dwdwuwlwyhg W
punwpdwlbih:

Muwpwnwnhp
wwhwu9
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Lwdwlwpgp whinp k eny| tnw
ogwynnubiphtu dwuwsk| wju
unyjwiubph YGwnbpp, npnup
Ywpnn Gu |hub) ufuwy:

Mwpunwnhn
wwhwuy
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Uhwju jhwgnpywd
oguwgnpdnnutinp (ophtwly
wndhuhunpwnnpubip Yud
Mwpunwnhp
R-143 | nywiubph Yuwnwdwnhsubn) wwhwug

wbuwnp £ niuGuwt ndjuiutph
ytwnbph pwpdwgdwu
huwpwynpnieniu:

nbintywunyniejwu
gphwnntd
hwdwlwpgnud: Lw
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ubplwjwgub)
hwdwwwwnwuluwu
pnynyniejniuubin
ntutignn wudhu
pwndwgdwl
YGpwpbinjw:
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Ypbp L
(Gny|nyniejnutiip
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Cwdwywngp wbwnp E niubuw
ntptph U hpwywunyenutiiph
Ywnwywpdwu gnpdwnnye, npp
Yrenywnph d2qpunpbit
uwhdwub|, Yunwyjwpb L
yGpwhuyb| oguinynnutipp
hwuwubhnyejniup nnwppbn
dnnniubph b gnpdnnniejnutiinh
ulwwndwdp' RBAC (Role-Based
Access Control), SOD (Segregation
of Duties) U Least Privilege
ulgpniupubtiph hwdwdwju:

Mwpwwnhp
wwhwuy
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gnpénnnieiniutbpp whwnp k
thwuwnwgpybu hwpybicnnt
Ingbpnd’ huinwy
dwupwdwutbpny wju dwuhu, pL
ny b bwjuwabinub] bW hwunwuinb] | Mwpwwnhp
gnpénnnieinutbpp: huswbu wwhwu9
twl' ufuwubpp W
hwdwlwpgqwjhu
hpwnwpaniegniuubipp' hbnwaquw
wninhuinh b nbipwagh wowlygdwu
hwdwp:

3 Syuwubiph Jbpiniénipywt htwpwynpnyginiiin . . .
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b wdthnthnut: <wodwpyynid Gu annownpuinh
YGpwpbinwy
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R-147 dwUpwdwuu
wnwybjwagnyu wndbpp, wwhwuy hwoUbnynipgnit U
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pwwlp, htugp eny| £ nwihu Jheoht gniguihgutinh
quwhwwnb| ninpunp nhulytipp: hbw:
Cwdwlwpgp wybwnp £ wwwhnyp
wdthnthnwiubip jnipuipwignip
bY-h hwdwp, husp eny| § wwhu
hwjnuwpbpt] PL/UD nbd
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R-148 | hwdwwwuwnwufuwuniejwu htwn wuwhuwlg

Yuwwywsd wpwwnng
gnponiutinieiniu: Udthnthnwdubpp
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jnipupwitginn dY-h hwdwp'
quwhwuwnbnt upwug nhulwjhu
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npwyh/huynnnypniuutipp
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Lwfunpn hwaybinnt
dwdwuwlywhwwnywsdh
Ujwuwndwdp
thnthnfunipnwuubin,
SYjwjutiph dhunnwdubph
ytpnwdnipiniu
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Cwdwlwpgp wbwnp k
hwjinuwptiph U gpwugh

thnihnfuniejniiibipp pupwghy W | Mwpuwnhnp
Uwfunpn hwaybwnne ghyph wwhwug
dhol: nthnfunyeynitutiipp Ywpnn
Gu ubipwnh.

Snigwuhputiph
wnwppbpnieniuubn, win Ynw W Muwpnwnhp
pwuwlwlywu b npwlywywu hul
(ophtiwl’ quwhwwnwlwbtbph we | 442
Ywd ujwgnid)

Mthulwpu
quwhwwnwlwuubph, otidtph Yud | Mwpunwnhp
wj| uwunwpnnwwu wwhwuy

gnigwuhoutiph thnthnfuniejniuutip

Ophuwy' brb
dhuwtuwywu
hwuwnwuwunniejwu
nhuwjhu
quwhwuwnwlwup
udwqbi £ bwfunpn
ghyth hwdbdwuwn,
hwdwlwpgp wbwp £
u2h thnthnfunieyniup L
pwuwlwlwuwguh
mwppbpnienwup:
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Uwutwynp hwpgbph Yud Opphuwy’
hwpgnuiubph ywwwufuwuubph miﬁiﬁmhn Ogwwgnnpdnnp Ywpnn
wnwppbpnyeinuutp u4 2 E gwulwtw

dY-hu ubphwuinny hwdbtdwuwunb dhwju
thnipnfunieyniutibin, puswhuhp tu | o - h pwnan nhuluht
gnpdwnpubinh Swywiubpp Yud w{]‘wu Hn quwhwinwywlutnp
hwdwwwwnwufuwunyejwu ! 2 hwaytinnnt ghlyiph
dwlywpnwyp dholu:
Ogwwgnnpdnnubpp wbivp L Ophtwl’ Puity
Yuipnnuituit inub wyr Muwpwwnh qLTJ nnko mwnn ot

R-150 | thnthnfuniejnittib puwinpn nn - oGinugnnoty

3] np
wwhwug dhwinwdubipp
hwdbdwunwlwu hwoybnyniejuu Jbnininipyntup’
Ywd Jwhwuwyh nbupny: nhinwnlnt Jbnght
Cwdwlwngp whinp £ wowlygh Jbig wihutbph
dhwnwdubiph yGpndnypjwup pupwgpntd pwnén
gwuywgwd uwhdwuywd nhuljuight
) wnjwiubiph swihwuhzh (ophtwy’ | Mwpunwnhp ‘
RASI nhulwjhu dhwynpubp, wwhwug gnnowinpltinh wép

gnhpdwppubiph dwywubin,
hwdwwwwnwufuwunyejwu
fuwfuwnnwiubp) hwdwp' npnawlh

$L/UD nhuybipp
hwjinuwpbipbnt
hwdwp:
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dwdwuwlwhwunywsdh
pupwgpnLy:

R-152

Cwdwywnpgp wbwnp |
qtiubpwguh wnyjw) swihwuhzh
thnuhnfuniejuits dhanuwy
ubipyuwjwgnud, ubipwnyw| géwjhu
gpwdhlutip, uniuwlwht
gowwwuwnybpubp Yud wy|
hwdwwwwwufuwu
yhgnuwihqughwtip:

Mwpwwnhp
wwhwuy

R-153

2uwithwuhoh punpnipjniu:
Ogwnynnubpp wbiwp k
Ywpnnwuwt puwnpt, L np
swihwuhgbipp yapnidy, U
hwdwlwnpgp wbwnp E pny| nw
hwdbtdwunb] nmwppbp

swthwuhabin:

Mwpwwnhn
wwhwug

Ophuwy:
dhtwtuuwlwu
hwuwmwwnniejniup
Yunnn £ nhunwplty
funanp Yuufuhy
ntiwynghunubiph
dhwnwiubpp
wduwlwu/Gnwdujwy
wiht Yud wy|
Yunpdwdpny
Yinpywspny:
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Cwdwlwpgp wybtwnp £ wwwhnyp
nhulyh quwhwwndwu dnnbjubph
hwdwp hwpdwpbigynn
swihnpnghsubiph (Uwphlubiph)
wowygnipniu: Lepwhuynnubpu
hpwyniup wtwp £ niubuwu
unbindti hpbiug swthnpnzhsubinp
qnnjhg, thnthnfubi| Yuwd punjwjut
ubpptinujwd bwiunpnaywd
swthwuhautinp (ophtwy’ nhuyh
quwhwuwnwlwuubp,
gnpdwpputinh dwdwy), hugwbu
uwl ubipdnidt| ywbwnnnh Ywd
w)j| yapwhuynnwywu
dwpdhuubiph Ynndhg dowlyywsd
wnhwwhu duwudniubp L
hwdwuwnbin
dnntjutip:dwdwuwywhwwnywdh
hwpdwpbignid:

Mwpwwnhp
wwhwu9

Ophuwy' <wdwlwpgp
wbiwp k gnyg wnnw, np
pwnén wpdbip
ntutignn gnpdwppubiph
gqwgqwpruwytwp tnb|
E wmwpdw wnwohu
Gnwdujwynid:
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Oquynnutipp wtinp £
Ywpnnwuwu punpb] wmyjwiutipp
ybpinénipjwu hwdwp

dwidwuwlwhwwndwdp' punpbiny | Mwpwnwnhp
R-155
, ophuwly, opwywu, wwhwuy
owpwpRwwu, wduwywu,
Bnwdujwlwihtu Ywd nwnpblywu
hwdbdwuwnnipiniuubip:
Jdbpndnyejwu gnigwuhputip:
Cwdwlwngp whiwnp £ hwadupyh Muwpnwnhp
dhuinwdubiph ybpnwdnipjwt whut
hwdwp wnwugpwjhu “ 2
gnigwupgubipp, ubpwnjuwy’
Snynuwjhu
R-156 | thnthnfuniejnibubin dwdwuwyh Muwipuwinhn
wwhwuy
pupwgpntd
Cwpdynn dhohuubip Swluih
Ywpbwdwdybtin inwwnwunidubipp whul
hwpptiint hwdwp " 2
Utdwu Ywd ujuqdwu Muwpwwnhp
wpwagnhyenLu wwhwug
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Swulwih
wwhwlg
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Yhgnuw b wnynuuwywght
hwaoytwnynipniuubn:
<wdwluwngp wtinp
gkubpwguh U yhgnuwy
hwyybunyniegniuubp (ophuwly’
gpwdhlubp, wnynwwlubn), U
wrynwwywhu
hwaybwnyniejniutin, npnup
gnigunpnud Gu indyuubiph
wndtpubpp dwdwuwyh
pupwgpnLy:

Mwpwnwnhp
wwhwuyg
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Oguynnubipp wbinp £
Juwpnnwuwu wpwnwhwub] wju
hwaybGwnynieniuubpp nmwppbp
Guwigwhtipny, hugwhuhp G
Excel, PDF Yuwd CSV:

Mwpunwnhp
wwhwug
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Uundwihwubph hwjnuwpbipnid
Ywd Jwn whwqwugn:
Lwdwlwpgp wtiwp L ubpwnp
wundwihwubph hwjnuwpbpdwu

R-159 | gnpdwnnyp, npp Yunbintlwguh rﬁwrr]lmtljur}hn
ogwynnubiphu, Gt wnyjw| Wt
swithwuhoh 2tnnudubp Yud
wluwwubh thnthnfunyeyniutp
GU ujwunynud:

Lwdwlwpgp wyhtwp k
huwpwynpniejnt niutiuw

R-160 otdbph punpnyejwu, Mwpwwnhp
wwhwwudwu W Yhpwndwu wwhwu9
gnpénwd wnwugpwihu PL/UD
nhulwjhu gnigwuhpubiph hwdwn:

3.3 | Ctdbph uwhdwunw Oqundnnubinp whwnp £

R161 Ywpnnwuwtu uwhdwub) L Muwpwwnhp
ybGpwogunwanpdti wwhwuy
hwpdwpbgwsé PL/UD sbdbpp:

R162 Lwdwlwpgp whinp k eny| tnw Muwpwwnhp
ytpwhuynnutipphu uwhdwub W wwhwuy
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Ywpgqwynpbip wuhwwnwywu

dnuhenphugh 2tdwjhu
wndtpubn:
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ctdbph uwhundwu nbwpnud
hwdwywpgp wuhpwdtown k
uinbndh wgnwuowuubp, npnup
ytpbwu 4Gpwhuynnuiywu
Jwhwuwynud: Uyu
wqnwuwuubpp wbwp £
hpwwbtu nwpptp |hutu dnnbijp
quwhwwndwu otidtphg L
pungpytu hGunbyw
wwydwuubpp' pwgwpdwy
wndtpubiph gbpwquugnwiubp,
wwwndwywu wnwybjugnyuubiph
wugntd, bpwuwlwih nmnynuwjhu
thnthnfunyeyniuubin Yud
ogunuwnhnng Ynndhg
uwhdwuywd hwdwygywsd
wunuubip: Pninp
wqnwtpwutbpp wwpunwnhp

Swulwih
wwhwu9
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wbiwp £ gpwugytu wninhuinp
wpdwuwagnniejniuubipnud:
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ninpunh wdthnth
Ypbwlwgpwlwu
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R-164

Ninpunh wdthnih(wyn pynud’
Ypbwlwlywgpwywu)
jwhwuwlubn:

o Uju Jwhwuwubipp
wwwhnynw GU wnyjw ninpuinh
punhwunip nhuytiph gnpdnuubipp
W dhinnudubiph hwdwwwpthwy
nhunnw: Ogunwwnbiptpp Ywpnn
GU hwuwUbhnieintu niubitwg
hhduwywu wnydjwjubiphu:

Mwpunwnhn
wwhwuy

Ophuwly
dhuwtuwywu
dwnuwjniejntuutiph
ninpunnwd
Ywpguynpnn
dwpdhup Ywpnn |
ogwnwgnndti
hwdwfudpywd
yhéwlwgpnipejniup’
pwulybphg unwgywsd
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Lbipwnnud £ wunuwlwpgbipp
hwlwwwwwufuwuniyejwu, h
hwjwin GYnn nhuybph Yuwd
pwpbjwydwu
huwpwynpnipiniutbph pungdnud:

Mwnwnwnhnp
wwhwuy

R-166

Spwdwnpnud £ wdihnth
yhbwywgpwlwu ndjwiubn,
huswhuhp GU ninpunnud nhuybph
dwlwpnwyp:

Mwnwnwnhnp
wwhwuy
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Wu ndywjubpp ubipywjwgynwd Gu
yhgniw| dLwswithtipny
(qdwwwwnybpubip, wnnwwyubip
Yuwd gpwdhyutin)’ wwpqbigubint
hwdwp wnyjwubph
dayuwpwunwdp b rynippu
nwndubiint pwpn nyjwiubipp
pdpnunidp:

Muwpwnwnhp
wwhwug

R-168

Udthnth Jwhwuwlutpp eny| Gu
nwihu ogunynnubphu
hwdbdwuwnb| juwwnmwpnnuywup
wmwppbp $4-h Ywd ninpunubiph

Mwpunwnhn
wwhwug

wnyjwiutiph hhdwu
ypw quwhwunbint
ninpwnh punhwunip
nhuljtiph

dwlwpnwyp,
huswhupp tu' PL/UD
U ywuwndwdhongubiph
hwdwwwwwuluwunye
jwu nhuytpp Ywd
ytipghuutiphu wép
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dpol, pwgwhwjintiny
ophuwswthniejniuutip Ywd
otinnudubip:
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Uuhwwnwlwuwgynn nhunnwdubin
Jdbpwhuynnutipp hwéwfhu Ywpnn
GU hwpdwpbgub] Juwhwuwubpp'
yGunpnuwuwnt hwdwn hwwnnwy
swithwuhaubiph,
dwdwuwlywhwwndwdubtiph Yuwd
hGwwpppnniejwu ninpinutiph

Yypw:

Mwpwwnhp
wwhwuy
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Pwpép hwbwhuwlwunyejwdp
wnyjwiubip

Jwhwuwyubpp wbwp k
huwpwynpnieiniu tnwu
gnigunnbi] dnuin hpwlwu
dwdwuwlyh dnupenphugh
nyjwiubp (oppuwl' wduwyw,
owpwprwlwu Ywd opwlwu
ubippbnunwdubp) hwdwnpwpwp
wwuwynpywsd yGpwhuynnuywu
ghyih (snppnpnuwljwt) indjwiutinh
htwn: Uju dniuyghnuwiniejniun
RNy Yurw yGpwhuynnutphu
wpwag wpdwqwupb| ninpuinh
gnponwutiniejwu Ywd nhuyh
dwlwpnwyh tawuwywih
thnihnfunipyniuubppt’
wwhwwubny Ywufuwwnbuywd
AML/CFT nhuytiph quwhwwndwu

ghyih Ywyntunyejniuu ni
wdpnnowlwunipiniup:

Muwpwnwnhp
wwhwu9
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Spwdwnpnud &
pwquwehy d4-h
quwhwuwnwlwuutbiph,
wwwnwufuwuubph W
nwuwlwpgnidubiph
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hwdtdwuwnnipiniu

R-171

Lwdwlwpgp gnigunpnud £ dh
pwuh $4-h indjwiutipp Ynnp
Ynnph' hbigunwgubiing upwug
nhulwjht quwhwwnwywuubph
Ywd hwpgnwiubiph
wwuwnwufuwuubiph
hwdbtdwuwnnieiniup twppbin
Ywunbignphwtubph Ywd

swithwuhoubiph hhdwu Ypwi:

Mwnwnwnhnp
wwhwuy

R-172

Cwdbdwwnneniup Ubpwnnud k
quwhwwwlwuubp (ophuwy’
nhuluwjhtu quwhwuwnwlywuubp,
hwdwwwwnwufuwunyejwu
quwhwwnwlwuubn),
wwwnwufuwuubp hwpgndubiphg
Ywd quwhwwnwittphg,
nwuwlwpgnwiubip, husp eny| §
nwihu ogunynnubphu nbuub|, L
np $4-u £ jwdwagnyup Yud

Mwpwwnhn
wwhwug

Ophuwy’

Fwulwyhu ninpw:
“wnguwynpnn
dwndhup Yupnn |
hwdbdwwnb| mwpptip
pwuytiph nhuljwyht
quwhwuwnwlwuubpp
Ynnp Ynnph'
hwulwuwint, G Np
hwuwmwuwnnientuttpu
Gu
wdblwwpryniwuwybunp
nhuyph Ywnwywpdwu
hwpgnud:
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Ogwynnubpp Ywpnn Gu
hwpdwnpbgub] hwdtdwwnygnn
swihwuhpubipp Ywd
gnigwuhoubipp' hwdbdwwnbint Mwpuwnhp
hwdwp $Y4-p hpkiug wwhwug
gnpdntutinypjwup Ywd
Ywpgqwynpnn ywhwugubphu
hwdwuwwuwnwuluwu:
Lwdwlwpgp pny| § vwihu
oguynnubipht phpnpti U
R{74 | Muuwlwingti wnryniupubinp Mwpuwnhn
Yuwnpnuwuwiny hwwnnwy wwhwu9
ninpwnubiph, dwdwuwywjhu

opswuwlyubtiph Yuwd

R-173
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hwjinuwpbipt
ophuwswthnyenutbp Yuwd
otinnudubp HY-h dhol:
7. 8UrsSUrUNESULLUL NMucuLRLEN
Mwhwugubiph | Ppwywtwgdwu
No. Muwhwgubp ID Ljwpwagpnipyniu Tt T Ao Ophuwy
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Swulwip £, np hwdwlwpgp
uwhniu wpfuwwnh Windows

Snpdwnuwlwu Server 19-nwd Ywd wybh unp

: hwdwlwpg. gwulwih RA176 wnwppbpwynw: <wdwlwpgp Muwnpwwnhp
Windows Server 19 Jwd swhiwnp £ ogunwgnpdh huwgwd wwhwuy
wybh unp nwppbpwy Ywd fungbih ypnunynjubp’

wpdwuwgpnugniuubp (oppuwy’
SMBv1, TLS 1.0/1.1):
Cwdwlwpgp whwp £ Yuwyywd
thup hGuinlyw| nndjwiubph
pwqwubphg (DBMS) wnujwqu
dbyh htiin* MS SQL SERVER,

_ Oracle(gwuYwih £, np wowlygh
;”S‘Uhq“ﬁ' t[)sg"z'm R177 | ytipoht tplwnwdwilbin
SERVER uwwuwnlynn tnwpptipwyhu
(LTS)' funwuwithbnt huwgwd U
fungbijh ennwpynudutinhg):
Jdbpohuubpu hwdwwnbinth Gu
pninp hhduwywu ybp

SYjwubiph pwqujh
Mwpwwnhp
wwhwuy
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Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

nhunwnlhgubiph htin(Sku gintfu
9-h 3-pn Ytiwn):

huwnbigpjwéd k
donwnhwnwnpydwu dyntu
hwdwlwpg

R-178

Uoinwnhwmwpldwu dyntu
hwdwlwpg' qundwu
huwpwynpnipjwdp (bwl
hwwnnily pwnwnphsutiph
dounwnhwnwpynud, ophuwy'
wpluwwnwupwht gnpdpupwgh
dounwnhwnwpynud)'
fuwthwunwiubiph npnudwt b
ninndwu, fuwthwunwubph
wwwnwnubipp npnatint b
ntwptinh Ytpwpbipjuwy
hwnnpnwagpnientutbpp
dhiinptint dwdwuwyh uwywnnudp
ujwquagnyup hwugubiint hwdwn:

Mwpwwnhp
wwhwuy
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YEunpnuwwu pwuy

Uuhpwdtiogun dninph nbiwypnwd
oguwagnpdnnubipp Ywpnn Gu

Lwdwlwpgh Yybpwywuqub) hwdwywngh
ybpwlwugudwu R-179 | gwuwgwd nbintyniejuu mwr[:mt:ur}hn
gnpdhpubp Ynpniuwn: <wdwywpgp whwp k HILIHY
huwnbigpyh Veeam dpwgpwjhu
wwwhnydwu hbwn:
Cwdwlwpgh Yuwnwywpdwu
gnpdhpubipp |hndht hwuwubih
Lwdwlwpgh GU (ogqunwiinhpng gpwiugnud,
Ywnwywnpdwu R-180 | oguwwnhpng hpwynitupubiph fnwr[:mttjur}hn
gnhpdhpubip ounphntd, ognwwnhpny ke
thnfuwphunwd, Ywwwinqubph
uwwuwnynid)
Lwjnwinniu wwnpwwynp k
wuwwhnyb| hwdwywpgh
wnryntuwybwnnyejw R-181 [ar:[n Lzljfu ljnuahnr&:llﬂﬁhzrhhﬁ . 10 qufr:w'u;hn

wuwwhnydwu gnpdhpubin

wqnwuowuubtiph unbnddwu
huwpwynpnieniuubp (ophtuwy’
hhonnniejwu ogunwgnpdnty,

131




Cwjwunmwuh Cwupwybwnnipjuu
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wwhGuwmwynpdw twpnnniejniu,
hwdwlwnpgqwht ufuwubp W
w2fuwwnwuph wufuwthwunte)nil),
npwbiugh |nwdnudp gnpdh hnwwh b
hwdwdwjubgwsd Yuwunwpnnulwu
swithwuhoubiph:

Cwdwlygdwu
huwpwynpniejniuutin

R-182

Lwdwlygdwu
huwpwynpniejniuubipp ubipwnnid
Gu Client/Server, N-tier,
middleware architecture U service-
oriented architecture (SOA)
wnwppbipwlutinhg guuywgwsh
Yhpwnnipjnil:

Mwpuwnhn
wwhwug
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8. duvuuurgesrph 1suuduruvuy, hPLSE4NrUUL L LUAUYUrUUL NuduL4nN asNrounh3reuer

No. Muwhwugubp ID Ljwpwqgpnipyniu "l'llu ;u;:inth hpl:;ﬂ::::nglgwh Ophtuwy
I
w) Ognwwnbiptiph Ophuwl’ unp
hwuwubhnipjwu woluwwnwlhgp AD-hg
opwgnwht R.183 | Entnp/hpwyniputinp | Mwpunwnhn unwunu k dnunph
wuywhnynudp dnunpugnynud BU hwdwluwpg' | wwhwug hwuwubhnig)niu
huwpwynpniegniu & oquwntintinh U nintinh punhwunip U hp
1 wnwhu wnwuduwgubnt hunuwipdiut Uujunuslmg: wwpunwlywunipgniuub
oguwnbiptiph p) Lojwd nbinthwunynipyniup nh 2nowtwyubiphu
hwuwubhnyejwu huwpwynp £ hwdwluwnpg hwlwwwwnwuluwu
hnwyniuplbinp/ntintinp | R-184 dnunpuignbi hugwtiu dknpny, ‘ Muwpwnwnhn $niuyghntwy
wjuwtiu £ wy hwdwlwpgbiphg wwhwug gnpdpupwgubiphu:
wywnndwinwgywd hwpgnwiubph
dhongny (AD, SSO L wyjju):
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R-185

q) Ogunwwntiptiph hweonn
ghwugnwip Gupwnpnud £ pninnp
huwpwynp
hpwywunipniuubph/nbiptipp
Ytpwpbipjwi Yuwpgwynpnuwutip,
wdpwgnu Yuwnnigywdph wju
Ywd wju §ninhu, huswbiu twl
hwdwywnpgnd juwnwnpjwsd
gnpdnnnpntuutipnh W
thnthnfunipjniuuiph dwuwuwy
Ywuwnwpnnh unyuwlwuwgnwd
(principle of non-repudiation)

Mwpuwnhp
wwhwuy

Oguwwnbiptiph pninn
gnpdnnnuenuutipp
hwdwlwpgnd
Inquynpynud Gu

Snpdpupwgnd ogunwwntintiph
gnpdnnniejntuutiph (nquynpdw
huwpwynpniejniu:
Uwutwynpuuybu'

Muwnpwwnhp
wwhwug

R-186

1. Cwdwlwpgp wbwnp k
wwhwwuh ognwgnpdnnubipnh
dnunpbipnh U gpwugdwt pninp
gnpdnnnipyniutbiph |ngbipp’
wwwhnybind wuwnwugniypjuu

Muwnpwwnhp
wwhwug
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Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

dnupwinnphug W wundwihwubph
hwjinuwpbpnud:

2. Cwdwywngp wbwp £ Yhpwnh

SQwnwnuwpwnbph
wuywwiugnijwu

R-187 | pwnwpwywuniejntu (Password rn&j{:ﬂ:unhn
Policy)' wwwhnybnt nidbin b " 2
hwéwfuwyh thnfuynn
gununuwpwnbin:

R188 w) Unnhinwiht dwunjwup Muwnpwwnhp Grb oquwwnbpp duwy|
wwpniuwynid wwhwug £ ubipptinunwd
wpunwhwunwubp, wyn Ynid® hwdwlwnghg, duyhu

nud £ oginwunphpn

Cwdwlupgnud Jupyndd | R189 wpwwhwunwip Yuwnwpwsd Muwpuwnhp lh{giqht g hpng
E pnpnp Suyiwght ogwnwwnbpp, wpunwhwudwu wwhwug q

dwdp b wduwphyp, unnpwgpniEjnLup
wpwnwhwunwiubph J wintl

p) Cwdwywnghg wpunwhwudwd Yuwd wunt
wnhwnwihu dwwnjw untun:

dwyp wyhbnp £ puwdwywtwswih wqgwuntap.

R-199 | wmbtintwwynieiniu wwpniuwyh Muwipunwnn
wwhwuy

wju wpunwhwuwd ognwiinhpnyp
unyuwlwuwgubint hwdwp,
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YEunpnuwwu pwuy

wjnwhuph nbnbywwunynyejwu
gwuywgwd thnthnfunipjwt
nbwpnud dwjn wbinp £ nunuw
wugnpowdtiih/thswgwé:

Cwdwlwpgp nwihu k

hpwnwpanientutph
dwuwunjwtubph yuwpdwu

dniuyghnuw
huwpwynpniejntu

w) Cwdwywpgnd uwhdwuywd

hpwnwpdniyniuttinh (wjn
pYnW’ woluwwnwuph pupwgpntd

R-200 | h hwjn bYws ufuwutiph L rnﬁmt:““h”
uwhdwuwthwynwutph) Jupdwu " 2
U doinnwnhinwplydw
dniuyghnuw| huwpwynpnipiniu:
p) Utuwjubph fudpwynpnid b
Mwpunwnhp
R-201 | mwppbp wndhupumpwunnpubiph wwhuwlg

fudptiph hwugbiwgpny:
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Cwdwlwpgnd wnyw &
hwdwywngh
Ywnwywpdwu W
d2nwnhnwnpydwu
wwuwunnthwt

R-202

Cwdwlwpgp wybtwnp £ wwwhnyp
hpwlwu dwdwuwyh
inbGuwubihnyeintt woluwwnwuph
U dwwnsbhniypjwt dwupt'
ubpwnyw) hGinlyw
dawnphlywubpp' hhonnnyejwu
ogwnwgnpdnid, wpngbiunph
pbnujwaonip)niu,
wwhbuwnwynpdwu
wmwpnnntejntu, API-h
wnnnowlwu yhbwy W
w2fuwwnwuph
wufuwthwunyeiniu: Uju
dinphlwutipp wbwnp £
hwuwubih |hutu
wnudhuhunpwwnhy Juwhwuwyp
dhongny U dwunnigytiu
utnwunwpu hunbipdtjuutpny
(ophuwy' |ngtip, API-ubip)’
huwnbtigpdwu hwdwp YP-h

Mwpwwnhp
wwhwuy

Upunwnpnnuywuntipy
wl b ufjuwubph
gpwdhlulw
wnunwwwwnybpnd
dwdwuwyh hpwywu
nbtdhdnud:
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Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

dnupenphugh U SIEM
gnpdhpubiph htiwn:

Cwdwlwpgp wbwnp k
nuGUw wpwwpht
hwdwlwpgbph htin
hunbigpdwu htnlyw
wbfuuninghwubipp/wypn—
wmnynjubpp

R-203

Cwdwlwpgp wybtwnp £ wwwhnyp
wnyjwiutiph thnfuwugdwu b
huwnbigpdwu pwqdwqu
dtifuwuhqdutin, htugp Yuplinp £
wmwppbnp hwdwywnpgbph dhol
hnwiwih, wuynwug b
wnnyntuwybin
thnfugnpdwygnipjwu hwdwp:
Uwnnpl ubipyuwjwgyws Gu
hphduwlwu wnbfuuninghwywu
wwhwuubpp' nyjwubpp
thnfuwtwlydwu hwdwp.

Muwnpwwnhp
wwhwuy
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R204 w) APl ypnwnnynjutip (REST, Muwnpwwnhp
SOAP, RPC) wwhwug
R-205 | p) SFTP, HTTPS Mupuuwinp
wwhwu9
q) Swulwgwd nbluuninghwjh
R-206 | wjwiubinh pwquyh ninhn r”“‘{:”‘:‘“h”
hwuwubhnieniy, HIINLIHY
) Swulwih
R-207 | n) (D) MQ inbGjuuninghwubp: wwhuitig
Cwdwlwpgp wbwnp k
wowlgh nyjwiubinh ) Mwnuwinhp
7 (hnfuwigiwl htnlywy R-208 | XLSX Lwd JSON. wwhutig
Guwswihbpp

9. cUuUvuUL4Ureh UrSUHNIULULNRE3UL L OGSUSNroN1k UbhRGMEUNP MUKULRLEN

Mwhwugubph | Ppwywtwgdwu
nbuwl dnuinbkignid

No. Muwhwugubip ID Ljwpwqgpnipyniu Ophuwy
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Unujwqu 10
ogunwwnbpbph wpwg b
wnwug fuwthwunwubiph

Uhwdwdwuwyjw wofuwwnnn

uwwuwnyiwy R209 | Cdnwntintinh wafuwinwuph Muwpwnwnhp
wwwhnyntd wufuwthwu wywhnynud b wwhwug
(wnwybjwgnyl pwbwyp' hwdwlwpght hwuwubhnieiniu:
50).
Lwdwlwpgp nwwy £ gnpé
niuGUwnt nyjwiutiph hwpwéniu
Cwidwlwng niup U6 pwuwynipjwu hbwn' wnwug
Swwih $uwyph htin wqnbignip)niu pnnubint
L - hwdwlywpgh wpwgniejwu Yud
anpd niubtwynt NGN wpwigniys
Juupnwpwjunteiniy’ hnwwihniejwt Ynw: Muwnunwnh
2 MHRHENR) R-210 | Cwdwlwnap whnp Ewuwhngh | MW
wnwug wwhwu9
wnuwnpnuwuntejw nhinwnldwl dtuwuhqdutn

htinn Yuwywd nplk
futnnh

(monitoring mechanisms),
ognwgnpdh caching b ubnddwu
dbpennutip, npwbtiugh Jté
duyitiph htin gnpdtip swignh
hwdwlwpgh wpwgnuyejwu Yypw:
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YEuwmpnuwlwu pwy

Lwdwlwnpgp snwup

Ywhugwénipiniu
nhunwnlshg b Yupnn £
ogunwwnbtiptphu
hwuwubih |hubif nwppbp
uwnptinhg U
hwprwlutinhg

R-211

Pwqdwphy nhnwnlhsgubiph htin
hwdwuwnbintjhnyeiniu.

Cwdwlwpgp hwdwwnbintih §
pninp hhduwywu ybp
nhuwnpyhgutinh htw, huswhuhp
tiu' Google Chrome, Moxzilla
Firefox, Microsoft Edge, Apple
Safari b wyju:

Mwpwuwnhp
wwhwuy
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Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

Cwdwlwngp Ywpnn k
wuwwhnyb| &6 pyny
ninpwnubph b HY-h
quwhwwnnuip wnujwqu
Gnwdujwlwyhu
wwppGpwlwunyejudp

R-212

Cwdwluwpgp wbwnp £ wowlgh
AML/CFT nhuljtiph quwhwwndwt

Gnwdujwywjhu wwonnuwywu
Yapwhulnnulwu ghliht, npp
hwunhuwunud £ hhdp
yGpwhulynnwwt ywuwynpdwu W
wnwUwhbpenieinuutiph
uwhdwudwu hwdwn' pungpybiny 17
pwy, 42 Juplyuwhu
Ywqdwybpwnie)ntt, 16 Jéwnpwjhu W
hwowplwiht yuwqdwybpwnip)niu,
22 ubipnpnudw)hu puybpnieyniu W 1
wywunwuwune: Uhlunyu dwdwuwy'
hwdwlwngp whwp £ wwywhnyh
wybh pwpdp hwbwhuwlywuniejwdp
puwdhu nhuyh quwhwwnnwdubip
unuprenphugh Uwwwnwyny (ophtwly
wduwlwl, swpwpwywl Ywd
opwlw)' guwhwwdwu ghypp
dhole hwuwnwwnnipyniuubiph Ywd
ninpuinh dwlwpnwynud uywunygnn
Upwuwlwih thnthnfunyeniuutipp
hunwl wpdwuwagpbiint hwdwp: Uju

Mwpwwnhp
wwhwuy

142




Cwjwunmwuh Cwupwybwnnipjuu
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Gpywyh dnintignidu pny| £ nwihu
yGpwhuynnubipht ywhwwub|
hwdwswih b wdpnnowlwu
ytpwhulnnuiywt ghyy
ubpgpwydwu wyjwuwynpdwu
hwdwp, b dhwdwdwuwl ogwnyby
nhuwdhly dnupenphugh
qnndhpubinhg’ unpwunp nhultpp
wpwg hwjnuwpbpbne W
dwdwuwyhtu dhowdwnnieiniutiip
hpwlwuwgubnt bywwwyny:

Oguwunbiptpp
htigunnnijwdp Gu

R-213

Oguwgnnpdnnh dhotiptup
hhduwlywu wwhwugubp

Muwnpwwnhp
wwhwuy
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YEunpnuwwu pwuy

ogwnwagnpdnd
hwdwwnagp

R-214

<bioin U huinnthuinhy uwyhgqwghw
- Cwdwlwpgh Yunnigwédpp
wbiwp k pny| tnw ogunwwntptiphu
wpwg gwnub| hptiug wuhpwdbion
$niulghnuwinieyniup’ wnwug
Gpywp npnudwu:

Mwpwuwnhp
wwhwug

R-215

Qnpdnnniejniututiph hunwy
nintignyg (User Journey Clarity) —
UI/UX nhqujup wbwp E
wwwhnyh, np ogunwwnbpbipp
hwulwuwu hpGug hweonnpn
pwjGpp U jwpnnwuwu
htounnijwdp Yuwnwpb
wuhpwdtiown gnpdnnnieiniutbpp:

Mwpwwnhp
wwhwuy

R-216

Cwuwubihnip)ntu (Accessibility) -
Cwdwlwngp whwnp £ |hup
hwpdwp nwpptip ogunwwnbtintiph
hwdwp (Swulwih £ pwdwph
Web Content Accessibility
Guidelines (WCAG) 2.1-h
wwhwugubphu):

Muwnpwwnhp
wwhwug
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10. UUUWLUNGh ULYSULGNRE3UL MUKULRLEN

Mwhwugubph | Ppuwywtwgdwu

N Mwhwugubp ID Ljwpwgpnipyniu wbuwl Uninbignud

Cwdwlwpgp wbwnp k
wwwhnyh ogunwwnhpng W
Cwdwlwpgt wwwhnyntd
utindtiph dhgl indjwiubinh
E oquwwunhpng W ubipybipp
wuywwug thnfuwugnid, Mwpwwnhp
1 dhole inbinGlwwnynipjwu R-217
thnhuwbwl s Ywufubin wndyuiubph wwhwu9
wpwnwhnupp, swpnnugwd

wuywnwugnieinilp dnunpp U Uk
uwywnuwihpubipp
Lwdwlwpgp bwlupuwnpbih
E hwdwwwwnwufuwuh
Uudwnwugnipjuu dhowqaquwjhu
9 dhowqquwjhu R218 wuywnwugnrpjwu Muwpwwnhp
utnwunwnpuubphu swithwuhoubiphtu, huswhupp | Wwhwug
hwdwwwwwufuwunieinLu tu' ISO 27001 -
StinGywwnyniejw
wuywwugnipjwl
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Ywnwywpdwu hwdwlwpg:
Uwutwynpwwbu'
Cwdwlwpgp wbwnp k
hwlwuwwwnwuluwuh
wnujwqu 1SO 27001:2022
utnwunwpuh hGnbyw|
control-ubppt!’

8.25 - Secure development Muwpwwnhp
R-219 | .
life cycle wwhwu9
8.26 - Application security Mwpuwnhp
R-220 ,
requierments wwhwug
8.27 - Secure system Muwpnwnh
R-221 | architecture and engineering putnn
e wwhwuy
principles
R-222 | 8.28 - Secure coding Muipunwnn
wwhwuy
8.29 - Security testing in Muwpuwnhp
R-223
development and acceptance | ywhwug
8.30 - Outsourced Muwpwwnhp
R-224
development wwhwuy
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Cwdwlwpgp wbwnp k
wuwwhnyh Ygywsd puyitinh
(attachments)
Cwdwywpgp wwihu k uwhdwuwthwydwu
Ygdwd puyitinht qnpdwnnype, hugp eny| Yunw
Ytpwptinnn swiph, YGpwhulytip $uyibiph
&luwswthh wy| R-225 | swithbinp, sbwswihbinp b wy mi‘mﬁ"‘h”
swithnpnghsubinh swthnpnohsutinp’ “ 2
uwhdwuwthwlydwu hwdwwwwnwuluwu
huwpwynpniejntu nbnGYuwwndwywu
wuyunwugnyepjwu b
wyjwiutiph Yuwnwywpdwu
wwhwugubiphu:
Cwdwlwpgp wbwnp k
wwwhnyh wywnndwwn
\ Ypyuoppuwyntd, indjwiutiph
Swduljuingh ypuinhg ypwywuqunud, Jpwpwiht | Mwpunwnhp
ybpwywuqudwu wjwu R-226
(Disaster Recovery Plan) hnwdh6wubpnu Wwihwbg
wuuwhwt woluwnwup b
wpwg Ytipwagnpdwplydwu
dbjuwuhquubip (Failover &
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Failback), huswtiu twl
hwlwwwwwujuwuh RTO
(Recovery Time Objective) L
RPO (Recovery Point
Objective) uwhdwuywd

swthwuhoubtiphu:

bdwytph qunuuwgpdwu L
pwuwihubph  oquniejwdp
dwytipp ytipdwudw,
swdywagpdwu W
Cwdwlwpgu nwp wwwdwdywagpdwu

dwtipp ybpdwubint, dniuyghnuw

dwodlwagpbint huwpwynpnipniu:
wuwwodwdYwankint R-227 | Uuhpwdtign £ Yhpwnb
(encrypt, decrypt) dwdwuwlwlyhg
$niuyghnuwy gwnunuwgndw
huwpwynpniejntu wijgnphpdubp  (AES), L
pwuwhubph Ywnwywpnuitu
hpwlwuwgub| Key
Management System-h (KMS)
dhongny:Lwdwlwpgp

Mwpwwnhp
wwhwuy
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wbiwnp k wwwhnyh

dwodlwgpdwu W
wwwodwdywagnpdwu
gnpdpupwgutph wyunndwwn
hpwlwuwgny:

Cwdwlwpgp wwwhnynud L,
nn pninn qguyniu
wyjwubipn, huswbu
thnfuwugdwtu  pupwgpnty,
R-228 | wjuwbu ] hwugquwnh
ypbéwynwd, qunuuwgpywd
lhutu  wnuwqu SHA 256
(Secure Hash Algorithm 256-

bit) wignphpdny:

Mwpwwnhp
wwhwuy

Lwdwlwpgp Yhpwnnud
pwqdwagnpdnuwjhu

R-229 | Jwybpwgnu (MFA): Uw
wwhwugnud £ oqunynnubiphg
wnpwdwnpb Gpynt ud

Lpwgnighs
wuyunwugnipjwu
dhgngutin (nbintip L
hpwywunieniutip)

Muwpwwnhp
wwhwuy
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wybilh Juwybpwgdwu
dhongubip dnunp gnpdbnt
hwdwp (ophuwy’
gununuwpwn +
dywuquwdjw Ynn (OTP) k.
Uwdwyh Ywd SMS-h
dhongny):

Cwdwlwpgp twb whwnp k
huwntignyh wjuwhuh MFA
[ndndubiph hkiwn, npnup
wwwhnynw Gu ogunynnh
Unyuwlwuwgnwip poowjhu
hwytywsdh dhgngnd,
dwutwynpwwbu' Push Mwpunwnpp
notification dtijuwuhquh wwhwu9
Yppwndwdp, OTP
dwdljwgnbiph dhongny;
Jdbpnugw tnbuwyh
Spuwignpwht
wwwhnynwiubphg Gu
Openspan, Thales Jwd

R-230
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hwdwndtip wj| |ndnwiubn,
npnup
hwdwwwwwujuwunwd Gu
ninpuwjhu
wuywwugnipjw
swithwuhoubiphu:

Cwdwlwpgp Yhpwnnud
nGpwhphduwynpywd dnunph
Ywnwywnnud, npwbugh
uwhdwuwthwyyh dnwnpp
wnyjwubpht b hwdwywngh
R-231 | gnpdwnnypubipht’
hhdugbiiny oguynnh nbiptinh
ypw: Uw uwqgbgunud L
swpunnuywd wnyjwiubiph
hwuwubhnyejuu W
swnpwowhdwu Junwugp:

Mwpwwnhp
wwhwuy
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Spwdwnpnw £ ogunynnutiph
gnpoéntutinijwl
hwdwwwpthwy (nqugpnwd
W dnuhwnnphug: <Gwnunw |
dniinpwgpdwt thnpabpht,
wnyjwiubipp

R-232 | thnithnfunieyniuubipht b wy)
Yuplnp
gnpdnnnipyniuubpht’
Yuwulwdtih Jwppwadtinh U
huwpwynp wuywnmwuquwihu
fuwfuwnnwiutiph
hwjinuwpbpdwu hwdwp:
Lwdwlwpgp wbiwp k
huwnbtignpygh Trellix SIEM
(Security Information and
Event Management) Muwpuwnhp
hwdwlwpgh htwn' wwhwug
wwwhnybny pninp
hwdwwwwnwuluwu

hpwnwnanyejnuubiph,

Muwnpwwnhp
wwhwuy

R-233
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ghpénnnipjniubbph W
wuywwugnipjwu htwn
Yuwwd
nbintywdwwnjwuubph
wywnndwunwgywsd b
wlufuwthwt thnfuwugnid
ntwh SIEM:

YUnYuophuwynipe)ntu
(Redundancy): <wdwlwnap
wtinp £ wowlgh
YpYuophuwydwu
pwnwnphgubipht (ophtwly’
ubipdtipubip, nyjwjubpp
Uupunhwunniejwu R34 pwquubn, Muwpwwnhp
wuwwhnynud wwhbuwnwynpnwiutip), wwhwug
npnup Ybpwgunud Gu
fuwthwudwu day Yhwnp:
Lwjinwwnntu
wwunwufuwuwwnnt
wwwhnybnt, np
hwybtwdwjhu 2kpwnp
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lhnyht hwdwntintijh |huh
UP pwp&p dwwnskihniejwu
Gupwlwnnigywdph htwn,
wnpwdwnph wuhpwdtiown
Ywpquwpbpdwu
nintignygubip L
thnpéwnpynudubiph dhongny
hwuwnwinh, np pwnwnphsh
wuhwonnnyejwu ntwpntd
Ynyuophtwy
pwnwnphsubipp wywnndwwn
Yepwny Yytipgutu
gnpdwnnypubpp’
wlfuwthwt dwnwjnyjwu
wuwwhnydwl bwwwnwyny:
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Unuhwnnphug L
whwquwugbip: <wdwlywnpgp
wbinp E niubuw ubppht
Yhpwnwlwt dwhwpnuwyh
dnuppnphugh L
wgnwuowuubph
wywnndwinwgywd
dbfuwuhqdubp' ubpwnjuw
dwnwjniejwu
Yuwpgwyhtwlh, ufuwiutiph
R-235 | |ngtiph, API-h wnnnonipjwl,
w2fuwwnwuph Juwnwpdwu W
wyjwiutiph dwydwu
dnupenphlg, npnlip eny|
Yunwu
wnUdhuhunpwuwnnpubiphu
Ywufuwpgbit b wpwg
wpdwaqwupk| fuunhpubppht’
dhusl npwup dwnwjniejwu
punhwwnnud wnwowgub:
Uwuwnwlwpwpp ywpunwynp

Muwpwwnhp
wwhwu9
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E Gpwfuwdnntig, np
hwdwlwpgp (hnypu
hwdwwnbinth £ YR gnpdnn
dnupenphugh U SIEM
hwdwlwngbph hbwn'
wnpwdwnpbin wuhpwdtion
Ingbp, dGwnpphyubip L API-
utip hunbigpdwu hwdwp:

11. UNKYhSh BLEULU MUKULRLEN

Mwhwugubph | Ppwlwuwgdwu
nbuwy dnuinbkignid

N Muwhwgubp ID Ljwpwagpnipyniu Ophuwly
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Ununp gnpdtint
wuhwynn thnpabip

R-236

Lwdwlwpgp
uwhdwuwthwynw k
Yhpwplynud oginwinppng
Yynnuhg wudwybp dnunph
hwonpnwlwu thnpatiph
npnawyh pwuwyh tywndwdp:

Muwnpwwnhp
wwhwuy

R-237

Ununph wuhwenn thnpdbph
wnwybjwagnyt ryh
gbipwquugdwu wwpwgwjntd
hwdwlwnpqu hupuwotuwwn
htuinwagnid £ dnwnph hwonpn
hninwdp, hwdwdéwju
hwdwywngh
Ywpgqwpbpndubph, Yud
Unnunuwl £ hwiohyp, dhtgh
wndhuhuinpwwnpu wju
Ywpgbwpwgh: Uthwonn
thnpdh wnwybugnyu pyh
gbipwqwugdwu nbwpnid

Muwpwnwnhp
wwhwug
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YEunpnuwwu pwuy

wuhpwdtioun k£ bwl ubpnpqwd
lhup dwunigdwu dbfuwuhqu:

Cwdwlwpql ogwnwwnbptiph
dphwgdwl ubwuup

Uofuwinwopowtiut
Zunuignguiilint '+ 2y | hlupUWfuLN YEpuyny Nuwpunwn
(ubwuuubiph) R-238
wnwnbanud nwnwnpbguntd wwhwu9
HUNUINES wughpdniRjwu npnawyh
dwdwuwlwhwwnywdhg htwnn:
Cwdwlwpgp, ogunwgnndtiiny
wuywunwiubph unwunwpunn
hupuwfuwwn R.239 wwjdwuwpenpetn, bpwgpnd £ | Mwpwwnhp
Uowqgpnudubip Blpwjhu wdjwjubpp’ wwhwuy

unybwgubnt hwdwp
nwnpwddwl, dowydwiu Yud
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pwotudwt hwunntl
hpwhwuqutpp:
Cwdwlwpgp gbiubpwgund k
wnwhwnwhu gpwnnwiubp Muwnpwwnhp
htuinlyw| hpwnwpanieniuubph | ywhwuyg
hwdwp.
Lwahyubiph unbindnd,
R.240 wywhywgnud, thnthnfunid, Mwpuwnhp
yGpwtwnud, wugwwnnwd b wwhwu9
Unwnhwnh Gupwlw htinwgnud:
hpwnwpanienuubin Muwzunuwwuywd optlinubiph
R.241 uinbinénd, thnthnfunwd b Mwpwwnhp
npwug tywundwdp wwhwug
hwuwubihniejntu
R.242 Ununph b Gpp Mwpwwnhn
hpwnwpanientutbp wwhwug
R.243 Untinph U hwuwtbhnipjwu Mwpuwnhp
wuhwynn thnpabp wwhwuy
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Cwdwlwpgt wwwhnynd k
wnwnhwwihu gpwnnidubip,
npnup pwywpwp
nbintynieyniuubp Gu wwhu
wntinh niubgwd
hpwnwpanienutph,
R-244 | hpwnwp&nigjniutibinh mimﬁ’”h”
wnpynipbbinh, htswbu uwl Wt
Uninphunwjht hpwnwpdanientutbph
gnwnnwutinh wnnyntupubiph dwuhu:
pnyuwbinwnyenty Unwnhinwihtu gpwnnwdubiph
pnjwunwynieniup Ubpwnnid
E.
R.245 hpwnwpanyejwu wduwehyp U | Mwpwuwnhp
dwdp, wwhwug
Mwpunwnhn
R-246 | hwdwlwpgh pwnwnphsp, wuwhuwiy
Mwpunwnhn
R-247 | hpwnwpéniejwu wnbuwyp, wuwhuwiy
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R-248

oguwwnhpng/untpjtiynh
hupuntejniup,

Mwnwnwnhnp
wwhwug

R-249

hpwnwpanijwu
wpryniupp/Gipp (hwennnud
Ywd dwfunnnid):

Mwnwnwnhnp
wwhwuy

R-250

hwdwlwpgp
huwpwynpnipniu £ wnwihu,
puwin wnbGuwyh, ginuybint Jwjph
Ywd unipbluinh,
pwgwhwjnywd
wnthnnpuwlwu
hpwnwpdanientuubph dwupt
[nwgnighs, wybh dwupwdwut
nbnGYwwnynieiniu ubpwnbnt
wninhwwihu gpwnndubipnid:

Muwpwnwnhp
wwhwuy

R-251

Lwdwlwpgp
huwpwynpnipinwu £ wtnwihu

nn9 hwdwywnpgh dwupnwpny
yaunpnuwgywd Yunwywpbint
wnwudhu pwnuwnphsutinh
Ynndhg qliubipugywsd

Swulwih
wwhwug
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wnwhwnwihu gpwnnwiubph
pnjwunwyniejniup:

Updwquwup wninhwp

gnpdpupwgh
fuwthwunwiubphu

R-252

Uninhinh gnpdplewgh
fuwthwunudubph nbwpnd
hwdwywpgp whwquugnud L
Ywqdwybpwnipjwu
hwdwwwwnwufuwu
wwonnuwwnwn wudwug:

Mwnwnwnhnp
wwhwu9

R-253

Unwnhinh qnpdpupeuwgh
fuwthwunwubip Gu, ophtwly,
dpwapwjhu/uwppwynpnidwihu
ufuwubipp, wninhnnpwywu
gpwugnidutiph dGfuwuhqup
fuwthwunwubipp W wninhwnh
wwhGuwnwihu
Ywpnnnyentuubiph |pwgnwdp
Ywd gqbpwquugnwip:

Mwpunwnhn
wwhwuy
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Lwdwlwpgp
Uwfuwqggnwgnu £ wnwihu,
Gpp wninhinp gpwnnudutiph Muwnpwwnhp
wwhwwudwu hwwnywugywsd wwhwug
dwywip hwuuntd £ npnawyh
uwhdwuywd swihh:

R-254

Cwdwlwnpqt wwywhnynwd k
wnwnhwnh dwywih Ypbwundwu
R-255 | L hwpybuinynipyniuutip
gbuGpwgubnt
huwpwynpniejntu:
Cwdwlwngp
huwpwynpnipyniu £ wnwhu
hupuwatuwwn dawybnt
hGwnwppppniejnLu
ubpywywgunn Mwpwwnhn
hpwnwpanipnuutinh wwhwuy
wninhunnpulwu gpwnnuiubp’
GluGin hpwnwpanyeiniuubph
swithnpnohgsutinh
punpnyghnipiniuhg:

Muwpwnwnhp
wwhwu9

Untnhuinh dwdwih
Ypbwunnid L
hwaoybunynienitutiiph
gtiupwgnud

R-256
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Untnhunwiht
wbintyniejniuubiph
ww2nwwunientu

R-257

Cwdwlwpgqt wwwhnynd &
wnhunwihu
nbinGYnipntutph W wininhwinp
qnpdhpubiph
wwonwwunyeiniup
swpnnuywd dniinphg,
thnthnfunwihg b 9uonidhg:

Mwnwnwnhnp
wwhwuy

Lbppdwu
pwgwlwjnipiniu

R-258

Lwdwlwpgp
huwpwynpnieintu £ tnwihu
npn2bint wprynp ndjwy
wuhwwp Yuwwnwpbl £ npnawlyp
ghpénnnipjnLu:

Muwpwnwnhp
wwhwu9

10

Lwquanyu
$niuyghnuwinie)niu

R-259

Cwdwlwnpgp wbiwp k
wwwhnyh dhwju bwlwu
Ywpnnnieyniuutipp
Ywpgqwpbnbnt
huwpwynpniejntutpp W
hwwnwy wpgbinw WHwd
uwhdwuwthwynud £ pninp ng
wuhpwdtignn gnpdwnnyrutinh,
uwppwdnunptiph,

Mwpwwnhn
wwhwug
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wpnuninynutph W/ywd
Swnuwjnijniuubiph
ogwnwgnpdnidp:

11

$njuwugdw
wdpnnowywunip)ntu

R-260

Lwdwlwngp ywonmwwunw k
thnfuwiigynn
inbinGyniejnitutiph
wdpnnowlwuntejniup:
hwdwYwngp thnfuwugdwu
pupwgpntd inbinGywwnyniejwu
thnthnfuneynutbpp dwuwsknt
hwdwp gnpdwnpnud
dwoélwgpwiht dGfuwuhgdutp,
Grbt wtntywuwnynieiniup
wwaunwwugws sk
wj|punpwupwihts $hahluljw
dhongubipny:

Muwpwnwnhp
wwhwu9
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Cwjwunmwuh Cwupwybwnnipjuu

YEuwmpnuwlwu pwy

$njuwugdw
gunuuhnipjnLu

R-261

Cwdwlwpgp wwonwwund k
thnfuwtigynn
nbinGYnipntutiph
gwnwuhniejniup:
®njuwugdwt pupwgpnd
nbinGywunyniejwu
swpnnuwd pwgwhwjnnwp
Ywufubnt bywunwyny
hwdwywngp gnpdwnpnid k
owdywgpwjhu dbfuwuhqdubin,
Gt wmbnGywwynipintup
wwonwwuyws sk
wjpuinpwupwih $hahlwlw
dhongutipny:

Mwnwnwnhnp
wwhwu9

166




13

Cwjwunmwuh Cwupwybwnnipjuu
YEunpnuwwu pwuy

Syjwijutipp

gunuuhnyeniu b R-262

ww2nwwunientu

Uwunwlwpwpp wbwnp
wwwhnyh Mwjdwuwaph
opswuwyubtipnid
unpwdwnpywd Ywd dnunp
gnpdwd pnnp
nbinGynieniuubph fuhuwn
gwnwuhniejniup,
wdpnnowlwunteiniup b
wuywmwugnipiniup, ubGpwnjuwy,
pwyg ng dhwju’ Yupgquyynpnn
hwaoybGunynipniuttipp,
yGpwhuynnuywu
hwpgnwiubpp, Pnnbipp
[Ywgdwt b whwpblsnypjuu
$huwtuwynpdwu (PL/UD) ni
wwwndwdhongubiph
hwdwwwwnwufuwunyejwu
nhuytiph quwhwwnwiubpp,
huswbu bwl wy| gquyntu Yud
htnhuwlwihu wnyjwubpp:

Mwpunwnhn
wwhwuy
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Uwunwlwpwpht fuunhy
wnqbynud £ nplk hpwywt
yGpwhuynnuywu nyjwutph
pwgwhwjwnnudp, dowynudp,
thnfuwugnudp, ywwbdbunwp Mwpuwnhp
Ywd nplk wy Yepw wwhwuy
oguwgnpdniip'
ptunmwynpdwu Yuwd
hwdwywngh qupgqugdwu
uwwwwlubpny:
Lwdwlwpgh
punwynpdwt tywwmwyny
wbiwnp £ ogunwgnpdytu
pwgwnwwbu wuwuntt b Muwnpwwnhp
wphbunwlwu («ytind») wwhuwty
wyjwiubin, npnup untindyt
Ywd hwunwunyb Gu
Mwwnyhpwwnnth Ynndhg:

R-263

R-264
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R-265

4P AML/CFT nhulybph
quwhwwndwu
dbpnnwpwunteinLul,
bpwhulynnuywu dnnbjutipu,
guwhwwndwu hwdwywpgbpp b
npwug htwn Juwywsd pninp
dinwynp ubthwwunipjwu
hpwynwupubpp hwdwnpynid Gu
fuunnptiu qununup b Gupwlw Gu
hwwinly wwhwwudwt'
wwhwwubnt 4P owhbipp L
nbnblwwnynipjwu
wupbGYwuGhnie)ntun:

Mwnwnwnhnp
wwhwuy

R-266

Gt wuhpwdtyw k inbinnud
ptunwynpnid, www
Uwuwnwlwpwnph |hwgnpywd
utipyuwywgnighgp wtinp £
$hahlwwtiu utiphw |hup
Mwunyhpwnnth nmwpwoépnid b
quiuyh |hwgnpyuwsd
wofuwwnwyhgubiph

Mwpunwnhn
wwhwuy
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wudhowlwu
yGpwhuynnniejwu ubippn:

R-267

Syjwiubph gwuywgwsd
spNyjwnpywd dnunp,
pwgwhuwjwnnid, dowynid Yud
swpwawhnd Yhwunhuwtw
wwjdwuwgph fwywu
fuwtuwnnud, npp Yhwugbgup
wwjdwlwgph wudhowywu
[(nudwpdwup W
wwwnwufuwuwwnynypjwu'
hwdwdwju gnpdnn
opGuunpnipjw:

Muwpwnwnhp
wwhwu9

R-268

Uwuwnwlwpwpp ywpunwynp
E unnpwanb| wnyjwutiph
gwnuuhnyzjwu b
spugwhuwjndwu
hwdwdwjuwghp (NDA)'
hwdwlwpgh hwdwp

Mwpunwnhn
wwhwuy
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twfuwunbuwd dhowwjp
dnunp gnpdtijnig wnwy:

14

Uuywnwugnipjwl

ptupwynpnud L nhuybipp
quwhwuwnnud

R-269

Uwunwlwpwpp wbwnp
mwpbywu hpwlwuwgup
pwthwugbhnipjwu
ptunwynpnid (penetration
testing) U fungbijhnieyniuutipp
quwhwwnnd' wwywhnybne
hwdwn, np $L/UD
hwdwlwpgp dunwd £
wuywwug: Uwunwlwpwpp
wwpunwynpynud £ ywhweh
nbwpnud lnpwdwnnb
dwupwdwul wuynwugniejw
ptunmwynpdwu
hwoytGuinynyeniuutin: Swulwih
E, np hwdwYwnagp
wwounwwujwd |huh OWASP
10 L SANS/CWE 25
fungtilhnip)nilubinhg:

Muwpwnwnhp
wwhwu9
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Muwjdwuwagpp |ndwpdwu Yud
opGuunpnyejwdp uwhdwuywd
unyjwiutiph ywhwwudwu
pwnwpwywuntejwl
hwdwdwju, pninp wwhywd
wnyjwiutipp wbwnp £ wudunwug
ouoyti’ ogqunwgnpdtiiny

15 | SYjw(ubinh htinwgnw R-270 | npnpunnud plnniugws rn“‘{]‘”‘;’”h”
nwibph dwppdwl Wt
wbifuuninghwubip: Mbwp L
Yhpwndh inywiutiph
yGpwywugqudwu
wuhuwphuntejntt wwywhnynn
dtiennutip (DoD 5220.22-M,
NIST 800-88):
Stintlwwnynipjuu CwdwYwpgp unnignud |
tognwnnie)nil, nbnGlywwnynypjwu
Mwpunwnhn
16 | wdpnnowywunypntu, R-271 | Gogpwnnejniup, hut
quybpniejniu b wdpnnowwunyentup, Wit
hulyniejniu Jwybipniejniup b huynipiniup:
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Cwjwunmwuh Cwupwybwnnipjuu
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R-272

Cwdwlwpgh
pwnwnphsutiph
qnypugwy

Snypwgpnud L
StinGywwnyniejniu
Ubthwywunigjwt Uwuhu:
Uwutuwyhgp wbwnp £ dowyh b
unpwdwnph hwdwlwpgh
pninp pwnwnphgutinh
pURWghY gnypugwuyp,
ubpwnjwy npwug
ubithwwuntejwu
Yupguyhtwyh Epwpbinjug
hwdwwwwwufuwu
thwutnwienpbpp:

Mwnwnwnhnp
wwhwuy

R-273

Pwg Gpwjhu 4nnny
Opwaptiph Ogunwgnpdnd:
Cuwn pwnwpwywunipjwl,
pwg Gipwht Ynnny dpwgntinh
(open-source software)
ogunwagnpdnwdp funphnipn sh
wnnpynid, Gpb npwup sGu
hwdwuwwwnwuluwuntd

Mwpwwnhn
wwhwug

173




Cwjwunmwuh Cwupwybwnnipjuu
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wuywwugnipjuu W
wowlgdwl ywhwugubphu:

R-274

Eppnpn 4nndh Opwigpuht
Uwwhnydwu Uswlygnipyniu:
Cwdwlwngh pwnwnphgutiph
dwu Yuwadnn Gppnpn. Ynndh
opwagpwihu wwwhnynudp
(third-party software) wbwnp E
lhup wpnh, b npwtg
wowlgdwu (support &
maintenance) dwdlbwnp swbiinp
E ipwgwd [huh: <uwgwd Ywd
wlwwounwwt dpwagpwjhu
wwwhnydwu ogquwgnnpdnidp
wupnywwnbh k:

Muwpwwnhp
wwhwu9
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Lwjnwwnniu inpwdwnpnid
dbfuwuhqdubp’
thwuwnwpenpwynpywd
pupwgwywngtinny, npnup
peny[ Yunwtu hwdwywnpgp
fuwthwunwihg Yud
wluwnpnieiniuhg htwunn
Cwdwlwpgh yGpwlwuqub b
ypwywugunud b R-275 | ytpwlwqgdwynpbi| hwyintuh
ytpwywgdwynpnud wuywwug ypbwyh:
Lwjnwwnnwu hwdwlwpgh
wdpnnowyw
yGpwywugunuwip L
yGpwywgdwynpnwip
ubipwnnud £ npwtiu
wpunwlwng hpwyhtwlubph
wwuh thnpédwpydwu dwu:

Mwpwwnhp
wwhwuy
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Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

Cwdwlwpgh
uwywuwnydwu
pwnwpwlwunieniu b
pURWgWlwnghn

R-276

Lwjnwwnniu dawynid b
unpwdwnpnud k. (i)
hwdwywnpgh uywuwnpydwu
pwnwpwywuntejwu pnpduwy,
thwuwwpenpwhu htup, npny
uwhdwuynud GU bwywunwyp,
2ngwiwlubipp, nbipipp, b (i)
hwdwlwpgh uywuwpldwu
pwnwpwywuntejwu b npw
htiin Yuwwywd hwdwlwpgbiph
uwwuwpydwu huynnnipjwt
hpwlwuwgnwit wwwhnynn
$npduy,
thwunwpenpwynpywd
pupwgwywngtip:

Mwpwwnhp
wwhwuy

20

dwdwuwyhu
uwywuwnyntd

R-277

Lwjnwiinniu uywuwnynwi ni
wowlgnipntut wwwhnynud |
hwdwdwjutigywd
dwdwuwlywhwwnywsh
hwdwp:

Mwpunwnhn
wwhwug
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Cwjwunmwuh Cwupwybwnnipjuu

YEuwmpnuwlwu pwy

Lwdwlwpgh
thwuwnwenpetip

R-278

Lwjnwwnnu fhwgnpywd
wuduwlwquhu
hwlwwwwnwufuwu
thwuwnwpenptp § npwdwnpnud
hwdwlwnpgh Jtpwptipjwy:
Pwunwenprbpp UGpwnnud Gu
wndhUphuinpwwnnph b
oglnwagnnpdnnh ninbtignygubin,
npnup inbnGlwwynipniu tu
wwpniuwynud® (i)

hwdwywngh Ywpgwpbpdwu,
inbinwywjdwu W
owhwgnpddwu, W (ii)
hwdwywnpgh wudunwugnyejuu
wnwuduwhwwnyniejniuutinhg
wnpnyntbwybitnnpbiu ogunybnt
YGpuwipbinjwy:

Mwpwwnhp
wwhwuy
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Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

“nudhgnipughwih b
®nihnfunyejniutiph
Ywnwywpnid

R-279

Uwuwnwlwpwpp wbwp
ubiplwywguh, np wnwywnlynn
wwwpwuwnh hwdwywpgp
guignud | Ynuphgnipuighuh
W thnthnfunyeyniutiiph
Ywnwywpdwu wywonnuwlwu
gnpdpupwgh ubippn, ubpwnjw
wuynwug pwpdwgnwiubph
hpwywuwgnup,
thnthnfunypyniutiiph
thwunwgpywd dwwnjwuubipp
U hpduwwu
thnthnfunyeyniutph Yuwd
nuinnuubiph ybpwpbpjw
Mwuwyhpwwnntht dwunwgbint
dbfjuwuhqup:

Muwpwnwnhp
wwhwu9
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Eppnpn. Ynndh |hgbughw

R-280

GRrt wnwowplyynn |nddwu
hpwlwuwgdwu hwdwn
wuhpwdtiown E Gppnpn Ynndp
thgtughwyh dtinppbpnw Yuwd
oglnwgnpdnud, YEUnpnuwlwu

Mwpunwnhn
wwhwuy
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pwuyp nplk
wwnuwynpniejntl snwuph
punntubnt wyn dwuny
hwjwnwunnth wnwowpyp Ywd
ypGnL npw htn Yuwywsd
hpwywlwu, $huwtuuwlwu
Ywd nbhuuhluywu
wwpunwynpnieniuubp:

12. LCLEKULNR SERLPYULUL MUKULRLEN

Mwhwugubph | Ppwlwuwgdiwu
Mwhwugubp ID Ljwpwqgpnipjniu s e Ophtuwy
(Gwpd dpwagpwihu
Lwdwlwpgnid wuwwhnynud (Latest Software
ogwnwagnpdynn Versions)
Spwagpwynpdwt Ynnbipp | R-281 | KwdwYwpgh dpwgnpwjhu mi{:ﬂ:ﬂnhn
(bnghts huwpuwynn Unninp, wdwiubinh AT
wnwppbpwlyubpu Gu: pwquubpp b dpwagpwynpdwt
$nbydynppubipp witinp £ |hubiu
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ytpoht hwuwubih Yuniu
wmwppbpwyubpp:

Mbwp L wwwhnddh, np
hwdwlwngh pninp

R-282 | pwnuwnphsutinp ubiplwyniu rn“‘{]‘”‘t‘;’”h”
wowlgynid tu HILHY
wpwwnpnnubiph Ynndhg:
2utwnp £ oquwgnpsdytiu

R-283 | nwnwnbgyws Ywd htwgwd rn“‘{]““t‘j‘“h”
inbfutininghwiubin g
Upgbiynid £ oguinwgnndt)

Spwagpwjhu wwwhnynd, nph
wpuwnpnnp ud dawynn
funwipp wwonnuwwtiu Muwpwwnhp

R-284

hwjnmwpwnb| £ npw wwhwuy

wowlgdwu nwnwnpbtgdwu
dwuht (EOL - End of Life, EOS
- End of Support):
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Uudwnwugnypjuu
pwpdwgnwiubip sumnwgnn
dpwgnbipp witinp k

R-285 | thnjuwphuytu Ywd
pwndwgytu
hwdwwwwnwuluwu
wj[puwnpwupubipny:
Lwdwwnbnbihnieniu b
wowlgnd

Uwutwyhgp wwpunwynp £
wwwhnyb|, np wnwownplynn
[nwnwip gnpdh npwbiu
huwntigpywd hwdwlwpg,
R.286 | "MNbN pNINN SpwiGNIh Mwpuwnhn
pwnuwnphgutipp (hnyht wwhuwtg
hwdwuwnbinth L
thnfugnpdniuwy Gu
Cwdwlwpgh punhwunyp
dwpunwpwwbinnyjwu W
ghpdwnuwywu dhowywynh
opowuwlubipnd:

Mwnwnwnhnp
wwhwuy
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brénnnré ununl;ihh ?quhnn
wp £ niubuw
R-287 ?nl.{wpnwdwdqhm Tupunwnhp
wowlgnipjw Gpuwptuhpubin Lwhulig
(Long-Term Support - LTS):
Lbpnpdwt wwut wnujwqu
ubpwnnud £ hGunlywp.
w) <wdwyw
R-288 ptzjqquhlzbbr;l?whdhwgdwh L rn“‘{]‘”‘;’”h”
Uwuwnwlwpwpp wbwp | inbinwnpniejwt ufubidw, HEnee
ubplwjwgup R-289 p) Swugwjhtu dhwgnidubiph Muwpwwnhp
hwdwlwpgh ubpnpdw Uywpwgpnie)ntun, wwhwu9
wjjwiu: 4) SYjwiubinh hnupbiph —
R-290 | uywpwagpnieiniup, nbu
Sdwwwnlybip 1-p Wwhwlg
Rogy | M “nudhaninughnt duyitipp | Nwipuwnhp
U npwtg uwpwagpniejniup, wwhwuy

182



Cwjwunmwuh Cwupwybwnnipjuu

YEuwmpnuwlwu pwy

&) wdwywnpgh uywuwnpydwu

U gnpdniuwynipjw
wwwhnydwu hwdwp Gppnpn
R29) wudwug/dwwnwlwpwpubiph Muwpuwnhp
Ynnihg dwwnwlwpwpynn wwhwuy
ntuntpuubph pwnwnphsubph
Uywpwgpnie)ntup, gwuyp L
wuhpwdtown dwywjubipp:
Uwuwnwlwpwpp
wwunyhpwwnnth
dwulwgbinubiph
dwulwygnipjwdp
duwynpnud | R.293 Muwpwwnhp
«Pnpdwplydwi» (Testing wwhwu9

Environment) L
«Upunwnpwlwi»
dhowywyntin (Production
Environment):
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13. N\RUNKRSNRU L NRUNKRULULUYL L3NKEEN

Mwhwugubp

Pwumnwpnrwynpnid
(Pninp dtipwptinbih
gnpdwnuntejnLuubin ni
nbinGywunnt
dnuwplubpp L djnwu
thwuwwenprbpp, npnup
wuhpwdtiown tiu,
npwbugh wwwhnybu
Spwanbiph Jntpwpwugnip
wmwppt hp nng ubipnidny
owhwgnnpdbint
Uywpwgpnipniuubpp,
wbiwp £ nnpwdwnpytu
ogwnwwnbiptiphu:)

ID

R-294

Ljwpwqgpnipjniu

Oguwgnnpdnnh dbnuwpy:
Mbuwnp £ vnpwdwnpyh
dwupwdwul ognwgnpdnnh
atinuwpl, npp Ypwgwnph
hwdwlwpgh hhduwlwu
$niuyghnuwinyeniup: Uju
whinp £ ubipwnh puy wn puwj|
hpwhwuqutip, hwdwlwpgh
Uwyhqughwjh nintignygutip L
fuunhpubiph (NWdwu
funphnipnubn:

Muwhwugubiph
nbuwl

Mwpwwnhp
wwhwuy

hPpuwjwtwgdw
Unwnbtignud

R-295

(thuluwjhu dnnbjubiph
nintignyg: Mbwp £
unpwdwnpyh hwwnny
nhulwihu dnnbjubph
nintignyg, npp Yubiplwjwgup,

Muwpwwnhp
wwhwuy

184



Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

G huswbiu £ hwdwlwngp
hwodwpynud nhuybipp, huswtiu
Ywquti| nhulwjhu
wwpwdbiinpbpp L huswbu
dyuwpwub) nhulwhu
quwhwwunwywuubpp:

R-296

Nwnwuwlwu dpwghp:
Cwdwlwpgh htwn whinp L
unpwdwnpyh nunuduwyw
opwghp, npp Yubipuywguh
nwupupwgubph ptdwubpp L
unuebipp' ubpwntiny Y
hhduwlwu oguwgnpdnnh
nwnignud, b el wnwownby
nhulwihu dnnbjubph
wnbfuuhlywubp:

Mwpwwnhp
wwhwuy

R-297

Unwohu dwlwpnwyp
wowlygdwl nintignyg: Mbwp £
unpwdwnpyh wnwohu
dwlwpnwyh wowlygdwu
nintignyg, npp Yubipywjwguh

Mwpwwnhn
wwhwug
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punhwunip fuunhputiph
[nddwu pwyGpt nt

gnpdpupwgubipp, ubpwnjw|’

Cwdwlwpgwyhu

R-298 | utuwutiph [niddwl r”“‘{]““t‘j‘”h“
hhdniuputin WILNWHg
Lwbwlu wnpynn hwpgbip
R299 (FAQ) W oguinynnubinh Muwpwwnhp
wdbUwwnwpwdywd wwhwy
fuunhpubiph Wwwwufuwuubpp
<pwhwuqubin’ fuunhpp
R-300 | Pwnanwguti wytih pwndn Mwpunwnhn
dwlwpnwyh wowlygdwu wwhwug
hwdwp
Stjuuphywywu 2whwagnpddwu
nintignyg: <wdwlwngh
R-301 owbGpwwnpubph L Muwpwwnhp
wnUdhuhunpwwnpubiph wwhwu9
hwdwp, gnidwpwd'
dwdwuwlwgnygh
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wwppbpwpwp uywuwpynud,
wnyjwiubiph wptuhywgnud,
dbfuwuhquubiph
yGpwywuqunud,
wwhnwwnwjhu

UnYuophuwynud, fuunhputiph
ybGpwgnud b wyu:

APl uwhdwunwiubp: Mbwp k
hwuwubih |huh API
uwhdwunwiubph

wdpnnowlw thwpbep, npp

R-302 | Yoquh dpwagpwynpnnubphu rﬂw{]lmtljthn
huwnbignti| dpwgpuwyht e
[ndnWdp/hwppwlyp wy|
hwdwlwpgbph htiwn: Uw
wbiwp k ubpwnp’

R-303 API tipouwybiintinh Muwpwwnhp
wdpnnowywu guuy wwhwu9
Cwywunwgpdw

R-304 | ywpnunynjubpp' ﬂwrr:mttj.mhn
wnpdwuwanniejniuubipp HANWHY
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Syjwjubiph duwswthh

R-305 | uwhdwunwiubpp dnunp/biph Tupunwnhp
wwhwuy
hwdwp
R.306 Lwpgnudubiph W Muwnpwwnhp
wwwwufuwuubph ophuwyubip | Wwhwuy
R.307 Rate limit W ufuwjutiph Muwnpwwnhp
dowydwu pwnwpwywunipniu | wwhwuy
R-308 Stjuuhywywu Muwpwwnhp
uwhdwuwthwynwiubp wwhwu9
Opwgph  (Ywd  hwdwlwngh)
R-309 | towbiwynipynitp L Yppwndwt | WD
wwhwuy
2nowtiwyp,
opwgph  Ywaqdp,  npw
Cwdwluwngh R-310 | owhwgnpddiwu hhduwlwu rﬁw{:mﬁmhn
wnUdhuhuinpwwnnph ulgpniupbing, wwhwug
nintignyg
dwnwlwpwpdwtu  hwpebpp Muwnunwnhn
R-311 | (pt Upwd sk wnwudhu whuwl
thwuwnwpenpenld), " :
R.31p | onwanh Y npw | Mwpunwnhp
pwnwnphgutiph wwhuwtg
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hwdwlwpgwhu
wwhwugubipp,

R-313

pwnwnphsubiph - inbinulwdwu

Uwfupuwnpkh
hwonpnwlwunyeniup,

Mwnwnwnhnp
wwhwuy

R-314

dpwgnh Ywd npw
jnpwipwignip - punwinphsh
wnbnwlwjdwu gnpdpupwgn,

Mwpuwnhn
wwhwuy

R-315

dpuwignh wwnuwnhn
Uwfutwywu
Ywpgwpbpnwdubph
hbppwlwuniejniup,

Mwpunwnhn
wwhwuy

R-316

pwnwnnhsh intinwnpyud
wwwbbkubph dhdjwug
huwnbtigpdwu ninhubipp,

Mwpunwnhn
wwhwuy

R-317

dpwaph huwntigpnudp, ophtwly’
Spwagnpwjhu wuwwhnydwup,

nyjwjubph pwquyh uipybipht,

Mwpuwnhn
wwhwug

R-318

dpwagph owhwagnpddwu
Gogpunigjwu YGpwhulydw

Mwpunwnhn
wwhwuy
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Gnwuwlyutpu nt
wwppbpwlwunyeinwup,

R-319

gnpdénn dpwgph wwwdkuubph
pupwghy wwhuwwudwu

Ywpap,

Mwnwnwnhnp
wwhwuy

R-320

pninp  htwpwynp  odwunwy
fuunhpubiph (niddwu unpgp,

Muwnpwwnhp
wwhwuy

R-321

wnpwwlwng hpwyhéwlutipp b
npwug hwnpwhwpdwu
Gnwuwlubpp,

Muwpwnwnhp
wwhwuy

R-322

wnudhuhunpwwnhy ywhwuwyp
ogwnwwnhpng hunbppbju

Muwpwnwnhp
wwhwu9

R-323

hpwdwuhp wnnh
hwpdwpwupubpp U npwug
gnpdwnlydwl pwpwlwngp,

Mwpunwnhn
wwhwuy

R-324

Unudhgnipwghnu  pwytipp b
npwup gpbnt Ywunuubpp,

Mwpunwnhn
wwhwuy

R-325

control script gpbijnt |Ggniu:

Mwpwwnhn
wwhwug
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Uwunwlwpwnpp
wwpunwynpynud
hpwlwuwgub| wnweohu
nwupupwgubpp Uwjupwu
hwdwlwpgh ubpnpnuip'
Uwfuwwwunpwuwntiiny
wuduwywqguhu hwdwywnpgh
uwhntu 2whwagnpddwup:
Uwutwynpwwbu’
Oquwnbinbinh/nbluthyuw wbulhyuiuis hapl Mwpuwnhp
Ywu phdh nwnignd R-326 | wnUywql hwdwlwingh wwhwu9

’ gnpdwpydwu, APIs,

YpYuophuwydwu W
wwhwwudwu
opswuwlutipnud, huy PL/UD
prhuht' wnujwqu nhulbpp
dnnbijubiph, Ywufuwnqgtijhg
hwdwlwnpgh, yuwhwuwyubpp
U hwoybuinynnwwuniejwu
ybpwpbipjw: Swuywih £ uwl
hpwlwuwgub] nwupupwgubp
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phqubu ybpndwpwup L
dtubodbupeh hwdwp:

Uwuwnwlwpwpp
(Ownwyniejniuubp
“twupupwgubtipnp wbwp dwwnignnp) ywpuwynpynid
hpwlwuwgytu E ppwywtwgub) nmwpblwt
nwpbywu Yupdwdpny' R.307 ypwwwuinpwundwu Muwpwwnhp
Ownwjnientutbp nwupupwgubp, npnup wwhwu9
dwwingnnh Ynndhg' 4P ninnywd Gu hwdwlwpgh
wwhwuony: wpryntuwytitn Yhpwndwp,
wuyunwugnipjwu

wuwwhnydwup U unp
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gnpdwnnyputiph jnipwgdwup’
Mwunyhpwwnnth wwhwuony:

14. eNraurunru/EeUSULNrNhU

Mwhwugubiph | Ppwlwuwgdiwt
N Muwhwugubp ID Ljwpwgpnipyniu T i e Ophuwly

Uwunwywpwpp wtwp £

Spwdwnph pninp hwdwwwunwufuwl
thwuwnwpenprtpp (Uwupwdwulbph
Stinwnpdwt Juybpwgnd hwdwp wntu NRUNRSNRU L
(Deployment validation) R-328 | NhUNRUTLUYMUL L3NREEN), ubpwnywy
inbnunpdwu unngdwu gnigwyp,
Ynudbhgnipwghwih b hunbigpdwu
wwwhnydwt thwunwpenpbipp:

Mwpwwnhp
wwhwug
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R-329

Uwunwlwpwnb), yupgqwynpbip W
wwwhnybip wuhpwdtigun pninp
nbfuuhywlwu wowlgnieiniup
Cwbwfunpnht' |nddwu hwuwubih
dniuyghnuwinieyniuutiph hunbigpdwu
gnpdpupwgnut’ wwwhnybiny npwug
lhwndtp hwdwwwwnwufuwunye Nt nt
hwdwuwnbinthnyeynitup Kwbwfunpnh
hwdwywngbiph hbwn:

Mwpuwnhp
wwhwug

R-330

Uswlghb| Kwbwlunpnhu ubipphu W
wnuwpht hwdwwnpgbphu dhwgdwu
gnpdpupwgnud’ ipwdwnpbiny
funphpnwwynyeniu, wnGuuhlwywu
wowygne it b dwutwghunwywu
Swnwyniniutbip’ puwn
wuhpwdbtionniejwu:

Mwpunwnhp
wwhwuy

Yunpnp whwnp £

Muwnpwwnhp
wwhwug

194




Cwjwunmwuh Cwupwybwnnipjuu

YEunpnuwwu pwuy

R-331

Uwwhnyb| wuhpwdboun dhowdwjnp,
ubpwnw|' gwugwihtu hwuwubhnieiniup,
wuywmwugnipjwl pnyjwwnpnijniuubipp,
ptunwihu dhowwjptipp bW hwdwywnpagh
Ywpqwynpdwt nt huinbtigpdwu hwdwp
wwhwuoynn wj| bwuwwwydwuubpp:

Mwpwuwnhp
wwhwug

R-332

Uwwwlwpwpp Ynndhg inpuwdwnpgwsd
thwuwwpenprtph hhdwu Ypw
hpwlwuwguh hwdwlwpgh
ynubhgnipwghwt' yepwhuynnuiwu
gnhpdwnnyprubinh npwdwpwunijwup W
nhuytiph dGpnnwpwunyejwun
hwdwwwwwufuwu:

Muwnpwwnhp
wwhwug

R-333

hpwlwuwgub| hunbigpdwu
w2fuwwnwupubipp, wju pupwgpntd
dwwnwlwpwpp wbwnp £ |hwpdtip
wowygnipeniu b odwunwyniejntu
gnigwpbiph <wbwlunpnh phiht' wnwug
huwnbigpdwut wnusynn wowlygniejwu
hwdwp npluk (pwgnighs yéwnp quiudbine:

Muwnpwwnhp
wwhwug
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R334 Lwuwnwwnh, np gwugwjht b hunbigpdwu | Mwpunwnhp
ytwnbpp gnpdnwd U pun bwjuwwnbujwsdh: | ywhwuy
R.335 Jdbpwuwih b hwunwwnh npwdwnpywd Muwpwwnhp
thwuwnwpenpbnp: wwhwuy
Muwounnuwwbiu hwuwmwwnh
wwwnpwuwnwlwdnypinup punniudwu
R-336 | phunwynpdwt wugubnt hwdwp' dhwju rn&j{:ﬂlj”mn
inbinwnpdwu hwenn ywytipwgnidhg " 2
hGun:
Stnwnpdwt Juybpwgnwip hwdwpynid £
hwonnywd, bpb'
R.337 | SWiwlwngh pnjnp punwnphgubinn Mwpuwnhn
w2fuwwnnud Gu W hwuwubh Gu: wwhwug
R.338 StnGlwwnywlwl wuywnmwugnie)ni ni Muwnpwwnhp
huwnbgpwghwu hwunmwunyjwsd Gu: wwhuwy
R-339 Unudhgnipwghwu hwdwhnius Muwnpwwnhp
ytpwhuynnulwu wwhwugubphu: wwhwug
) . | Mwpwwinhp
R-340 | 2wt duwgwé inbjuuhlwlwu fuunhpubin: wwhuwg
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R-341

Fninp wuhpwdbyn hwuwmwpnebpp
ubipyuwjwgywsd b hwuwnwundwsd tu
Sunpnh Ynndhg:

Mwpuwnhp
wwhwuy

Cunnwudwt ptunwynpnid
(QA+UAT) hwdwdwju
ISO/IEC 12207, ISO/IEC
90003

R-342

Uwunwlwpwpp bGpluwjwgund
pGunmwynpdwtu wjwu, ubpwnjug
ptumwynpdwu nintgnygp W punniudwu
swithwuhoubipp, npp huwpwynpnyeniu
wnwhu guwhwwnb]’ wprynp nmbnunpywé
hwdwywnpgp hwdwwwwnwufuwunw k
Qunpnh phqutiu, $niuyghnuwy,
wpuwnpnnuywuntejwl,
wuywmwugnipjwu U oginwgnpdtijhniejwt
wwhwueubpht' hhduytiny hpwywu
ytpwhuynnulywu ugbuwpubph L
pGunwhu ntiwpbiph Ypw:

Mwpwwnhp
wwhwuy

Uwwnwlwpwph ywpunwlwuniejniuubip

R-343

Uswlgb| Funpnhu pliunwynpdwt
nupwgpntd’

Muwnpwwnhp
wwhwug

R-344

Oqutiiny ptpniejntuubph gpwugdwu b
nwuwlwpgdwu gnpdpupwgntd

Muwnpwwnhp
wwhwug
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Uwwhnybiny dwdwuwyhu

R-345 | wuuwppnipniutbph yGpwgnud b fﬂwEmt:ur}hn
ufuwjubtiph/ptipnieiniuutiph ounynwd HIINLIHY
Ll pninp fuunhpubiphu
ptnnipntuubGph/ufuwutiph

R.346 gpwugwdwwnjwund’ ubipwnyw Muwpuwnhp
Ywpgwyhbwl, |ponipiniu (severity), wwhwuy
(ndwu wduwpehy b ybipwpbunmwynpdwu
wnnyntup:

(FGunwynpdwu wjwnpunhtu npwdwnpb

R.347 wdihnth hwoybnygnieint’ phunnwynpdwu | Mwpwnwnhp
dwoéynyreh W hwjnmuwpbpjwsd fuunhpubph | wwhwuy
YGpwpbipjw)

Qunpnp wwpypwlwbniypnibubn
Spwdwnpb] wdpnnonipjwdp gnpdniuwly

R-348 | phunwhu dhowdwn' hwdwhniuy “WwEth:Jnhn
wnunwnpwywu Ynuphgnipwghwyhu: HINLIHY
hpwywuwgub| yapwhuynnuwu

R.349 hpwlwu nbwpbpu wpunwgninn Muwnpwwnhp
phunwihu ugtuwnutp (on.' nhuyh wwhwuy

qUwhwwndwu 6onnid):
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Jbpwuwgb) unwgywd wpryniupubipp'
Jwhwuwlubip (dashboards),

R-350 | wgnwuowuubp/Ywpdhp npnawlubp L Mupinwnhn
hwaytwnynipniuttip' donnuyejwt W Wwhwtg
hwdwwwwwufuwuniejwu wbuwuljniuhg:

Spwughbi| pninp wprynupubipt nu
ufuwubpp/pbpnenuutpp’ hwdwdwju

R-351 | uwfuwwbu hwdwijiwjhhngé J Muipuiwinhn
nwuwywpgdwu dbpnnwpwunipjwu (on.' Wwhwtg
YUnhwnhywlwl, Pwnpép, Uhohu, Swop):

Jwybpwgub| ng niuyghnuw| hhduwlwu

R.352 wuwbyuubipp' ubpwnw hwdwlwpgh Muwnpwwnhp
wnuwnpnnwywunientl, hpwywunt wwhwug
dnunp, ogquwgnndthniyeniu:

Cwuwnwwnbi|, R wprynp Jntpwpwyjnip

wwhwuy pwdwpwpjwsd ' Guking

twhuwwbiu uwhdwh\t{wé punniudwu Muwpnwnhn
R-353 | swhwuhoubiphg (op.” wlyuywynn wwhuwlg

dhwynputip, woluwwnwupwihu hnupbiph
dogpunnieiniu, hwoybinynyeyniutiiph
hwdwwwwwufuwunyeniu):
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rFupnwynpnidp hwdwpynid £
«plinniijwdy», bt'

Pninp phqubu ugbuwnubipp |hwndtp

R-354 | wofuwwnu BU' wnwig m“‘{]‘mt““”h”
utuwubiph/phipnuejntutiinh: HILIHS
.| Mwpuwnhp
R-355 | Pwg ufuwjubip/ptipnyeniutbp stu duwgh): Wwhuwlig
Cwunwwnyb| Gu wpdbpw)hu
hwwnywuhoubpp $nibyghnuwinyeiniu, Muwnumwnhn
R-356 | wpwnwnpnnwywuntejntu, hut
oguwagnpstijhnyentu, wuwnwugnyeiniu b HINLIHY
huwnbigpnud:
(FGunwynpdwt thwuwnwenptpp,
ufuwubpp/REpnLEeNUGNh YGpwpbpjw
R-357 | dwunywutibipp L oinldwt rn”‘{]‘”‘;‘”h”
hwoybnyniegnitibinp Yapwtiwyws b tihttg
hwuwnmwwnydwd Gu Sunpnh Ynndhg:
3nipwpwgnip fuunhp, npp gpwugynd k
(atipnipniuubph/ufuwjutiph R-358 punndwt phunnwynpdwt (QA+UAT) Mwpwwnhp
onyntd pupwgpntd, wtwnp £ nwuwywpgyp pun | ywhwug

IPontRjwu dwlwpnwyh.
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YUphwnhywlwu (Critical) - Fungpunnunud k
AML/CFT hwdwYwngh twlwu

Mwpuwnhp

R-359 | $niuyghnuwinipniup (on.' nhulyp ufuw whuwl
quwhwuwnnud, nyjujubph ubipdnddwu “ 4
dwunnnud)

Pwpap (High) - Ugnnw £ hpduwywu
wotuwwnwupwiht hnuptiph Jpw (op.'

R-360 | wqnwuwuh/Ywnpdhp npn2h ufuw miﬁ:ﬂﬁ"}hn
Luywwgnid, Juwhwuwyh " 2
wlwoluwwnnuwynipniu)

Uhohu / Swdp (Medium/Low) -

R-361 | 2unspunninnn (non-blocking) dhokiptiuh mﬂ:ﬁ]ﬁ"‘h”
utuwiubn Ywd wnwewnyutin WILIHS
(FGpnipnuubph/ufuwiutiph 2nynud:

Uwunwywpwpp wwpwnwynp £
Mwpunwnhp

R-362 | Yhpwnbi| mbfuuhlwywu snynwiubip Wwhuwlg

R-363 Owwnhdwwgutb| Ynudhgnipwghwubpu nt | Mwpwwnhp
wwpwdbinpbpp wwhwug
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R-364

(Fwndwgubi| API-uGpp Ywd
hunbgpwghwubpp' wuhpwdbounnipjwu
nGwpnwd

Mwpuwnhp
wwhwuy

dbnwpbupwynpnid U thwldwt
qnpdplpwg

R-365

Gunynwdutipp nbnwlywjtinig htiin Yunpnp
UYpyhtu hpwywuwgunwd £ dwhunnywd

ugtuwp(ubp)p phunwynpnd’ fuunph
(nnwip hwuwnwwnbint bwwwnwyny:

Mwpwuwnhp
wwhwuy

R-366

Pwynudp pnyjwwnpynud £ dhwju SFunpnh
Ynndhg hwunwundwu W
thwuwnwpnpwynpywsd
ybpwpebunwynpdwu hweonn wpryntuph
wwpuwagwjntd:

Mwpwwnhp
wwhwuy

ratpnuyeynibiibnh/upuwtnh oipnldwti
thnyn hwdwpynid £ hwonnnipyudp

wwpindwé (punniidwd), bt

R-367

Pnnp pbipniegnuubipp/ufuwiubpp
thwyywsd tu b hwunmwundwd Sunpnh
Unndhg:

Mwpwwnhp
wwhwuy
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R-368 Ybpwpebunwynpdwl pupwgpnwd unp Mwpuwnhp
ptipniejniuutip s6U h hwjwn GYG(: wwhwug
.| Mwpunwnhp
R-369 | Pninp hwpgtipp hwuwmwpnrwynpywsd Gu: Wwhuwlg
R.370 (Fwpdwgywd phpniyeniutbph dwunjwup | Mwpwuwnhp
hwunwwnydwsd £ Funpnh Ynndhg: wwhwug
®Pnpduwlwu whwgnpddwu thnyp wbinp
E YyGunpnuwuw yGpwhuynnuiywu
npdpupwgutiph woluwwmwupw)hu
R-371 ﬂnEpEnEL{SJL{hTLJgLZII;U qu‘p " Tuwpunwnn
oguwannpstiiny hpwlwu nyjwubp: Wwhwtg
Npwbu wunu, pungpyynwd Gu hGinlyw
Pnp&uwlul gnpdwpynud hhduwlwt pwnunphsubpp'
(Pilot operation) 2379 | Phulih GUwhuwnduwl ipwdwptingsind | Nupuwnhn
] U wgnwupwuwht 2tdkp wwhwlg
R373 | Ywpdhp npnawlyutiph gbiubpwgnud L Muwnpwwnhp
Jwhwuwyubip wwhwug
o Yhgnwwhqughw/<woybinygnieiniuubiph | Mwpunwnhp
R-374
duwynpnud wwhwug
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®npduwlwu 2whwgnpdndp Uwwinwy
sntuh hwdwlwpgh pninp $nulghntiwg
huwpwynpniejniuutiph wdpnnowlwu
phunwynpnid Yuwnwpbnt, wy|

R-375 | wwywhnytint, nn yGpwhuynnuiywuu
hhduwywu wnpwdwpwunieiniup gnpdnid k
dogpwnnpkit, U ogunynnubipnp Ywnpnn Gu
Ywinwpby hpkiug Ywplnp
gnpdwnnypubipp:

bnpdbwlwt pwhwagnpdnidp hwdwnpynid
E hwonnywé («ptinniijwé»), brat'
Jdbpwhuynnubipp Yuwpnnwunw Gu
wdpnnoniejwdp hpwywuwgub) Mwpwwnhp
wluwwnwupwjhu hnupbipp' wnwug wwhwuy
Ewlwu funspunnunph Ywd dwfunndwu:
®npdwpldwt pupwgpnid stu
wnpdwuwagnpynwd nhulyh guwhwwndwu
R-377 | mpwdwpwuntejwu Yphinhlwlwu
ufuwutp Yuwd hwdwlwpgwihu
fuwthwunwubip:

Mwpuwnhp
wwhwug

R-376

Mwpwwnhp
wwhwuy
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Ogwnynnubipp hwuwnwwnnid Gu hhduwywu
windtipwiht swiinpnohgutiph (ophtiwly

R-378 | nwuyghnuwnipjnil, mwr[:mt:ur}hn
ogwnwagnndtiihnie)ntl, nhuyh quwhwuwnnid, HILIHY
Uwyhqughw) pwywpwp |hubp:
Lwfupwt 2whwagnpddwu
R.379 wwwnpwuwnwlwdniyjwt hwuwmwwnndp, Mwpuwnhp
whinp £ wdpnnoniejwdp wjwnwnybu b wwhwug
hwuwnwwnybu htnlyw hnybpp'
Stinwnpdwu Jwybpwgnw (Deployment Mwpwwnhp
R-380 Validation) hwu
cwhwgnpdiw Wuihibiy
wwinpwunwlwdnipjut | g_3g¢ | FNINN Unnnyubinp ntinuinpdws b, Mwpiwnhp
hwuwnwwnnwip (Go-Live Ynudhgnipwgywsd b hwuwubih wwhwg
Readiness Sign-Off) R-382 Oguwgnpdnnh punniudwu phunwynpnd | Mwpuwnhp
(QA+UAT) wwhwuy
R.383 Fninp $niuyghnuwy b ng pniughntuwg Mwpuwnhp
wwhwuoubipp Juybipwgywsd tu wwhuwy
(atipnieyniutiph 2nynud (Defect Mwpuwnhp
R-384 .
Resolution) wwhwug
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R 385 Pninp fuunhpubpp wwownnuwwbu Muwnpuwnhp
wlyyws bu whwt
thwyy Y 2
: TMwpunwnhp
R-386 | Pnpauwywt 2whwagnpoénid (Pilot run) wuwhwg
YUnhnhywywu/hhduwlwu
R-387 | waluwwnwupwihu hnupbipp gnigunpywsd fﬂﬁrr:ﬂ:ur}hn
U hpwlwu ogunwwnbiptiph Ynndhg l” >
R.388 4P AML dbpnnwpwunypjwu hwonnywd Muwpwnwnhp
wlwuwgnid whwu
hpwywiwg Wt
Cwjwunwuh Yeuinpnuwlwu pwuyh (YUR)
uwhdwuwd AML/CFT nhuytiph Mwpwwnh
R-390 | quwhwundwu dbpnnupwuniginiup |hnyhu wyr:w‘u o
ubpnpyws, thnpdwpyqws b Jwybpwgywsd . 2
E Cwdwlwpgh db:
Jdhpwwwwnpwunmdwu wdwpun (Training
R-391 | Completion) (nb'u Hnifu 13 m:ﬁﬁ:ﬂﬁmhn
dwupwdwutbiph hwdwp) - 2
R.392 Jdbpouwlywu oginynnubtipnh Muwpwwnhp
Yepwwwwnpwunnud® yepwhuynnubiph, wwhuwug
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ybpnwdwpwuutiph L
wnudhuphunpwuunnpubiph hwdwp

R-393

Pwunwpenprbph npwdwnpnwd
(Documentation Delivered)

Mwpuwnhp
wwhwuy

R-394

Cwdwlwngh b wmbfuuhlwywu
dwpunwpwwbtitnnypjuu
thwunwpenpwynpnud, Yupgqupbpdwu
wdthnthwaptin, APl thwuwmwpenebp, ny
dnwuyghnuw punypwagptin, oguynnh
dtnuwplyubp, unwunwnpwn gnpdnnniejwl
pupwgwlwpgbip (SOP-ubkp):

Muwnpwwnhp
wwhwug

Lwonnniejwl wwjdwu (Pass Condition):

R-395

Sunpnp unnpwagpnud k£ owhwgnpddwu
wwwnpwuwnwwdnyjwt hwunwwndwl
wlywp' hwunwunbny, np ndnuwip
pwywpwpnid  pninp gnpdwnuwywu
swithwuhoubphtu W ywuwnpwuwn |
owhwqgnpddwu:

Mwpwwnhp
wwhwuy

Juwpunndwt wuwydwt (Fail Condition):
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2ownyywsd phipnyeniuutipp, pwg

thwuwnwpenprtpp Yuwd pGunnwynpdw Mwpwuwnhp
pwgpnnnudubipp funspunnunnid Gu wwhwug
hwdwlwnpgh gnpdwnpydwp:

R-396

15.S6huLhHULUL URUUSNRE-3UL b4 UNMUWUULU UL MULULRLEN

Mwhwugubiph | Ppwwtwgdw

N Muwhwugubip ID Ljwpwugpnipyniu nbuwl dninbkignid

Ophuwy

R.397 Gpwoluhpwjht uywuwpynud 1 twpyw Mwpwwnhp

pURWgpNLY wwhwlg
Shuupywlywu uywuwpynd b Mwpuwnhp
R-398
Uwwwlwpwnp whwnp E wowlgnieiniu S tnwphubiph pupwgpnwd wwhwuy
wwwhnyh hwdwywngh Cwdwlwpgh pwpdwgnidubip b Muwpwwnhp
1 R-399
uwywuwnynwdp 1+5 ownhdwjwgntd wwhwug
wmwphubiph pupwgpntd:. Muwpwwnhp
R-400 | Uuwnwugnipjuu Ugwlgniejntu wwhwi
Ogunwwnbiptiph wowygnyentu L Muwpuwnhp
R-401
nwupupwgubn wwhwuy
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Muwpptpwywu hwoybinynyeyniu U SLA
(Service Level Agreement)
wwhwuwunieyntu: SLA-U wbiwp L ubpwnhp

R-402 | wp&wqwlpdwy Ynuhptin dwiwwlubn '“WEWSWN’
(ophtiwy' ufuwubinh nipndwl HINLHY
hwuwnmwwnywd dwdytinubip Gpwotuhpwhu
dwdwuwlywhwwnywodnid):
Uwunwlwpwpp uwhdwudwd
o, | | AR MM | o
owbGpwwnhy wowlgniejnil. wwhwu9

pwnwnphsubiph hwdwp wnpwdwnpbne £
tipwafupp:
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R-404

Uwunwlwpwpp wwpuwynpynd k
Gpwofuhpwjht dwdybunh pupwgpnid
gnpdti| npwbu Lwbwfunpnh
ubpyuywgnighs” hwdwywngh hp Ynndhg
dwunwlwpwpjwsé b Gpwouwdnpywd
gwulwgwd pwnwnphsh ypwunpngdwu
Ywd ninndwtu hwpgnud: Gpwofuhpny
wwwnywd hwdwlwngh pninp
pwnwnphsutinp” Uipwnywy, uwlwu
suwhdwuwthwyybing dpwagpwjphu
dnnnyutipny, Ywpqwptpdwu
wwpwdbtitnptpny, wmyjwiutipp
pwquwubtipny, API-ukpny, ogwnwgnnpdnnh
dhetiptiuutipny, huwnbigpwghnu
dhwgnighsutipny W hwoybunyniejniuutiph
Yuwd ybpndwywu gnpdwnnypubpndy,
wbiwp E ypwywuquytu Ywd ninnytu
wnwug <wwfunpnh hwdwp npuk
Inwgnighs Yawnh:

. Opwgpwiht wwywhndwu Gpwofuhpwhu
dwdybwnp nidh dbg £ punniudwu

Muwpwnwnhp
wwhwu9
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thnpéwpyniudubiph wwnwunhg htivn
wnéwuwgpywd wywonmnuwlwu
punniudwu wduwpeyhg ujuwsd vy
mnwpyw pupwgpntd:
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R-405

Gpwofuhpwjht dwdybunh pupwgpnid,
wuhpwdbtiannipjwt nbiwypnd,
Uwunwlwpwpp wwpuwynpynd k
wwwhnybi| tnbnnw owytipwghnu
wowlgnipnit’ ipwdwnpbiny
ujwquagnyup dbly dwutwgbin hp phdhg,
ny Jwutwyghi £ dpwgpwjhu
wwwhnydwt inbnwnpdwu
gnpdpupwght: Lajwd dwutuwgbunnp
hpduwlwu wywpunwywuniejniuu
whuwnnpnati| bW yGpwgub hwdwlwpgnd
wnwowgwd fuunhpubipp® wwwhnybiny
npw ptwlwunt woluwwnwuph
yGpwywuqunud: Pwgh wjn, dwutwgbinp,
puwn wuhpwdbounniejwu, Yrnpwdwnph
wowlygnie)ntt Lwbwflunpnh owbtipwghnu
phuhu:

Mwpwwnhp
wwhwuy
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Skiuthywlwt

wowlygnrejntup wbwp £
hwuwubh |hup Gpbp

dwlwpnwyny:

R-406

Unwohtu dwlwpnwy (Lepphu
wowygnientu, npp wnpwdwnnpynid k
<wéwfunpnh Ynndhg).

Uwunwlwpwpp wwpwwynp §
unpwdwnpb| pwdwpwp nwnignid, huswbu
uwl wuhpwdtyn wdpnnowlwu
thwuwmwpenprwynpnid, npwtiugh
Lwbwfunpnh SS wuduwywqlp
Yuwpnnuuw wwwhnyb hwdwlwpgh
owhwgnpédwu wnwohtu dwlwpnwyh
wowygnipniup: Lwbwflunpnh SS
wuduwlwaqip whwp £ jupnnwuw |ndt)
Ytpwhulynnutiph Ynndhg pwpdpwgyuwsd
hhduwlwu owtipwghnu fuunhpubpnp:

Mwnwnwnhnp
wwhwu9

R-407

Epynpnpn dwlwpnwly (<Enwywn
wowygnientl, npp winpwdwnpyntd £
Uwwnwlwpwph Ynndhg).

Uwunwlwpwpp wwpwwynp §
wnpwdwnpb] wuhpwdbon wowlgnieiniu L
uwywuwnynd htinwdwp hwnnpnuygdwu
dhongubipny, ubpwnjw|' wudunwug

Mwpunwnhn
wwhwuy
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htinwJwnp dnunp, . thnuwn, hbnwfunu L
htnwdjwp wofuwwnwubinuuh dpwagpbp:
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R-408

Uwunwlwpwpp wwpwwynp §
wnpwdwnpbi Gphpnpn dwlwpnwlyh
nbifuuhyulwu weowygnipiniu, npp
hwuwubh Yhuh wnujwqu hhug (5)
wwph’ Gpwofuhpwjht
dwlwuwywhwwnywdh wjwpuinhg
wudhowwbu htinn: Skjutuhlwywu
wowygnipjwi pupwgpnd Uwwnwlywpwpp
wbwp £ gnigwpbiph wnwybjwgnyu
owupbn' wowlgbint Lwbwunpnhu
opwgpwiht wwywhnydwu Ywjniuwgdw
gnpdnd (funinwuh snynwdubp,
futunhpubiph wfuwnnpngnud), futinhputiph
unyuwlwuwgdwt b |niédwu
gnpdpupwgnid, huswbu twl
wuhpwdtionniejwt nbwpnd wwwhnyh
hwdwwwwwufuwu ghuinbhpubp,
hdunnyejnwiutip W thnpdwghunwlwu
wowlgnip)ntt inbGuthlywywu
wowlgnipjwu ninpunwd: Stfuuhywywu
wowlgnipjwu pupwgpnd Uwwnwywpwpp

Muwpwnwnhp
wwhwu9
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hwdwdwjunwd £ npwdwnpb uwbl Gppnpn

dwlwpnwyh wnbfuuhluywu
wowygnipniu’ <wdwfunpnh wwhwuyny:
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R-409

Gppnpn dwlwpnuwy (Stinnud
wowlgnipntt, npp inpwdwnpynid £
Uwwnwlwpwph Ynndhg).
Uwunwlwpwpp wwpuwynp £ wwywhnyb)
hp hwuwubhnieginiup <wjwunwup
mwpwdpnd nnowdhun dwdlybinubpnwd W
unpwdwnpb| wpwa Nt npuljw
thnpdwghunwywu wowygnienit: LUwu
wowygnipjwt hwdwp wuhpwdtion
dwdwuwlyu nt dwhuubtipp wkwp k
ubipwnywé |hubu quwnweownynid:

Muwnpwwnhp
wwhwug

R-410

Lwbwhunpnp ywpuwynp £ unwiw
funphpnwwnynieintu Uwwnwlwpwphg'
Ywuwywd dJowydwu dhowywjph unp
huwpwynpnieyniuutiph, odwunwy
ntuniputiph L wbfuuninghwywu
wwhwugubiph htivn, npwtugh wwwhnyyh
Lwbwhunpnh dnun hwdwwwwnwufuwu b
wdpnnowlwu gnpdhpubiph nt
Ywpnnnieiniuubph wnywjnipniup'

Mwpunwnhn
wwhwuy
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hwdwYwngh hnwwih b wupunhwun
owhwanpdnuit wwywhnybint hwdwp:
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Uwunwlwpwpp wwpwwynp §
unpwdwnpb| uywuwplydwt (maintenance)
Swnwinieyniuubn’ hwdwlwngh
wupunhwuwn U hnwwih gwhwagnpdnwip
Gpwotuwynpbint hwdwn: Uywuwpynwdp
wtiwp £ ubipwnh ninnhy, Yuufuwpgbihs b
wnwujinhy wowlgnipinil, npp
hhduwywunwd Yhpwlwuwgyh wwwhny
hGnwywp dnwnph dhongny:
Uwwnwlwpwpp ywpwnwynp

R-411 | mpwdwnpb| dSpwgpwihtu wwwhnydwu
pwpdwgnwiutip (updates and patches),
npnup YGpwpbipnd Gu gnpdwnnipwhu
huwpwynpniejnitutiipht,
wpryniuwybnnigjuup b
wuywnwgnigjuup’ wnwug |pwgnighs
Jéwph: Uwnwwpwpp wwpwwynp
Gpwofuwynpbi| fuunhpubiph dwdwuwyhu
wpdwgwupdwt U nddwu wwwhnynwip’
hwdwdwjutigywd uywuwnpydwu
dwlwpnwyubiph (SLA) opowtiwyubpnid:

Muwpwnwnhp
wwhwu9
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Pwgh wyn, Uwunwwpwpp wwpwuwynp §
wwwhnybi| pwpdwgywd
thwuwnwpenpwynpnud b ghinbhpubiph
thnfjuwugnud Kwbwfunpnh SS
wuduwlywqgiht' uwywuwpydwu
gnpénnniejntutbph 2powuwyned:
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Pwuwnwpenpbph
pwndwgntd

R-412

Udpnnge dwupwdwul nbjuthlwywu
puniewantinp, Ubpwnywy pninp
pwpdwgnwiubpp, |pugnwdubipp b wyg
thnthnfunyeynwutip, Sunpnhu
unpwdwnpybint GU bwiupwu punw)hu
Ywd wpwnwnpulwu dhowywjpnid npuk
wjnwhuph pwpdwgnid, [pwugntd Yud wy|
thnthnfunipintu hpwlwuwgubp:

Muwnpwwnhp
wwhwuy

R-413

Cunniudwd pninp dhowqquihtu W
wpryniwwpbpuwlwu unwunwpunubpp L
punnuyjwé Ywd Yhpwnynn inbinuyw
unwunwpuubpp wbwp £ hunwynptu
Jywywptpytu U ninblygybu hwdwudwu
unwunwpuubph dwupwdwut

punipwgpbiph pndwunwly |pwlwqdny:

Muwpwnwnhp
wwhwu9

R-414

Jwéwnnnhu fupwfuntuynud L,
huwpwynpniejwu uwhdwutbpnud,
unpwdwnpbip twl dJwupwdwut b
pwniwgywsd thwuwmwpnpwynpnid’
hwjtpbu [Gqyny:

Swulwih
wwhwug
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Uwunwlwpwph nbnuywu inbluuhyuywu
wowlgnipjwu gnpdwlwip, teb
wjnwhuht Yhpwnbih £, witinp
wnbinblwgywd L pwowdwunpe hup Swulwih
Qunpnh wmuophuntejwu nwy tinwd wwhwug
nbfuuhyuwlwu hwuwmwpenebphu W
uwppbph nt hwdwlwpgh dpwagpwjhu
wwwhnydwu dhowywjphu:

R-415

16. cUUULUNrGh LEMLHUSUSU UL MULULRLEN

Cwjnwnnit whwnp £ wywhnyh hwdwluwngh wdpnnowlwt utinhuwywgnup Mwinghpwinnihl

17. UuyLyuLdn uPI3NhLLLENE L LUUSEUYNT JuUuESLEre

Lwfuwwnbuynn dwdybwnubpp Ypnwd Gu ninnnpnhs punype, uwwju hpwywuwgdwu ybpouwlwu dwdybtivnp punhwuny wndwdp

sh Ywpnn qbpwquugt| 11 wdhup: Uwuuwyhgubipp hptug hwjnbpnud ywpwwynp Gu UepYujwgut] wwjdwuwgph Yuwmwpdwu
hpwlwu dwdwuwywgnygp' Ubpwnjwy pninp hhduwywt thnybpp b npwtg wjwpundwt bywnwlwiht dwdybnutipp:

Cwdwlupgh dwunwwpuwpnud b mbnunpnud
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- Pninp dnnnyubipp wnbnunpywé Gu, Yynudbhgnipugywsd b
hunbigpqwd

JdbEpwywwmpwundw nwupupwg

- Ubpouwlwu ogunynnubiph ypwwwwnpwunnud'
ytpwhuynnubph, ytpnwdwpwuubph W
wnUdhuhunpwuwnnpubiph hwdwp

Uhusl 6 wihu

Oquwgnpénnh punnitdw pEumnmwynpnid (QA+UAT)
- Pninp $niuyghnuw b ng $niuyghnuw| wwhwueubinp
Juybtipwgywd tu

Uhtsl 3 wdhu

®npauwu gwhwgnpdnid (Pilot operation)
- YUphunphywywu/hhduwwt wofuwwnwupwihu hnupbipp
gnigunpywé Gu hpwlwu oginwinbtipntiph Ynndhg

Uhtsl 1 wdhu

Cwiwlwpgh ybpouwlwu hwusunid- punniund

Uhtsl 1 wdhu

SEhuupyulwu wowlgnieyni b uywuwpynid

Cwdwdwju hwynny ubpyujugwd dwdwuwywgnygh

Uwwnwlwpwpp wtiwp £ wnnpwdwnph Lwfuwgdh dwuwwwphwiht pwpunbgp bW Lwhuwgdh hpwwuwgdwt dwdwuwlwgnygp:
Uwuwnwlwpwpp, wuhpwdbynnyeyuu nbwpnd, wbwunp £ Shghlwwbu ubpyw quudp <wdwlwpgh ubpnpdwu, hwuddwu-

punnwdwu, piunwynpdwt, nwunigdwt thnybpnid:
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18. 4LUKUSU UL L NPrULYUYN/UUL 2UPN/NThALEN

1. vuuuuunr8utrMh Nnru4Uu4dnNrUUL 2UPULNPTLENE
Uwutwygniypjwu hpwynituphg pwgh, Uwutwlhgp wbwnp £ pwdwpwph hbunlyw npwywynpdwt ujuqugny swhwupubiph.

1.1, Unujwqu 3 wwpw thnpéd PL/UD UL  wwwdwdhongubiph  hwdwwwwwuluwuniygjwu  nhulybph  quwhwwndwu
wyunndwwnwgdwu b wnwownbd Jbpwhuynnuwu wnbluuninghwlwu (SupTech) nwdnwiubph ubpnpdwu phqubund® npwbu
gpwugqwsd pulybpnyeiniu/uniptiyn: Ldwuwwhy hwdwlwpgbph uGpnpdwu hwenn thnpd wy Ywpgqwynpnn dwpdhuubpnd’
wwhwugynn swihwuhoubphtu (ophuwy' FATF 40 wnwowpynieiniuubpht) hwdwwwwunwufuwu:
Npubu wwuwgnyg ubplyuyugymd b Juqdwybpwyniypyut wynpippnipnt, hwyppp ubpyuywgubynit twpunpnpnn Gplip
tppuwpphubiph  pupwgpmd  wunppwés  dund  ubpnppjwé  hwdwlwpgbph  Jwuptt  pEnGhunpynyayni’  ubpwnbing
wunpyghpunpnih gnpéninyaywt npnpipp, ppwuwtiugdwtl dwdyiptibpp U Swywiyp:

Pwgh uyn, dwutiwlyhgp wlpp £ ubplyuywgip, np wnwowplyynn jmdnidp hwanhuwtimd £ pniyuymid wnlw wunppwuph
Spwagpuyhtt wpyppwnpwp (Commercial Off-The-Shelf - COTS): Uwwgnygubipp wbipp b ubpwnbt wppwnpubiph
thwuypwnpbp, npnup hwupunpmd G, np mémdp wypwanwpyp, thndptt dywljuwd COTS hwdwlwpg E, huswybu twl
bdwbaunpphy JEpwhuynnulwt Yud YJupquynpnn dwpdpububpmd wpnbt ppwluwiugdusé COTS ubpnpmdubpp
uywpwaqpnipynitiubp:
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Gt wwupypwnphp $niuyghniwy npny wwhwugtbip ubpwnywd st COTS médwt bk, wuww npwtip Jupnn Gu Jrwlyby
(Custom development), uwluyti uyn nbypmd wwhwbgtbiph swywp swybppp kE qipwquitigh pinhwanp $nuyghntiwy
wwhwtgtubph 10 ppnynup: Lodwé 26dp gpwquitignn gwtljugwdé wnwowply Nuigpdphpunpnih huybignnnuyaywdp Yupnn k
hwdwpyb; wwhwtgtiphti shwdwwunpwupuwing:

Uwutiwlyphgp ubpuywgtnid b bwpuypti wunpdppunpniiph Ynndhg ppwdwunpjud  Gpuppuwynpnyayuitn bwdwly uyt
dwuhpt, np hwdwluwpgp hwonnnipyudp tbpppdwd E, gnpdmid £ b hwdwwunpuwupuwanid b wwhwugynn swhwappubpht:

1.2.  Uwutwyhgp wbwp £ hwwnlwguh hwdwywunwufuwtu wudtwlwqd' ywhwugynn wnwownpwupubpp Yuwwpbint b
Muwjdwuwagph bwywwnwyubipht dwdwuwywiht bW npwywjht wnnwubipnd hwutbint hwdwp: Lwjuwgdh hpwwuwgdwu hwdwn
utipgpwyywé wuduwlwqgdp wtwnp £ niubtw hwdwwwwnwufuwu npwlwynpnid , woluwnwupwihtu thnpd (wnujwqt 5 wnwnh),
Udwuwwhw Uwjuwgdtn hpwlywuwgubint hdwnngegniuutp b wwywhndh  woluwwnwuptbph  hpwlwuwgdwu pwpdp npwy:
Uwutuwyhgp wbwnp £ inpwdwnpp thnpdwqgbinmubph ghd, npp inphpwwbtunnd F AML/CFT hwdwwwunwufuwunigjwt, Ywnpgwynpnn
hwoytGunynipyniuutiph, dpwgpwiphu hunbigpdwt, Yhptipwuynmwugnygjwi bW hwdwlwnpgh wowygnipjwu ninpunubpht:
Npybu wwwgnyg' ubpyuywgdmd E hpduwlwl  hnpdwqgbipubiph  puptwlbbuwgpulwaubpp  (wyn  pymd’
npwlwynpnidubpp hwywupnn thwuppwpnptpp), nniplin hupwlyy wbypp £ upgh hwdwwyupwuppwt wpiwputipuyghti
thnpdp' hwdwwuwypwufuwt puppubipny: Rhdp winwdubipp wbpp F wnbuduqt pphpwwybipbt wuqpGuptu (qualuwyph k
bwl nnwubpbt):

2. <U3Sh LEMYU3USUUL NULULRLEN
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2.1.

Quwjhu wnwowpyp

2.1.1. Quwjhu wnwowpyp wbwp £ ubpwnh hwdwlwpgh dwnwlwpwpdwu b ubpppdwu punhwunp ghup, ubpwnyw
ubpnpdwu, tnbnwywjdwu, gnpdwpldwu, nunigdwu qubipp, huswtiu twb Gpwotuhpwht dwdytitnhg htinn wyulwynn
Sdwluubpp 5 wwphubpph Yupdwdpny, ubpwnw| uwywuwpydwu, ninbygdwu qubpp (hwdwdwju <wydbwd 3-h, npp
hwwuwnp § <wybwsd 3. 1-h b Cwdbidwd 3. 2-h hwupwagnwwpht):

2.1.2. Uwuuwyhgp <wybywé 3.1-nd ubpyuwjwgund § hwdwywpgh dwunwlwpwpdwt b ubpnpdwt dwupwdwut
pwgywdp, npnd whwinp £ dwupwdwut ubpyujwgut] wnwownpyynn jnipwpwugnip pwnwnphsh dhwynph b punwdbup
qutipp, huswbiu bwlb yéwpdwu wwjdwuubipp, dwdwuwywgnygp b Ywnpap:

2.1.3. Uwutwyhgp wnwudhtu pwgywdpny <wybywsd 3. 2-ny ubipywjwgunid £ hwdwlwpgh ubipnpndhg hbunn wyuywynn
owfuubipp (ubpwnw] npwug hGwnbpwotuhpwiht uywuwpydwu, ninGygdwu U w) wuhpwdbon dwfuubipp) 5
wnwphubph Yupdwdpny' hwodh wnubingd wnuwqu JeYy nwph Gpwgfuppwiht uywuwpydwu wwydwup, huswybu twb
Jéwpdwt ywjdwuubpp, dwdwuwywgnygp U Ywpgp:

2.1.4. Uwutwlhgp Ywpnn £ wnwudhtu ubpyuwjwugub] twl pugnghs wnwowplubp, bpbt wnwhupp Ywu, op.’
wuhpwdbonniejwu nbwypnud wuduwlwqgdh gnpdnindwu W w)] wuhpwdbion dwiuubipp:

2.1.5. Quwihu wnwowpyp wbwp £ ubpwnh dhwjuy Mwpunwnhp ywhwugubph qubpp: Lowd punhwunyp gnwpp
Yogquwwgnpdyh Ppuwtuwywi quuwhwindwu b hwdbdwwnnyejwu hwdwp:

2.1.6. «Swulwih» wwhwugubiph qubpp wbwp £ ubplwjwgybt wnwudht pwdunw Ywd wnnwynwd, hunwy
mwpwuowwnywsd duny (stu quwhwnynwl): «Swulwih» wywhwuoutiph qubtipp swbtiwnp £ ubpwnytut Mwpuwnhp
wwhwugutiph quwjhtu punhwunip qup dbg: LGwnwquwinud wju qubpp Ywpnn Gu nhunwpyytp ywjdwuwagpp
onowuwynd’ Ywiudwsd pjnibihg b wuhpwdbownnieiniupg:
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2.1.7. Gpb npuk «NMwpunwnhp» Yuwd «3wulwih» ywhwte ubpwndwsd sk dwutwlygh Ynndhg wnwownlyynn COTS |nddwu
(Yud Unwunwpu dwnwjnieiniuttiph) 2npowtuwynwd, uwywju Ywpnn £ dowlyyb|, Ywpqupbpdt) Yuwd unpwdwnpyb)
(Curquyuwsd dwnwynipyniuubip) [pwgnighs yéwpph nhdwg, dwutwyhgp wwpunwynp £ wyn dwupu hunwy ugb) L
hwlwwwwwuluwu ghup bplyuwjwgub) «Swuywih» ywhwuubiph Ywd « Mwpwwnhp» wywhwugubiph quwnwowpynid
pwdund b Mwpunwnhp pwdunwd: Uwutwyhgp wbwp £ twl Ugh tdwu dowlydwu hwdwp wuhpwdbion |pugnighs
dwdwuwlywhwwunywép:

2.1.8. Uwuuwyhgp sh Ywpnn tbpwnt] Ywd dhwynpb) «Swulwih» wywhwusubph Ywd npwug dowlydwu Swluubpp
«MNwpunwnhp» wwhwugubiph quwnwownyh dby:

2.1.9. «Swulwih» wwhwugubph L dowydwu qubipp wbwp £ ndh dby [hubu wnwownpyh gnpdnnnipjuu dwdlytinnh
pupwgpnu b Ywpnn Gu abnp pbpdb; hbunwgquynd' updwd qubpny: Mwydwuwghp Yupbint nbwpnd wnwownpyjwd
«Swulwih» wwhwuoutiph UL Jdowydwu qubpp ppujwsd Gu L Jwybp Lu jpwgnighs 12-24 wdpu, Ywfuwsd
wwjdwuwgpny hwdwdwjubgywd wwjdwuubphg:

2.2. Skluupjuwlywt wnwowplyp
2.2.1. Uwutwyhgp hwjnny wnipwdwnpnud £ wnwowpyynn <wdwlwpgh dwupwdwut ulupwghpp, dwutwynpuwbu’

2.2.1.1.  Sbhupywywtu wnwownpwupny uvwhdwuwd wwhwugubpht pwywpwpnn SGuthywlwt  wnwowny,
ubpwnjw| wuynwugnypjwt hwdwwwwnwutuwunyentt dhowqgquiht unwunwpunubphu, ogquuwgnnpdthnyejwu
wnwudUwhwwynyeiniuubp, huswhuhp Gu ogunwgnnpddw wwnantejntun, Ywnwywnpdwu ]
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qupgugldwt/Juwnwnbjwgnpédwu wwnpgntpjniup, hwdwuwnbinthnyeinup gnhjniejntu ntubignn
Gupwlywnnigywdputinh hbwin W wj| wuhpwdbioun nbnGYwunynie)niy,

2.21.2.  <wdwlwpgh Gpwotuhpwjht b hGnwgw nbiuthlwlywu wowlygniejwu b uwywuwplydwu wwydwuubpp,
2.21.3. Uwutwygh Ynndhg hpwgnpddwu dwuwwwphwjhu pwpwntiqp, dwupwdwutu dwdwuwywgnygp,
2.2.1.4. Nuwnigdwu dbpnnwpwunie)niup, dwdwuwlwgnygp bW wuhpwdbion wy] ywydwuubpp:

2.2.1.5. Uy wuhpwdbon nbnblwwdnipniu, npp dwutwyhgp Ygunup tywwnwlwhwpdwp' hp Ynndhg ubpyujwgyws
wnwownpyp (wywagnyuu ubipluwywgubinypunipwagntint hwdwp:
2.2.1.6. Spwgpwiht  wwwhnynwubph  hwdwp wbwp Lt ubpyuwjwgyh Upunwnpnn  puybpnigjuiu Ywd  upw
wwownnuwlwu ubpyuwywgnigsnypiuu Ynnihg wnpwéd << wnwpwdpnd nyjw) dwnwlwpwpdwu  hpwyniupp
ytpwpbpjw| htinhtwlwjuwgdwu hwjwuwnwghp (MAF - Manufacturers Autorisation Form):

2.2.1.7. Sbntywwdnipniu <&-nd wpunwnpnnh  Ynndhg hwjwuwmwgpywéd uvwwuwpydwu  dwutwghnwgywd
yGuwmpnuh  wnywnEwu  Ywd  wpunwnpnnp Ynndhg  uwywuwpynwp  dhwutwlwu  YEunpnup  Ynndhg
hpwywuwgubint Jwuhtu: Uwwuwpydwt dwutwghunwgywsd YGunmpnuubph ndjuijubpp wybwp £ updwd |hubu
wnuwnpnnh Ybp-Yujpnd Ywd hwunwnyh hwdwwywnmwufuwu utipinh$hlywnutpny:

2.2.1.8. Stntlywwynipniu tpwotuhph dwdybinnh b wouwwnnwwyniejwu yepwywuqudwu dwdybinh yGpwpbpjw,
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2.2.1.9. Ywqdwybpwnipjwu gpwugdwt ywjwywun,
2.2.1.10. Uwuuwghunwlwu thnpdwnnigjwu ybpwpbpuw hwdwwwunwufuwu wnbnbwup hwdwdwju unyu hpwybphu
Yhg Cwtiijws 5-h,

2.2.1.11.  Uuhpwdbon woluwnwupwihu nGunipuutiph wnlwjnyejuu dwuht nbnGlwup hwdwdwju unyb hpwybphu Yhg
Lwybyws 6-h,

2.21.12. StnGywwdwlwu U YppGnwudwnwugnigjwu  dhowqgqwiht  unmwunwpwnubph wwhwugubphu
hwlwwwwnwuluwunijwu utipinhdhlywwnubp (ISO: 27001),

19. AUSNhy MU3UULLEN

1. Mwhwugubph nwuwlwpgnid b quwgnjugdiwu Yuunuubp
Grbt unyu Stuuhlwlwu wnwownpwupnd (ToR) huwnwly wy pwu updwsd sk, www pninp wwhwugubpp hwdwpynd Gu

Mwpwwnhn:

Mwhwuoubipnp nwuwywngynid Gu htnlyw| Yenpw.
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- Mupunwnhp ywhwugubp - Mwpwnwnhp ywhwuoubtipp upywjwgunid Gu Spwaph ujwquagnyu $nulyghnuwy,

nbfuuhyuwlwu, wuunwugnipjwu b Yuwpgwynpnn 2pswtwyn.
v UwutwYyhgp wwpuwynp £ hwdwwywwnwufuwub pninp Mwpuwnhp ywhwuubipht, b wjn wywhwugubph uunwpdwu

v

hwdwp wuhpwdtioun pninp dwiuubipp wbwp £ ubipwnjwé |hubu hpwlwuwgdwu qup dby:

uwjwd ytpngnjwihu, wju nbwpnud, tpp dwutwyhgp wnwowpynid £ ontuinid wnlw wwwnpwuwnp dpwgpwiht (ndnid
(Commercial Off-The-Shelf — COTS), Mwwyhpwwniniu Yupnn £ hp hwitignnnigjwdp punnwutp Mwpuwnhp wwhwueubinhg
uwhdwuwthwy 2tinnwiutp, wywjdwuny, np pwdwpwpywd |hubu hbnlyw) ywjdwuubpp.

o NWnuwp Ywpnn £ shwdwwwwnwufuwub] Mwpunwnhp ywhwuoubiph wnwybjwgnyup tiwup wnnynupu (10%),
e pwgwlwnn $niuyghnuw| huwpwynpnieiniuubpp wbwp § |hubu ng bwwu U swgnbu’
o Ywpgwynpnn Ywd yGpwhuynnuywt hwdwwywwnwuluwuniejwu ypw,
o nyjwubph wdpnnowlwunyejwu Ywd wuynmwugniejwu ypw, Ywd
o PL/UD U ywwndwdhongubtinh nhuytiph quwhwwndwu b dnuhpnphugh hhduwlywu huwpwynpnieyniuutiph Yypw,
o pwgwlwynn $niuyghnuw| huwpwynpnieiniuubpp wbwnp £ huwpwynp (hup wwywhnyby pwgnighs dowydwu dhongny'
wnwug hwdwlwpgh dwpunwpwwbtimwywu Yybpwihnfudw, L
o Udwu [pwgnighs dawyndp wtiwnp £
o hwdwpyh ppwlwuwgdwtu dwu,
o wdpnnontejwdp ubtipwnywsd [huh hpwlwuwgdwu quh dby, L
o hpwywuwgyh wnwowpyywsé hpwywuwgdwtu dwdwuwlwgnygh 2nowtwyniy:
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Uwutuwyhgp wwpwwynp £ hp SGuthyuwlywu wnwowpynud huinwy ugki| pninp udwt obinnuwdubpp:

- Swulwh wwhwugubtp
v «Swulwh» updwdp hunwly uwhdwuywé ywhwugubipp ywpwwnhp stu b s6U wgnnd dwutwygniygjwu hpwywuntejwu
Ywd hwdwwwwwufuwuniejwu Ypw,
v bpb npuk Swuljwh wwhwuy'
o wpnbtu huy wnlw £ wnwowpyynn nddwu dby, wju Ywpnn £ ubpwnyti wnwug [pwgnighs yéwnh, Yud
o wwhwugntd £ |pwgnighs |hgtiughwubp, dnnnyubn, dowlydwu woluwwmwupubp Ywd Gppnpn Ynndh pwnwnphsubip,
www dwutwyhgp ywpunwynp £
*  hunw| uywpwagpb] bdwu purnywjunwdubph 2powtwyp, L
*  hwdwwywwnwufuwb dwiuubpp tGpYwjwgub] pwgwnwwbu wnwownyh «Swulywh» qubiph guuynud:
v Swulwih wwhwugubiph htivn yuwwywd dwiuubtipp swbwnp Lt ubipwnybu hpwlywuwgdwu quh dbe U Gupwlyw Gu wnwudhu
quwhwwndwu:.
v Mwwnydhpwwintu hpwyniup np'
o wdpnnonijwdp Ywd dwutwyhnpbu punnwut Ywd dbpdt] gwuugwé «Swulwih» punwnphps, L
o Swulwih wwhwugubiph yepwpbpjw) Yuph| wnwudhu wwydwuwghp Ywd punhwupwwbu syupb) wjiu' wnwug
hphduwlywu wwjdwuwgph 2unphdwtu Yypw nplk wgnbignyejuu:

2. Opwgpwiht wwwhnynwubph pninp pwnwnphsubpp wbwp E wywhnwsd |pubu pwdwunpnwgpniejudp’ nbnunpdwu
opwuhg wnujwqu 5 nmwph dwdybwnny:
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Upwwnpnnh Yuwjpnd swybiwinp E [hup nbnGyuwwnyniejntt wpumwnpnnh Ynndhg wnwownplynn dpwgpwihtu wwwhnynudubiph
Gpwotuppwjht uwwuwpydwu (end of support) U 2whwgnpddwu Ybpouwdwdybinh wjwpuinp ytpwpbipjw (end of life),
Stluupyulwu  wowlygnd' 24x7 nbdhdnud hwjn  gpwugbint  huwpwynpniygjudp  (wuhpwdbonnpjwu  nbwpnd  twl
wpuwnpnnh  hwdwlwpgnw), wwwwhwp (ubpghu-nbwp) gpwugbint huwpwynpnyjudp b wnwybjugnyup  4-dwdjw
hGunwnwné Yuwwny:

Lwdwlwpgh ubipnpdwt wduwphyp hwdwpynud £ yGppuwlwu hwuddwu-punniudwt wynh unnpugpdwu wduwehyp: Lnyu
wduwphyp wbwp £ nhunwpydh Gpwoiuhpwiht uywuwplydwu dwdybnph daluwpyh hwdwp:

Gpwoluhpwiht  uywuwplydwt dwdybimh wdwpwp hwunhuwund £ nbuthjuywt  wowlygnigjwu b uwwuwpydwu
ownwjnijniuutiph uyhgp:

Mwunyhpwnniu quwiht hwdbdwwnnygjwu twywwnwyny Ywnpnn £ hwodh wnub] bwl udpunpp YGwntpp (Geb ywhwueynid £
unyu nbluuhjwywtu wnwownpwupny): Mwudhpwwnniu Ywpnn £ npnob oquindb] Ywdpuwmhp Yhwnbphg wwydwuwgnph
pupwgpnud puwn wuhpwdbounnuyejw' unyu wpdbpny:

20. MU3UULUGMU3PL MU3UULLED

1.

Muwjdwuwghpu ndh dby £ dununwd Ynndbph Ynndhg unnpugpdwu wwhphg W gnpdnd £ dhusl Ynndbpph' wwydwuwgpny
uinwuduws ywpunwynpnieynuttiph nng dwywny Yuwwnwpndp:

Lwdwlwpgh ubpnpnudp hwdwpynd ' wjwpndws b Mwndhpwwninth Ynndhg punniujwd wjwpunwywu  hwududwu-
punniudwu wywnp Gpyynndwuh unnpugpytiinig htinn:
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. Cwdwlwnpgh ubpnpdwu wofuwwnwupubiph punniunwt hpwywuwgynd | twjuwwbu  thnfuwnwpéd hwdwdwjubgwd W
hwunwwnywd dwdwuwlwgnygny, htinbyw| Yupgny.

3.1. Mwwndhpwwinit hwdwlwpgp (Ywd wnwudhtu  Gupwhwdwlwpgbipp) ubpnubing htwunn  bwjuwwbu  thnfuwnwpa
hwdwdwjutigywd U hwunwnwd dwdwuwlwgnygny uvwhdwujwd dwdwuwlwhwndwoénd nwnwuwuhpnd |
hpwlwuwgywé woluwwnmwuptbiph npwyu ni hwdwwywwwuluwunyeniup Mwydwuwgpnud Updwd wwhwugubphu L,
ptnpnientuubph pwgwlw)niejwu nbwpnid, unnpwagpntd £ hwududwu-punniudwt hwdwwwwnwufuwt wyn/Gpp:

. Ybwpdwu Yuwpgp uwhdwuynd  ywjdwuwgpny: Kwdwwngh ubpnpnwihg hGnn wyuywiynn wnbuuhlulwt uywuwnpydwu

U nintiygdwtu Swnwniejntuubiph dwwnnigndp, hwudunw-punniundp, yéwpdwt Yuwpgp vwhdwuynd Gu Mwjdwuwagpny:

. Ywuwwpnnh Ynndhg MNuwpdwiwgpny twfuwwnbujwsd dwdybintbph juwfundwtu nbwypnwd Ywnwpnnhg Swnwjnyejwu
dwunnigdwt jnipwpwusginip nipwgywd wotluwwnmwupwiht opdw hwdwp quudynud £ nnyd' uunwpdwu Gupwyw, uwlwu
squwwnwpJwsd  wotuwwnmwupubph  (sdwwnngwd Swnwjnuyejwu) qup 0,1 winynup  swihnd' Yppwnbing dhwju opbupny
Uwhiwwnbuwd nmwpblwu wnwybjwgnyt swihh uwhdwuwhwynwubpp:

. Muwuwnydhpwwnnth Ynndhg Mwydwuwagpny bwfuwnbujwsd yéwpdwu dwdybnp fuwfundwt hwdwp Mwnyhpwnnth uyuwndwdp
wwpunwynpnieiniutbph uwnwpdwu  jnipupwtgngp npwgwsd woluwnwupwihu opdw hwdwp  hwyjwpyynd £ wnnyd'
Jéwpdwu Gupwlw, uwywju syéwpywsd gnidwph 0,1 wninynuph  swihng' Yhpwnbing dhwju opbupny twjuwwnbuwd nwpbljwu
wnwybjwagnyu swihh uwhdwuwthwynwubpp:

. Ywwwpnnh Ynndhg Mwwuyhpwwnntht yéwpdwt tupwlw nnydtpp Mwwundhpwwnnu hpwyniup niuh wuwlgbiyn quudbnt

wwjdwuwgpht hwdwwwwnwufuwt Ywwnwpnnht yéwpdwu Gupwlw gnidwpubphg:
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YSwwwunybp 1
SYjwjutiph hnuph nhwqpud

High Level Data Flow Diagram

Analytics & Products

Data Sources Collection & Storage
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Institutions Portal
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(MS Excel \
others- preferable)

~
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Systems and AD

~

System Analytics
Toolkit

Phase
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CBA-2026-001 dwdlwaqpny
pwg dpgnyeh hpwdtiph

bp Ynndhg hwunwndwd' nhdnw-hwjnwpwpnyeniu pun unyu hpwybphu Yhg

O
Cwybws 2-h
Lwjinh wwwhnynwip hwyjwuwnnn hwunwentnge, O
Yuwjhu wnwowpy' hwdwdwu unyu <pwybph Kwytwé 3-h, O
Yuwjhu wnwowpyh pwgyuwdp' unyu <pwytiph Kwybws 3.1-h b 3.2-h, O
wbfjuuhluwlywu  wnwowny, UGpwnw] wnwowplyynn (NWdwlt  Jwlpwdwul O
uywpwgpnieyniup’ hwdwdwju unyu <pwytiph Lwybws 4-h,
puytipnieywu wynpundbn' hwdwdwju unyu <pwytiph Kwybjws 5-h, O
Ywquwybpwwywu Yunnigdwdpp' hwdwdwyu unyu <pwybph Kwybijwé 6-h, | O
unytu <pwybiph Stuuhywlywu wnwownpwupny uwhdwuywd guwulugwsd wjg
odwunwl thwuwmwpninpe b wmbntywunynyeiniu, Ubpwnjw| wju hwunwenptinp, O
npnup hwuwnwunnid Gu dwutwygh Ywpnnnieyniutbpp, thnpdwnniejniup Yud wyg
npwlwynpnidubipp, npnup hhduwynpnud Gu Upw wnwowpyp,
wwjdwuwgph twjuwghd' ubpwnw) hhduwlwu wwjdwuubpp, npnypubpp,
wwwnwufuwuwwnynieyniuupp b wy hwdwwwwwujuwtu  npnypubp | O
(wnywynuyejwu nbwpnid):
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Cwybyws 2

CBA-2026-001 dwdlwagnny
pwg dpgnyeh hpwybiph

MhUNK-<U3SUrurnike3nhu
Pwg dpgnyph dwutwlygniejwu

[Vwutwlgh wudwunidp, ud hwdwwnbin gnpdniubinyejwt (Ynuunpghnidh) nbwpnid® jnipwpwtiginip wunwdh
hpwdwpwiwhwu wudwunwp] — ‘gwuynieinit £ hwjnund dwutwlygbine < Ysunpnuwlwu pwulyh Ynndhg
hwjunwpwpywd CBA-2026-001 dwdlwagpny pwg dngnyeh swihwpwduhu (-ubipht) W hpwybiph

wwhwugubipht hwdwwwwnwutuwt ubiplujwgunid £ hwjwn:

Ubiup' ubippnunnpwgpjwiubpu, hwjnwpuwpnid Gup b hwjwuwnnad, np
1. nwnwuwuppb) Gup hpwybph hwunwenetpp b sniubup yepwwywhnwiubn,
2. pwywpwpnu Gup hpwybpny vwhdwudwd dJwutwygnigjwu hpwyniuph wwhwugubpht b hwdwdw)u
hpwybph 2.1 Yewnh hwynp ubpyujwgubint opdw npniejwdp’

w) nwwnwlwu Yupgny vtwul dwuwsywd sbup U sbup gunugnud ndwpdwt gnpdpupwgntd,
p) Uwfunpnnn hhug wwphubph pupwgpnd nwunwwwpnywsd stup bGnbkp whwpblsniejwu
Phuwtuwynpdwu, Gpbluwih  owhwgnpddwt  Ywd  dwpnwht ppwbhphtug  ubpwnnn
hwugwgnpdniegjwu, hwugwynp hwdwgnpdwygnieint unbindtint Ywd npwu  Jwutwygbint,
Ywownp unwuwint, Jwownp wnwnt wd Juownph dhounpnnigjuwt U opbupny twiuwunbujwd
wnunbuwlwu gnpdnibinejwu nbd ninnywd hwugwagnpdnieiniuttiph hwdwp, pwgwnniejwdp wju
ntwpbinh, Gpp nwwunywsénie)niup optiupny uwhdwudwsd Ywnpgny hwudwd Ywd dwpws E,
q) pupwgwlwpght dwutwlygbnt opowtwynd pnyp skup wybp b (Ywd) enyp sGup wnwint
hwlwdpgwlygwiht  hwdwdwjunigyniu, wupwpbfuhnd  dpgwygnieniu b qbipph2tunn  nhpph
swpwowhnd,
n) pwgwlwjnd b hpwybpn vwhdwudwsd dbq hnufuwwywygywd wudwug b (Ywd) dbp Ynndhg
hhduwnpyws, Ywd wybh pwu hhuntt mnynu dbq ywwnwunn pwdbubdwu (hwjwpwdhu) niubignn
Ywquwybpwnipyniuutiph dhwdwdwiwljw dwutwygnigjwt nbwp:
Cun npnud, hpwlwt swhwnniubph YGpwpbippw) hwjunwpwpwghpp ubpyuywgynud £ hwdwdw)u
hwybJws 2.1-h:
b) ubpwnjwsd sbup GYpwuhwywu nunbuwlwu dhnigjwtt wunwdwlygnn Gpypubph qunwiubpp
dwuht optitunpnigjwt  hwdwdwiu  hpwwwpwyywd gqundubiph gnpdpupwght Jwutwygbnt
hpwyntup sntubignn dwutwyhgubph gnigwynud:
q) ubpwnyqwsd sbup qunuiubiph gnpdpupwght dwutwygbint hpwyntup sniubignn dwutuwyhgubiph
gnigwyntd:

‘Cwdwwnbn qnpéniubnipjuu  Ywpgnd (Ynuunpghnuing) hwynp  ubpluywgubine nbwypmd  hpwlwt
owhwnniutiph Jpwpbipjw; hwpnmwpwpwghpp whnp £ ubpyujwgut; Ynuunpghnudh pnpnp wunwdubph

hwdwp:
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Utip hwjwnu nidh dbg £ dinunid hwjnwpwpnigjwt dbe upywd hwjnbiph ubipyuwjwgdwt ytipguwdwdytunh

opjwuhg, W quybip £ dhusk hpwytipp 9.4 Ybwnnw upywd hpwnwpédnyeniup,

unpwdwnpb

Grb dbup Gwuwsybup punpjwd dwutwlhg, wwpunwynpynd Gup hpwybpht hwdwwwunwufuwu
wwjdwuwgph  wwwhnynd U dwunwlwpwpndu  phpwlwtwgut

Skhuthyww

dwutwgpnud t2dwd dwinwlwpwpdw dwdwuwlwgnyght hwdwwywwnwufuw:

ubpywjwgunwd dtyhg wybih hwjwn,

Utup, npwbiu dwutwyhg, wju dpgnipwiht gnpdpupwght hwdwdwju hpwytiph 3.3 Ybwnp skup

Ubtup hwulwunw Gup, np unyu hwyntu punpybine nbwpnd ywpwnwynpbigunn wwjdwuwghp £ dbp

dhol' dhusl wwonnuwwl wwjdwuwgph wywwnpwuwnndu ne Yupnudp:

1) Vwutwygh wujwunud'

[ty Jwubiwlgh ppwiwpwbwlwt  wadwunidp],  Jud
[hwdwiptin gnpénibnyywt (Untunpghnidh) nbwpnid” Uk
Jntpwpwtisynin wunwdh ppwywpwbwlwt waduwbnidp]

2) hpwlwpwiwlwu hwugh'

[ugt] Jwuuwlygh ppwywpwuwlwu hwugbu gpwugdwl
Gpypnid], Ywd
(Unuunpghnuwh) nbwpnd® ok Nipwpwugnp wunwdh
hpwwpwuwlwu hwugbu gpwugdwt Gpypnud]

[hwdwwntin gnpdniubiniejwu

3) Gnpdniubinuyejwu hwugh (Gpb nwppbp k)’

[ugh] Jwutwlgh gnpéniubingejwt  hwugbtu gpwugdwl
Gpypnid], Ywd
(Unuunpghnuwih) nbwpnd' ok Nipwpwuynn wunwdh
gnpdnwubiniejwu hwugbu gpwugdwt Gpypnud]

[hwdwwntin gnpdnLubiniejwu

4) <wnl yéwpnnh hwplwihu hwdwp'

[ugt] dwutwygh hwpy Yéwpnnh hwoywndwu hwdwnp],
Yud (Unuunpghntdh)
nbwpnd' ok jnipwpwugnip wunwdh hwply Jdwpnnh
hwoywndwu hwdwpp]

[hwdwwnbn  gnpdnwubiniejwu

5) <bnwfunuh hwdwpubp'

6) E|. thnunp hwught'

7) Ywjp'

8) Uwutwlgh |hwgnp ubiplwjwgnigsh’
Uuniu wqquuntu, wwownnt'
Ununwlywnwiht wndjwiubp’

LUgynud tu htinnlyw| puophtuwy thwunwenetiph ywwékuutpp
O Ywquwybpwniejwt gpwugdwt thwuwnwenebipp

0O <9%-h nbwypnut* £ hwdwdwjuwghpp:

Uwuuwlgh nbywdwph wuniu wgquuntup’
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Uwuuwlgh nEywdwph wwownup'

dbipp upqwd wudh unnpwgpnye)niup

Uunnpwgpdwt wduwehyp'
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Cwybwsd 2.1

CBA-2026-001 dwdlwagpny
pwg dpgnyph hpwybph

hMULUL CUKUNNhLEMh YJ6MUREM3UL
ussururugbr

1. | Uudwund

2. | Spwugdwt/hpwywpwtwlwu hwugb

3. | Gnpénwutinipjwu hwugt (Gt wwnppbp £)

4. | <bnwfunuwhwdwp

5. | ElGywnpnuwihu thnuwinh hwugb

6.| Yw)p
Lwjnwpwnpwaghpp ubiplwjwgunn wudh

7. | Uunw, Uggqwuniu, Mwaownnu
<hin., E-thnuin
Gnpdwnhp dwpduh nGYwdwnp/-ubiph (ng
dwutwlgh hhduwnhp (Yuunuwnpnip)nit) hwunwpnpbnh

8. | hwdwdwju nuh unnpwgpdwt hpwyniup)
Uunw, Ugqwuniu, Mwaownnu
<bin., E-thnuwn
Uprynp hwjwnp ubpluwjwgubint opdw npnipjwdp

9 Ywqdwybpwnieniup  ubpwndwsd £ qunwdubph | Wn o

w'uéw'ui imiwqmd

gnpdpupwght dwutwygbiint hpwyniup sniukignn | Ny o

Wn o

Cwdwwnbin hhduwnpywd Ny o

Greb wn, ubpywjwgub) Jwupwdwuubp' ugkiny 20% Ywd wybih pwdubdwu niubignn pwdubwnbpbph
Ytipwpbipjw| wmbintynyeniuubin.

Outnywt Uuatwgnph
Uuniy, Uqquitnit/ | Lwnwpughmpyny | W9UWRhY/ | ubphw, hwdwip/ g o nsut
Utwncd /qpuiugdwh kplh wnwlw whnulwl h pwtwy
Gnwtg bl gpwugdw gpwugdw nhe
wduwphy hwdwp
Un o
Uwutwynp N o

Grb Un, |pwgub) 20% Ywd wybh pwdubdwu niubignn pwdubunbpbph yGpwpbipjui mbnbyniejniuubn.
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Outinyu Ubatwgph
Uuni, Uqquini/ | Pwnwpughnipgniu/q | WOYWPPY/ | ubphu, hudup/ g e dub
Utwinud whgdwl kplh whnwlwl whinulul h pwtiwly
nuitg rapn gpwugdw qpwugdiwl nhe
wduwphy hwdwp

Lpwgub] yuwqdwybpwnt

jwu gnpdwnhp dwpduh wunwdubph yGpwpbpjw) wbnbynieniuutp.

Uuniu, Uqqutntt
1.

Lwnwpwghnipjniu

Outnywu
wduwphy

Uuduwqph ubphw
hwdwp

Muwwnnu

Ywd gnpdwnhp dwpdup

Ywaqunud wnyw Gu

pwnwpwlwl wqnbgnieiniu ntluignn wudhup:

Un o
Ny o

Upryn’p Yuqdwybpwnipjwt ubthwywuwwnbpbph

Grb Wn, npwdwnpb) hwybjw) wnbnblwwynipniu.

12,
Uuniu, Uqqutntt

Lwnwpwghnipjniu

Outnywu
wduwphy

Uuduwqph
ubphw, hwdwp

Muwwnnu

Ujn
N

O
]

Upmyn'p Yuqdwybinunipjw
ubithwlwuwwbipbph Ywd gnpdwnhp
dwpduh Juginud wnlw Gu << 4P
wofuwwinwyhgubiph htwn

thnfujuwwwlygywd wudhup:

13.

Grb Un, npwdwnnpb) hwybjjw) wnbntywwnyniye)niup.

Uuniu, Uqquuntl

Lwnwpwghnipejntu

Ouunywl

wduwphy

Uuduwqph
ubppw, hwdwp

Muwwnnu

14/ 4

. Bu'

u, hwunhuwuw|ny

T Pwnwpwlwt wagnbtignipiniu niutignn wudwig uwhdwunwp twiuwnbudws b «Pnntiph Ywgdwt b whwpblsnipjwu
$huwtuwynpdwu nbd wwypwnph dwuht: << opbuph 3-pn hnnwdh wnwohtu dwuh 25-pn. Yhwnny:
! dnjuwwywlygyws wushp bu hwdwpynd punwuhph wunwdubpp, Yud upwug htn ubipnnpbu hinfufuwwlgws wudhp:
Cunwupph wunwd Gu hwdwpynw upw hbn wpnitwlgulywu Yww niubignn wudhp, wdnwhup Ywd pwnwpwghwlwu
wdnwunyejwu Ywpgny hwdwwbn puwyynn wudp: Ubpnnpbu thnpujuwwwygwsd wudhp tu hwdwpynd wudh hbwn
unghwjwlwu Yuwd dwutwghnwwu Yuwwbp niubgnn wudhp (op. puytip, Ynibgw b wyu):
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( wunwy, hwjpwuntl, wqguuntt ) (wuywunuip)

Ywquwybpwnipjwu hwjnmwpwpnud B4, np upywd hpwdwpwuwlwu
(Yunquihbuyn)

b prutgats guhunn t utnpuotn [

(wuntu, wgqquuntu)

w) a)

(Suunywu wduwpehy) (pwnwpwghnientl)

p)

(wudbwgph ubiphwi/hwdwpp)

2. Unyu hwjnwpwpnigjwt 1-hu Yewnnd vpqwd wudp hppwlwt gwhwnnt £ hwunhuwund hbnbyw

hhdp(tip)hg nplit dblyny’

0 phpwlwunid gnpénud £ hpwywpwtwwt wudh wuntuhg Ywd upw ogunhtu, Yud

0  thwunnwgh (hpwywu) huynnniginu £ ppwlwuwgund  ppwjwpwtiwlwt wudh Yuwd YP-h hbwn
gnpdwpwp hwpwpbpnyewt tywwndwdp, Yuwd

O pybwpybnt ppwyniupny wnppwwbnnd £ ndw) ppwdwpwiwlwt wudh' dwjiuh hpwyniup nynn
pwdubitnndubiph (pwdubdwubiph, thwbiph) 20 L wybh winynuptu Yud hp dwutwygnigjwu nidny ud
hpwwpwuwlwu wudh htn Yupywd wywdwuwgpph hwdwwwwwufuwt huwpwynpnyeniu niup
Ywutunpngbiint npw npngnidubipp, Ywd hwunhuwuntd £ ndjw hpwywpwiwlwu wudh junwywpdwu
L (Ywd) nbwjwp dwpdup wunwd, Ywd gnpénid £ wndjw| ppwywpwlwlwu wusdh hbwn
hwdwdwjubgywd' Glubiny punhwunip nmunbuwlwu owhbphg:

O Uprynp wnlw E hpwlwt swhwnnth bW £ YR npuk wotuwnnnh htin thnfuluwwwygywdnieniu:

Upryn"p Yuqdwybpwnigyniut niuh hwdwwwwnwufuwunygjwu Wn o
dwnuwjnip|nLu: Ny o
GRb wjn, Uskip Ynunwyuwwihu mdjwiubpp’
1.| Uunw, wgquuntu

Muwunnu

<tn.

El-thnuwn

Upryn"p Juqdwlbpwnipniut niuh pupwgwuwpgbp ninnwd Wn o
2| PL/UD nbd wwjpwnh ninpuinp dhowqquihtu wywwndwdhongubiph N o

gwuytpny uwhdwuywd ywhwugubph wwhwwudwup:

PL/UD nbd wwjpwph nnpnh n'p dhowqgquihu gwulybpu Gu
ogunwgnpdynid Yuqdwybpwnipjwu Ynndhg:

h"us bnwuwyny bGU ppwlwuwgynd hwdwnpnwubpp  unyu | Udunindwn o
hwpgwowph 3-pn Yewnnwd uogwd gwuybph hbw: Ny wynndwwn o

Upryn"p Yuqdwbpwnieiniup, wyn pynid’ dwutwéninbp Yud
ubplywjwgnigsnueniuubp, nnwwp puybpnyeniuubp Swywnd Gu
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gnpdniubngniu. PL/UD  wbuwuyntuhg  pwpép  nhulwiphu
hwdwpynn Gpypubpnus:

Upryn"p Yuqdwlbpwnipniut niubgh b gnpdwpuwn
hwpwpbpnejnu PL/USD nbd wwjpwph ninpunp dhowqgquiht
wwuwndwdhgongubiph gwuytipn ubpwnjwsd dhghlwywu b
hpwywpwlwwt wudwug hbun:

Un o
Ny o

Grb wyn, luunpnu Gup ubpywjwgut] Jwupwdwuu
wbintynipyniuutip gnpdwpwp hwpwpbpnigwu punyeh, win
YN unwgywd pwhnyph, gnpdwppubiph wbuwyubph
Ytipwpbinjwy:

<wywuppnud &4, np unyt hwyppwpwpwgpmd (pugydwéd pbnGynipyniaipp 6hop Gu b
hwdwwuwipwuppwaund Gu ppwlwtinipuip:

Uuniu wgqqwuniup'

Uwnnpwgpniejniu

Uinnpwgpdwt wduwehyp'

$ Npwbu pwpdp nhulwjhtu wuhpwdtion £ nhnwpyb UMD Ynndhg hpwwwpwlynn pwpdp nhulywihu Gpypubph

gwuyp:
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Cwybyws 3

CBA-2026-001 swdlywanpny
pwg dpgnyph hpwybph

[Uonud. Guwynyp gnyting pbin ynwnbpny bepluyuwgyws wdpnng inbpuynp bwpuiwipnbudws £ unyt Guwpeneh
(nwgdwt hwdwp b wbpp £ hGnwgyh Japotwlwt qnwpptinwlpg:]

GLU3PL UNURUNMY

Nwnuiuwuhpbiny CBA-2026-001 dwdlwagpny pwg dpgnypeh hpwdbpp' [Uwutwlgh
wuywunwip] -U wnwownpynd  wwjdwuwghpp Yuwwwnb) ubppnujw punhwuntp
qubpny.

[Shtwbuwlwl wnwowpyp wbppp £ tbpwnh Spwagph ppwlwbwgdwt punhwunip wnpdbpp, huswbu twl
hpwlhwtiwgnidhg htypn hhbg ypwpdw ptpwgpnd uwwuynn Swiuubpp, tepwnw), pwyg suwhdwbwhwlydbiny'
Spwgpuyht wwwhnydwb b Spwgpuiyht hgbughwubiph wnpdtipp, pwpnibiwwlwb pGuthywlwb wowlgniejwt
b vwwuwpldwt Swpuubpp, htuswbu bwl SGubhywlwt wnwownpwbpny wwhwboynn guwbywguwd wy;
wbhpwdboyn Swfuu, npntp duwynpynid Gt <wdbiwétubn 3.1 b 3.2-h hwdwlgdws punhwbnpy gnidwptbph
hhdwt ypw:

<< nbighnbly dwutiwlhgp quught wnwowpnlyp tbpluywgtinid £ << npwdny hwdwéwytr <pwilinh 4.2 Lapp:
Qtuwypty wnwownlp << ns nighntuy dwutiwligh Ynndhg Yupnn k bbpyuywgyty UUL nnjwpnd ud Gypniny:
Uu nbupmid quwhwipdwt b hwdtdwpnipywl bwwpwlnyg wpypuwnpdnyeny qtiught wnwownplyp thnpuwplyynid
b << ppwdp' << Yetuppnbwlwt pwbiyph «www.cba.am» wwppnbwlwt Guypmd hwpipbph pwgdwt opdw
npnyeywdp hpwwwpwlyws thnpuwnpdbpny: Cun npnid, << ns nighnbty dwutiwlgh hty wwydwbwagpp fuwpnn
t Yupyby UUL nmwpny ud Gynniny: << ns nbghnbuy dwutiwlgh hby wuwydwbwagpp Lupbine nGwpnid
wnwowbmd k pwhnipwhwply, nph npnypwswihp Guqdnd b wwydwbwagph qup puwb (20) qnnynup b Ghpwlw k
Ydwpdwl Nunpdhpunpnih Ynndhg: Cwhnipwhwnlp npnypwswihn Yupnn £ pnpnpudly’ Mwipdppwipnih
Uwutiwlgh Gpynttinh dhole Ynhtwlp hwpynidp pwguwntynt hwdwwwipwupiwl hwdwdwybiwgnh wnluwynygywi
nbujpnid, nph Japwpbpwy ptiyppdwé dwubwlhgp wwydwbwgnph uipnpugpdwt opduwihg pwut (10) opduw
pbpwgpnid bbphuywgtind £ hp Gpyph hwplughti dwpdoh Ynndhg ipnpdwés nbghnbugpnpyuwi Jyuywlwl:Geb
iy dwipwlwpwph hwdwp wnwowbmd E pwhnyewhwnplyh Jowpdwl wwppwynpniyeynit, www qbuyhb
wnwownltbph hwdbdwpnyayniutr ppwlwbwgynid £ wyn hwplyp bbpwnwé panhwanip wpdbpny:]
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uu<
Updtip << npwd, Cunhwunip
<< npwd, EUR Ywd ghup
Q“‘;h‘:' St ) EUR wd | USD (kpb | << npuwd, EUR
E;'dltn'; it winwiplu usD Yhpwnkih Ywd USD
/tpwnbipny b k) /tpuntnny b
pdapnd/ | /tpunbpny pybpnd/
b pybpny/

{rdtpny} | {pRUbpnd} | {pytipny}

{ mwntpny } | { mwnbpnd } | { mwnbpny }

dwutwlgh wujwunwp (nGYwdwph wwwnnup, wuntu wqguuntup unnpwgnpniinlup

4.S
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«83ULUYULh» MUCULRLEMP GLU3PL UAULRUNMY

[Wuipptin wbyp £ bbpluywgybt «Swtywip» tpdwdp wwhwbotbinh qtipnp]

Nr.

Gudwt wnwpyuw

Updtp
<< npwd,
EUR jwd

usb
/tpunbpny b
rybpny/

uu<
<< npud,
EUR juwd
USD (kb
Yhpwnbih )
/tnwinbipnny b
fedlipny/

Cunhwunip ghup
<< npwdy, EUR
Ywd USD
/tnwnbpny b
pdtpny/

«Swulwih» wwhwuoubph quwnwownyp Ywpnn £ nhunwplyyb hbnwgqw wywjdwuwgph opowuwynid’

Ywhugwsd pjniobihg W wuhpwdbionnip)niupg:
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Cwybwsd 3.1

CBA-2026-001 dwdlwagnny
pwg dpgnyeh hpwybiph

Upnud. Yuwynypn gnyting pbn qnwnbpny bipyuywgywd wdpnne inipuipnp bwpiwipbugwd £ unyt Suwyeneh
(pwgdwt hwdwn b wbgp £ hbnwgyp Jopstwlwt pnwppbpuwlpg:

XLU3PL UAURUILPYD APUSYUTL
(Cwdwlhwpqgph bbpppdwl Swhubph wnynivwly vbpwnjyw) 1 pwpjw Gpwrjhpwiht
vywuwplnidp)

Uwutiwlhgp tbpluywgtimd £ hwdwlwpgh dupwlupwpdw b bbpppdwt dwupwdwutl pugqwép, npnid
wbpp | dwupwdwutl ubpyuywgtly wnwowplynn jmpwpwiisynip pwnunpphsh dhwgnph U punwdbup
qubpp, huswbu bwl Jawpdwl wuydwaubpp, dwdwawlugnygp b Jupqp:

Uhwynph ght Cunwdbup ght
Ubpuunyuy UU< ubpwnyu WUL (Epb
</h | Unquung cuwdhed | Quubdult | gy, | (ERE Ubpunth Yhpuntih £)
uupwghp | dhwynp k) /&< npud, EUR
/&< npud, EUR Ywd USD/

iwd UsD/

Epwotuppwiht uywuwpdwu Jwupwdwut ywjdwuubpp'

Jewpdwu Yupgp'

Jbwpdwu wwydwuubpp'

[Ywufuwdbwph wwhwe wnwowplbint nbwpnd Ywpnn £ Jéwpdt hpwywuwgdwu punhwuntp
wpdtiph dhusl 25%-h swithny Ywufuwybwp: |

dwutwlygh wujwunwp (nGlwywph wwwnnup, wuntu wgqgwuntup) uwnnpwgpnLRinLup

4.S
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Cwybyws 3.2
CBA-2026-001 dwdlwagpny
pwg Ungnyph hpwytinh

Upnud. Yuiwynypn gnyting pbn tnwnbpny bipyuywgyuws wdpnne inipuipnp bwpiwipbugwd £ unyt Shwyeneh
(nwgdwt hwdwp b wbpp £ hbGnwgyh Japotwlwt qnwppbinwlpg:

ALU3SPL UAURULPYDL APUSUUT L

Lwdwlwpgp tbpnpnidhg hbpn whbtywyynn Swhubpp (Gepwnjwy npwtg hGipbpwfuhpughtl uwwuwpldwb,
ninblygdwl b wy wuhpwdbpy Swiuubpp) 5 ywuphttph Yuypdwépny' hwpdh wntbing wnbdwqt &l qpwpp
Gpwpfuppuyht uywuwpydwt wwydwp, htswbu bwl Jdwpdwl wywydwabbpp, dwdwbwlugnygp U uwpgp:

Swpblwl
Gupwgnuiwpubp

UU< /<< npwd, EUR Ywd USD/ - Gl Yhpwnbih £

Uyulywiynn Swhuubph Ynwiniywnphy punhwunip qubp

Jbwpdw wwjdwuubpp, dwdwuwlwgnygp b Ywpgp'
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